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11

1.2

1.3

1.4

1.5

1.6

1.7

MINUTES OF SHIRE OF YORK
AUDIT AND RISK COMMITTEE MEETING
HELD AT THE COUNCIL CHAMBERS, YORK TOWN HALL, YORK
ON TUESDAY, 6 DECEMBER 2022 AT 3.00PM

OPENING

Declaration of Opening

Cr Denese Smythe, Presiding Member, declared the meeting open at 3.00pm.
Acknowledgement / Disclaimer

The Presiding Member advised the following:

“The York Shire Council acknowledges the Ballardong people of the Noongar Nation who
are the Traditional Owners of this country and recognise their continuing connection to land,
water, sky and culture. We pay our respects to all these people and their Elders past,
present and emerging.

This meeting is being recorded on a digital audio device to assist with minute taking
purposes. The public is reminded that in accordance with Section 6.16 of the Shire of York
Local Government (Council Meetings) Local Law 2016 that nobody shall use any visual or
vocal recording device or instrument to record the proceedings of the Audit & Risk
Committee without the written permission of the presiding member.

| wish to draw attention to the Disclaimer Notice contained within the agenda document and
advise members of the public that any decisions made at the meeting today, can be
revoked, pursuant to the Local Government Act 1995.

Therefore members of the public should not rely on any decisions until formal naotification in
writing has been received. Any plans or documents in agendas and minutes may be subject
to copyright. The express permission of the copyright owner must be obtained before
copying any copyright material.”

Attendance via Electronic Means

Nil

Standing Orders

Nil

Announcement of Visitors

Nil

Declarations of Interest that Might Cause a Conflict

Nil

Declaration of Financial Interests

Cr Smythe - Appointment of an External Member Representative to the Audit and Risk
Committee

Cr Trent - Appointment of an External Member Representative to the Audit and Risk
Committee
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1.8

2.1

2.2

2.3

24

2.5

Disclosure of Interests that May Affect Impartiality

Cr Heaton - Appointment of an External Member Representative to the Audit and Risk
Committee

ATTENDANCE
Members

Cr Denese Smythe, Presiding Member; Cr Denis Warnick; Cr Pam Heaton; Cr Kevin Trent;
Mr Peter Carden

Staff

Chris Linnell, Chief Executive Officer; Alina Behan, Executive Manager Corporte &
Community Services; Sinead McGuire, Executive Manager Infrastructure & Development
Services; Vanessa Green, Council & Executive Support Officer

Apologies

Nil

Leave of Absence Previously Approved

Nil

Number of People in the Gallery at Commencement of Meeting

There were zero (0) people in the Gallery at the commencement of the meeting.
QUESTIONS FROM PREVIOUS MEETINGS

Nil

PUBLIC QUESTION TIME

Public Question Time is conducted in accordance with the Act and Regulations. In addition
to this the Shire’s Local Government (Council Meetings) Local Law 2016 states —

6.7 Other procedures for question time for the public

(1) A member of the public who wishes to ask a question during question time must
identify themselves and register with a Council Officer immediately prior to the
meeting.

(2) A question may be taken on notice by the Council for later response.
(3) When a question is taken on notice the CEO is to ensure that—

(a) aresponse is given to the member of the public in writing; and
(b) asummary of the response is included in the agenda of the next meeting of the
Council.

(4) Where a question relating to a matter in which a relevant person has an interest is
directed to the relevant person, the relevant person is to—

(@) declare that he or she has an interest in the matter; and
(b) allow another person to respond to the question.

(5) Each member of the public with a question is entitled to ask up to 2 questions before
other members of the public will be invited to ask their questions.
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4.1

4.2

(6)

()

(8)
9)
(10)

11)

Where a member of the public provides written questions then the Presiding Member
may elect for the questions to be responded to as normal business correspondence.

The Presiding Member may decide that a public question shall not be responded to
where—

@)

(b)

(©)

the same or similar question was asked at a previous meeting, a response was
provided and the member of the public is directed to the minutes of the meeting
at which the response was provided,;

the member of the public uses public question time to make a statement,
provided that the Presiding Member has taken all reasonable steps to assist the
member of the public to phrase the statement as a question; or

the member of the public asks a question that is offensive or defamatory in
nature, provided that the Presiding Member has taken all reasonable steps to
assist the member of the public to phrase the question in a manner that is not
offensive or defamatory.

A member of the public shall have 2 minutes to submit a question.

The Council, by resolution, may agree to extend public question time.

Where any questions remain unasked at the end of public question time they may be
submitted to the CEO who will reply in writing and include the questions and answers
in the agenda for the next ordinary Council meeting.

Where an answer to a question is given at a meeting, a summary of the question and
the answer is to be included in the minutes.

Public Question Time commenced at 3.03pm.

Written Questions — Current Agenda

Nil

Public Question Time

Nil

As there were no questions asked, Public Question Time concluded at 3.03pm.

APPLICATIONS FOR LEAVE OF ABSENCE

Nil

PRESENTATIONS

Nil

CONFIRMATION OF MINUTES OF PREVIOUS MEETINGS

COMMITTEE RECOMMENDATION
Moved: Cr Kevin Trent

That the minutes of the Audit and Risk Committee Meeting held on 13 September 2022 be
confirmed as a correct record of proceedings.

Seconded: Cr Pam Heaton

CARRIED: 5/0
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8 ANNOUNCEMENTS BY PRESIDING MEMBER WITHOUT DISCUSSION

Nil
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9

OFFICER'S REPORTS

Disclosure of Interest — Cr Smythe — Financial — Appointment of an External Member
Representative to the Audit and Risk Committee

Cr Smythe read the Financial Declaration - ... With regard to Appointment of an External
Member Representative to the Audit and Risk Committee the matter in Item 9.1 | disclose
that | have Financial Interest in the matter as one of the applicants does my tax and | will
leave the meeting.

At 3:04pm, Cr Denese Smythe left the meeting. Cr Warnick, Deputy Shire President, assumed the

Chair.

Disclosure of Interest — Cr Trent — Financial — Appointment of an External Member
Representative to the Audit and Risk Committee

Cr Trent read the Financial Declaration - ... With regard to Appointment of an External
Member Representative to the Audit and Risk Committee the matter in Item 9.1 | disclose
that | have Financial Interest in the matter as one of the applicants prepares my taxation
returns and | will leave the meeting.

At 3:05pm, Cr Kevin Trent left the meeting.

9.1

Disclosure of Interest — Cr Heaton — Impartial — Appointment of an External Member
Representative to the Audit and Risk Committee

Cr Heaton read the Impartiality Declaration - ... With regard to Appointment of an External
Member Representative to the Audit and Risk Committee the matter in Item 9.1 | disclose
that | have an association with the applicant (or person seeking a decision). The association
is via the Community Resource Centre connection as | am secretary on the Management
Committee. As a consequence, there may be a perception that my impatrtiality on the matter
may be affected. | declare that | will consider this matter on its merits and vote accordingly.

APPOINTMENT OF AN EXTERNAL MEMBER REPRESENTATIVE TO THE AUDIT AND
RISK COMMITTEE

File Number: 44175

Author: Vanessa Green, Council & Executive Support Officer

Authoriser: Chris Linnell, Chief Executive Officer

Previously before 22 June 2021 (140621)
Council: 28 September 2021 (040921)

23 November 2021 (331121)
22 March 2022 (020322)
27 September 2022 (100922)

Disclosure of Nil
Interest:
Appendices: 1. Applicant 1 - Confidential

2. Applicant 2 - Confidential

Item 9.1
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NATURE OF COUNCIL’S ROLE IN THE MATTER
Executive
Review

PURPOSE OF REPORT

This report presents applications to the Audit and Risk Committee to consider the appointment of a
second external member.

BACKGROUND

At its October 2020 Ordinary Meeting Council considered the membership of the Committee and
resolved, in part, that the Chief Executive Officer be requested to prepare a report that would include
independent members onto the Committee.

At its May 2021 Concept Forum Council were presented with an update on the report and the
proposal to include external, independent members on the Committee. The general direction given
by Council was to proceed with the process. Therefore, Officers developed documentation to include:

o Expression of Interest (EOI)

e EOI Advertisement

e EOI Application Form

o Review of Terms of Reference (ToR)

That documentation was presented to Council at its June 2021 Ordinary Meeting where Council
resolved (140621):

“That, with regard to the Audit & Risk Committee - Review of Terms of Reference and External
Representation, Council:

1. Adopts the Terms of Reference, as presented in Appendix 1.

2. Requests the Chief Executive Officer to conduct an advertising process of not less than
14 days calling for expressions of interest from suitably qualified and skilled persons
to be appointed as external representatives to the Shire of York Audit & Risk Committee,
utilising the documentation presented in Appendix 2.

3. Requests the Chief Executive Officer to present all applications received to the next
available meeting of the Audit & Risk Committee for consideration and recommendation
to Council.

4.  Authorises the Chief Executive Officer to make any necessary minor typographical and
formatting changes to the documentation prior to publication.”

Subsequently, Local Public Notice calling for EOIls was published from 1 July 2021 with the closing
date for applications being Thursday 29 July 2021. Three requests for the EOl documentation were
received and following the close of applications, two (2) applications had been submitted. One of the
applicants withdrew their application for personal reasons, leaving one (1) application received.

The application was presented to the Committee at its September 2021 Meeting, with the
recommendation subsequently considered by Council at its September 2021 Meeting where it
resolved (040921):

“That, with regard to the Minutes of the Audit & Risk Committee Meeting held on 7 September
2021, Council:

1. Receives the minutes of the Audit & Risk Committee Meeting held on 7 September 2021,
as presented in Appendix 1, and adopts the following recommendations of the
Committee:

(a) Selects Mr Peter Carden as the proposed external member of the Audit & Risk
Committee, noting the appointment of the external Audit & Risk Committee

ltem 9.1 Page 8



Audit and Risk Committee Meeting Minutes 6 December 2022

member will be formally determined by Council at its Ordinary Council Meeting on
23 November 2021 following the 2021 Ordinary Elections.

(b) Receives the Road Risk Register with the understanding that it is a living
document that will be updated on an as needs basis and requests the Chief
Executive Officer to present the next review of the Road Risk Register to the Audit
and Risk Committee in March 2022.”

In accordance with point 1(a) of the resolution, Council considered the appointment of Mr Carden at
its November 2021 Meeting where it resolved (331121):

“That, with regard to the Appointment of Delegates to Council Committees, and in
accordance with Section 7.1A of the Local Government Act 1995, Council:

1. Appoints Cr Denese Smythe, Cr Denis Warnick and Cr Kevin Trent to the Shire of York
Audit and Risk Committee, with all other Councillors appointed as Deputies.

Appoints Mr Peter Carden as the external member of the Audit and Risk Committee.

Requests the Chief Executive Officer to conduct an advertising process of not less
than 14 days calling for expressions of interest from suitably qualified and skilled
persons to be appointed as the second external representative to the Shire of York
Audit & Risk Committee, utilising the documentation previously developed.

4. Requests the Chief Executive Officer to present all applications received to the March
2022 meeting of the Audit & Risk Committee for consideration and recommendation
to Council.

5. Authorises the Chief Executive Officer to make any necessary minor typographical
and formatting changes to the documentation prior to publication.”

In accordance with point 3 of the above resolution Local Public Notice calling for EOIs was published
from 3 December 2021 with the closing date for applications being 12pm WST Friday 28 January
2022. The advertising consisted of a notice in the York & District Community Matters, on the Shire’s
website, noticeboards and via social media.

During the advertising period there were no requests for the application package and at the close of
applications, none had been received. At its March 2022 Meeting Council again considered the
matter and resolved (020322):

“That, with regard to the Minutes and Recommendations of the Audit and Risk Committee
Meetings held on 8 February 2022 and 8 March 2022, Council:

1. Receives the Confirmed Minutes of the Audit and Risk Committee Special Meeting held
on 8 February 2022, as presented in Appendix 1, noting the recommendations were dealt
with at Council’s Special Meeting held on Tuesday 15 February 2022.

2. Receives the Unconfirmed Minutes of the Audit and Risk Committee Meeting held on 8
March 2022, as presented in Appendix 2, and adopts the following recommendations of
the Committee:

a. Notes the progress made to date regarding the actions contained in the Risk
Register.

b. Requests the Chief Executive Officer to report progress against the Risk Register
quarterly to the Audit and Risk Committee.

c. Receives the Road Risk Register with the understanding that it is a living
document that will be updated on an as needs basis.

d. Requests the Chief Executive Officer to present the next review of the Road Risk
Register to the Audit and Risk Committee in September 2022.

e. Adopts the completed 2021 Compliance Audit Return for certification by the Shire
President and the Chief Executive Officer in accordance with Regulation 15(2) of
the Local Government (Audit) Regulations 1996.
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f. Requests the Chief Executive Officer to submit the 2021 Compliance Audit Return
to the Departmental CEO of the Department of Local Government, Sport and
Cultural Industries prior to 31 March 2022 in accordance with Regulation 15(1) of
the Local Government (Audit) Regulations 1996.

g. Resolves not to advertise for a second External Member of the Audit and Risk
Committee at this time.

h. Requests the Chief Executive Officer to readvertise for an external member in six
(6) months’ time and report back within nine (9) months to the following Audit and
Risk Committee Meeting.

3. Notes the Mid Year Budget Review will be further reviewed and presented to a future
Special Audit and Risk Committee Meeting then to Council for consideration before the
end of April 2022.”

In accordance with point 2(h) of Council’'s March 2022 resolution an EOl was advertised via the
Shire’s website, Facebook, notice boards and in the September 2022 edition of the York & District
Community Matters with a closing date of Friday 30 September 2022.

The Committee and Council were presented with an update on the status of the appointment of a
second external representative at the September Meetings where Council resolved (100922):

“That, with regard to the Minutes and Recommendations of the Audit and Risk Committee
Meeting held on 13 September 2022, Council:

1. Receives the Unconfirmed Minutes of the Audit and Risk Committee (the Committee)
Meeting held on 13 September 2022, as presented in Appendix 1, and adopts the
following recommendations of the Committee:

a. Resolves to receive the Road Risk Register with the understanding that it is a
living document that will be updated on an as needs basis.

b.  Notes that Officers will review the current system and provide options for future
reporting.

C. Requests the Chief Executive Officer to present the next review of the Road Risk
Register to the Audit and Risk Committee at its March 2023 Ordinary Meeting.

d. Receives the Shire of York Risk Register Dashboard Report as at 31 August 2022.

e. Notes the progress made to date regarding the actions contained in the Risk
Register and that Officers will review the current system and provide options for
future reporting.

f. Requests the Chief Executive Officer to present the next review of the Risk
Register to the Audit and Risk Committee at its December 2022 Ordinary Meeting.

g. Notes that Expressions of Interest for an external representative to the Audit and
Risk Committee are currently open with a closing date of Friday 30 September
2022.

h. Notes that all applications received for external membership will be presented to
the Audit and Risk Committee’s December 2022 Meeting for consideration.”

In accordance with point 1(h) of Council’'s September 2022 resolution the applications received are
presented to the Committee for consideration.
COMMENTS AND DETAILS
Applicants were requested to provide a recent CV and a cover letter detailing:
1. Their background, experience and qualifications relevant to the Terms of Reference.

2. Any previous experience or involvement in local government, community organisations or
committees.

3. The motivation for joining the committee.
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Applicants were also required to address the following selection criteria:

1. Be a suitably experienced professional who can demonstrate a high level of expertise and
knowledge in financial management, risk management, governance, legislative compliance,
audit (internal and external), internal controls and assurance processes.

2. Have an understanding of the duties and responsibilities of the position, ideally with respect
to local government financial reporting and auditing requirements.

3. Have strong communication skills.

Have relevant qualifications, skills and experience in providing independent audit advice,
particularly on audit and risk committees.

5. Be a person with no operating responsibilities with the Shire nor provide paid services to the
Shire either directly or indirectly.

External members would be appointed for a period of two (2) years, in line with the normal terms of
office for Council. It is essential that applicants can commit to the term of office and attend the
meetings (preferably in-person) during that period. Section 5.11(1)(d) of the Local Government Act
1995 states that a committee member’'s membership continues until the next ordinary elections day,
being Saturday 21 October 2023.

At the close of applications, three (3) requests for the EOI documentation had been received and
two (2) applications submitted.

Officers have reviewed the applications and provide the following comment:
TABLE 1.

Applicant Comment

Applicant 1 Applicant has individually addressed each of the selection criteria and
provided examples to demonstrate understanding and experience

Applicant 2 Applicant has not fully addressed selection criteria

Last used as a creditor in February 2015 (not disclosed)

The Committee may wish to close the meeting to the public in accordance with Section 5.23(2)(b) of
the Local Government Act 1995 to discuss the applications in detail.

OPTIONS

The Committee has the following options:

Option 1: The Committee could recommend that Council endorses Applicant 1 as the second
external member to the Audit & Risk Committee and requests the Chief Executive
Officer to notify Applicant 2 of the outcome.

Option 2: The Committee could recommend that Council endorses Applicant 2 as the second
external member to the Audit & Risk Committee and requests the Chief Executive
Officer to notify Applicant 1 of the outcome

Option 3: The Committee could recommend that Council endorses neither applicant as the
second external member of the Audit & Risk Committee and requests the Chief
Executive Officer to notify both applicants of the outcome.

Option 1 is the recommended option.
IMPLICATIONS TO CONSIDER

Consultative
Audit and Risk Committee Meetings
Council Concept Forums and Meetings

Executive Leadership Team
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Community advertising period from 2 July 2021 to 29 July 2021
Community advertising period from 3 December 2021 to 28 January 2022
Community advertising period from 16 August 2022 to 30 September 2022

Strategic
Strategic Community Plan 2020-2030
Goal 5: Strong Leadership and Governance

To have effective and responsive leadership and governance, where a sense of
collective purpose and shared direction combine to work together.

Policy Related

El Code of Conduct — Council Members — Committee Members — Candidates

Financial

Section 5.100(1) of the Local Government Act 1995 prohibits a person who is a committee member
but who is not a council member or an employee to be paid a fee for attending any committee
meeting. However, subject to an appropriate resolution of Council, upon submission of receipts,
reimbursement of reasonable expenses in accordance with Section 5.100(2) of the Local
Government Act 1995 may be provided to the external representatives. Should that occur, an
allocation for an amount considered suitable would need to be included in future annual budgets for
that purpose. Such reasonable expenses would include travel, childcare, information
technology/data as specified in Regulation 31 of the Local Government (Administration) Regulations
1996.

Legal and Statutory
Sections 5.10, 5.11 and 5.100 of the Local Government Act 1995 are applicable and state:
“5.10. Committee members, appointment of

(1) A committee is to have as its members —

(a) persons appointed* by the local government to be members of the committee (other
than those referred to in paragraph (b)); and

(b) persons who are appointed to be members of the committee under subsection (4)
or (5).

* Absolute majority required.

(2) Atany given time each council member is entitled to be a member of at least one committee
referred to in section 5.9(2)(a) or (b) and if a council member nominates himself or herself
to be a member of such a committee or committees, the local government is to include that
council member in the persons appointed under subsection (1)(a) to at least one of those
committees as the local government decides.

(3) Section 52 of the Interpretation Act 1984 applies to appointments of committee members
other than those appointed under subsection (4) or (5) but any power exercised under
section 52(1) of that Act can only be exercised on the decision of an absolute majority of
the council.

(4) If at a meeting of the council a local government is to make an appointment to a committee
that has or could have a council member as a member and the mayor or president informs
the local government of his or her wish to be a member of the committee, the local
government is to appoint the mayor or president to be a member of the committee.

(5) If at a meeting of the council a local government is to make an appointment to a committee
that has or will have an employee as a member and the CEO informs the local government
of his or her wish —
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“5.11.
(1)

(2)

5.100.
(1)

(2)

(a) to be a member of the committee; or
(b) that a representative of the CEO be a member of the committee,

the local government is to appoint the CEO or the CEQ'’s representative, as the case may
be, to be a member of the committee.”

Committee membership, tenure of

Where a person is appointed as a member of a committee under section 5.10(4) or (5), the
person’s membership of the committee continues until —

(a) the person no longer holds the office by virtue of which the person became a
member, or is no longer the CEQ, or the CEO’s representative, as the case may
be; or

(b) the person resigns from membership of the committee; or
(c) the committee is disbanded; or
(d) the next ordinary elections day,

whichever happens first.

Where a person is appointed as a member of a committee other than under section 5.10(4)
or (5), the person’s membership of the committee continues until —

(@) the term of the person’s appointment as a committee member expires; or

(b) the local government removes the person from the office of committee member or
the office of committee member otherwise becomes vacant; or

(c) the committee is disbanded; or

(d) the next ordinary elections day,
whichever happens first.
Payments for certain committee members

A person who is a committee member but who is not a council member or an employee is
not to be paid a fee for attending any committee meeting.

Where —

(@) alocal government decides that any person who is a committee member but who
is not a council member or an employee is to be reimbursed by the local government
for an expense incurred by the person in relation to a matter affecting the local
government; and

(b) a maximum amount for reimbursement of expenses has been determined for the
purposes of section 5.98(3)(b),

the local government must ensure that the amount reimbursed to that person does not
exceed that maximum.”

Section 7.1A of the Local Government Act 1995 is also applicable and states:

“7.1A.
(1)

(2)

Audit committee

A local government is to establish an audit committee of 3 or more persons to exercise the
powers and discharge the duties conferred on it.

The members of the audit committee of a local government are to be appointed* by the
local government and at least 3 of the members, and the majority of the members, are to
be council members.

* Absolute majority required.

Item 9.1
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(3) A CEO is not to be a member of an audit committee and may not nominate a person to be
a member of an audit committee or have a person to represent the CEO as a member of
an audit committee.

(4) Anemployee is not to be a member of an audit committee.”

Regulation 16 and 17 of the Local Government (Audit) Regulations 1996 are applicable to the
functions of an audit committee and state:

“16. Functions of audit committee
An audit committee has the following functions —
(a) toguide and assist the local government in carrying out —
() its functions under Part 6 of the Act; and

(i) its functions relating to other audits and other matters related to financial
management;

(b) to guide and assist the local government in carrying out the local government’s
functions in relation to audits conducted under Part 7 of the Act;

(c) toreview a report given to it by the CEO under regulation 17(3) (the CEO’s reporf)
and is to —

() report to the council the results of that review; and
(i) give a copy of the CEQO’s report to the council;

(d) to monitor and advise the CEO when the CEO is carrying out functions in relation
to a review under —

() regulation 17(1); and

(i) the Local Government (Financial Management) Regulations 1996
regulation 5(2)(c);

(e) to support the auditor of the local government to conduct an audit and carry out the
auditor’s other duties under the Act in respect of the local government;

() to oversee the implementation of any action that the local government —
() s required to take by section 7.12A(3); and

(i) has stated it has taken or intends to take in a report prepared under
section 7.12A(4)(a); and

(i) has accepted should be taken following receipt of a report of a review
conducted under regulation 17(1); and

(iv) has accepted should be taken following receipt of a report of a review
conducted under the Local Government (Financial Management)
Regulations 1996 regulation 5(2)(c);

(g) to perform any other function conferred on the audit committee by these regulations
or another written law.

17. CEO to review certain systems and procedures

(1) The CEO is to review the appropriateness and effectiveness of a local government’s
systems and procedures in relation to —

(a) risk management; and
(b) internal control; and

(c) legislative compliance.
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(2) The review may relate to any or all of the matters referred to in subregulation (1)(a), (b) and
(c), but each of those matters is to be the subject of a review not less than once in every 3
financial years.

(3) The CEO is to report to the audit committee the results of that review.”

Risk Related

The level of risk is reduced due to the provision of independent transparency and oversight with the
appointment of two (2) external representatives to the Committee.

The Committee and Council will need to be satisfied that the external representatives are suitably
skilled and qualified.

Workforce

The time to administer the Committee is managed within existing resources.

VOTING REQUIREMENTS
Absolute Majority:  Yes

COMMITTEE RECOMMENDATION
Moved: Cr Pam Heaton Seconded: Mr Peter Carden

That, with regard to the Appointment of an External Member Representative to the Audit
and Risk Committee, the Audit and Risk Committee recommends to Council that it:

1. Appoints Applicant 1 as the second external representative of the Audit and Risk
Committee, with the term ending at the October 2023 Local Government Elections.

2. Requests the Chief Executive Officer to notify Applicant 2 of the outcome and thank
them for their interest.

CARRIED: 3/0

At 3:10pm, Cr Denese Smythe returned to the meeting and resumed the Chair.
At 3:10pm, Cr Kevin Trent returned to the meeting.
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9.2 RISK MANAGEMENT UPDATE AS AT 28 NOVEMBER 2022

File Number: 4.4274
Author: Alina Behan, Executive Manager Corporate & Community Services
Authoriser: Chris Linnell, Chief Executive Officer

Previously before 28 June 2022 (020622)

Council: 27 September 2022 (100922)
Disclosure of Nil

Interest:

Appendices: 1. Risk Dashboard §

NATURE OF COUNCIL’S ROLE IN THE MATTER

Executive

PURPOSE OF REPORT

This report provides the Audit and Risk Committee (the Committee) with an update regarding
progress on the Shire’s Risk Management.

BACKGROUND

The Shire of York’s Risk Assessment and Management Policy, in conjunction with the Risk
Management Framework, sets out the Shire’s approach to the identification, assessment,
management and monitoring of risks.

Appropriate governance of risk management within the Shire provides:
1. Transparency of decision making
2. Clear identification of the roles and responsibilities of the risk management functions
3. An effective governance structure to support the Risk Management Framework
The Committee’s role and responsibilities include:
1. Regular review of the appropriate and effectiveness of the Risk Management Framework
2. Support Council to provide effective corporate governance
3. Oversight of all matters that relate to the conduct of external audits
4. Must be independent, objective and autonomous in deliberations

It is essential to monitor and review the management of risks as changing circumstances may result
in some risks increasing or decreasing in significance. By regularly reviewing the effectiveness and
efficiency of controls and appropriateness of treatment/action options selected, it can be determined
if the organisation’s resources are being put to the best use possible.

An internal Risk Working Group (RWG) has been formed to enable Officers from across the
organisation to meet regularly and monitor the progress against the Risk Improvement Plan, Risk
Management Framework and Register. Further, the RWG is responsible for implementation of timely
and effective remedial measures to address risk management deficiencies.

This report presents an update of risks identified and addressed across the organisation for
consideration and recommendation to Council. The Committee last considered the Risk
Management Update at its September 2022 meeting which was endorsed by Council at its
September 2022 Ordinary Meeting where it resolved (100922):
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“That, with regard to the Minutes and Recommendations of the Audit and Risk Committee
Meeting held on 13 September 2022, Council:

1. Receives the Unconfirmed Minutes of the Audit and Risk Committee (the Committee)
Meeting held on 13 September 2022, as presented in Appendix 1, and adopts the
following recommendations of the Committee:

a. Resolves to receive the Road Risk Register with the understanding that it is a
living document that will be updated on an as needs basis.

b.  Notes that Officers will review the current system and provide options for future
reporting.

C. Requests the Chief Executive Officer to present the next review of the Road Risk
Register to the Audit and Risk Committee at its March 2023 Ordinary Meeting.

d. Receives the Shire of York Risk Register Dashboard Report as at 31 August 2022.

e. Notes the progress made to date regarding the actions contained in the Risk
Register and that Officers will review the current system and provide options for
future reporting.

f. Requests the Chief Executive Officer to present the next review of the Risk
Register to the Audit and Risk Committee at its December 2022 Ordinary Meeting.

g. Notes that Expressions of Interest for an external representative to the Audit and
Risk Committee are currently open with a closing date of Friday 30 September
2022.

h. Notes that all applications received for external membership will be presented to
the Audit and Risk Committee’s December 2022 Meeting for consideration.”

In accordance with point 1f of Council’'s September 2022 resolution, the Register is presented to the
Committee for consideration.

COMMENTS AND DETAILS

The RWG meets regularly to review and update the risk register and prioritise actions considering
potential organisational opportunities and the adverse effects that could result. The RWG monitors
these risks so that organisational objectives can be achieved considering the Shire’s appetite for
risk.

A comprehensive RWG review of actions and controls was undertaken on both 9 November and 28
November 2022 and the risk dashboard updated accordingly. The dashboard report details a total
of ninety-one (91) actions that are still in progress or ongoing or are new actions to be completed.
The updated Risk Dashboard is presented in Appendix 1.

Engagement

The Community Scorecard is commissioned for the 2022/23 financial year. The survey will
commence in February 2023 for presentation to Council in April 2023.

External Theft and Fraud/Misconduct

LGIS recently conducted a member survey on IT systems and support and presented members with
the results outlining any vulnerabilities. The Shire will be meeting with its IT Provider to review the
results and determine future actions.

Misconduct

The Fraud and Corruption Framework has been developed and is presented to the Committee for
review as a separate item to this Agenda.

Supplier-Contract Management

The new project/contractor management suite of documentation was rolled out to relevant staff in
two (2) training sessions in November 2022. This addresses the lack of project/contractor
management processes and documentation listed as a significant finding identified by the Office of
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the Auditor General in the 2020/21 Audit. Further training sessions will be conducted in December
and again in the new year as appropriate.

New actions

The RWG continues to monitor the environment for changes that could result in the need for new
actions to mitigate risks to the Shire. New actions identified in this quarter include:

e To continue to embed safety practices and processes into project work.

o Following the receipt of the Draft Interim Management letter from the Office of the Auditor
General, a review of procurement segregation and delegations will occur to see whether
additional measures can be put in place to further reduce opportunities for misconduct.

¢ Review levels of service with current IT providers.
¢ Review departmental responsibilities around security and assigning tasks appropriately.

o Review events processes and procedures to ensure adequate consideration of terrorism
events in the planning process.

e Undertake a business planning process to ascertain the best value mechanism for
developing/recording asset information.

e Develop the Intranet for staff access to all forms, documents and information so that only the
most current versions are accessed.

e Map customer expectations for works including the action request process and look for
improvements.

o Develop a coordinated approach to disseminating information to new and existing residents
regarding waste and other environmental initiatives.

e Recent conversations with the WA Country Health Service have indicated Pioneer Memorial
Lodge may require unplanned upgrades to meet building compliance.

¢ Once investigations and design work is complete, the agreed action to rectify damage at
Mackie Siding may require significant unbudgeted expenditure and result in the delay of other
planned projects.

Ongoing/Superseded Actions

The action to “Incorporate review of grants register into quarterly FACR processes” has been
superseded by the action “To consider grants management as part of the new Government
Frameworks reporting package”.

Going Forward

Measures to address the COVID-19 State of Emergency will be removed from the register at this
time as the State of Emergency has been lifted.

Implementation of the Government Frameworks Enterprise Resource Planning platform to monitor
and track actions including Strategic Priorities, Risk, Project, Audit, Policies and Human Resources
should result in better oversight of all risk items.

OPTIONS
The Committee has the following options:

Option 1. The Committee could recommend that Council requests the Chief Executive Officer to
ensure all issues have been dealt with within a certain timeframe. However, Officers
have focused on those issues that present the highest risk to the Shire for immediate
action within current resources and will continue to work through the remaining issues
on the same basis.

Option 2: The Committee could recommend that Council accepts the Shire of York Risk Register
Dashboard Report as at 28 November 2022.
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Option 2 is the recommended option.
IMPLICATIONS TO CONSIDER

Consultative

LGIS

RWG

Office of the Auditor General

Strategic
Strategic Community Plan 2020-2030
Goal 5: Strong Leadership and Governance

To have effective and responsive leadership and governance, where a sense of
collective purpose and shared direction combine to work together.
Policy Related

G19 Risk Assessment and Management

Financial

Financial implications of the proposed risk mitigation strategies are presented to Council as they
emerge and inform the annual budget process.

Legal and Statutory

Regulation 17 of the Local Government (Audit) Regulations 1996 is applicable and states:

“17. CEO to review certain systems and procedures

(1) The CEO is to review the appropriateness and effectiveness of a local government’s
systems and procedures in relation to —

(@) risk management; and
(b) internal control; and
(c) legislative compliance.

(2) The review may relate to any or all of the matters referred to in subregulation (1)(a), (b) and
(c), but each of those matters is to be the subject of a review not less than once in every 3
financial years.

(3) The CEO is to report to the audit committee the results of that review.”

Risk Related
The development and regular update of an organisational Risk Register is a risk management tool.

Workforce

It is proposed that risk mitigation actions are undertaken within current resources. Where additional
resources are required, this will be identified and submitted as part of the annual budget process.

VOTING REQUIREMENTS
Absolute Majority:  No
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COMMITTEE RECOMMENDATION
Moved: Cr Kevin Trent Seconded: Mr Peter Carden

That, with regard to the Risk Management Update as at 28 November 2022, the Audit and
Risk Committee recommends that Council:

1. Receives the Shire of York Risk Register Dashboard Report as at 28 November 2022, as
presented in Appendix 1.

2. Notes the progress made to date regarding the actions contained in the Risk Register
and that Officers will review the current system and provide options for future reporting.

3. Requests the Chief Executive Officer to present the next review of the Risk Register to
the Audit and Risk Committee at its March 2023 meeting.

CARRIED: 5/0
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Shire of York
Risk Dashboard Report

November 2022

usiness & C u disruption

Asset Sustainability practices

Failure or reduction in service of infrastructure assets, plant, equipment or machinery.

Moderate Adequate
Failure to corredly identify, interpret, assess, respond and communicate laws and regulations as a

Failure to adequately prepare and respond to events that cause disruplion to the local community

These include fleet, buildings, roads and playgrounds and all other assets dunng their lifecycle from and / or normal business activities. This could be a natural disaster, weather event, or an act result of an inadequate compliance framework. This incdudes, new or proposed regulatory and
procurement 1o disposal. carried out by an external party (e.q. sabotage [ terrorism). legislative changes, in addition to the failure to maintain updated intemal & public domain legal
dacumemation
Actions Due Date Responsibility Actions Due Date Responsibility Actions Due Date Responsibility
E::::::e{:;jﬂr:pars to be documented as par of Oct-23 EMIDS Staffing - liiness, Attraction & Retention Ongoing EMCCS Review the Risk Register quarieny Ongoing EMCCS

Undertake training for staff that includes refresher
Apr-23 EMIDS IT Disaster Recovery Testing Aug-22 EMCCS training on policies and procedures including changes| Ongelng EMCCS
to the Local Government Act

Develop asset replacement program for capital
equipment and vehicles

Review Assel Management Plans and present o

I T A
Council for noting il EMIDS Bushfire Compliance - WHS Procedures Sep-22 EMIDS
Develop and implement asset management Jur-23 EMIDS Raview and refresh Compliance Calendar and report Jur-23 EMCCS
ProCesses o AARC

Frepare Asse! Disposal Policy for adoption by ! ) Increasing number of dog aftacks and compliance ”

Council 23 FMERDS issues. Ranger absence. Risk fo Level of Service Sep-22 EMIDS
Prepare designs to repair Mackie Siding Jur-23 EMIDS DMIRS new requirements for asbesios reporting Ongeing EMIDS

Review bullding compliance for PML with WACHS Jun-23 DsC

Control

Engagement practices

Employment practices

Document Management processes

Moderate | Adequate

Failure to adequately capture, store, archive, retrieve, provide or dispose of documentation. Failure to effectively manage and lead human resources (full-time, pant-time, casuals, temporary | |Failure to maintain effective working relationships with the Community (including local Media),

and volunteers). Stakeholders, Key Private Sector Companies, Government Agencies and / or Elected Members.

This includes aclivities where communication, feedback or consultation is required and where it is
in the best interests (o do so.
Actions Due Date Responsibility Actions Due Date Responsibility Actions Due Date Responsibility
Prepare project brief for records digitisation and Ensure annual budget allocation o subscribe fo Implement the actions contained in the Disability
Mav- AGC i EMCCS EMCCS

disposal for consideration in 202324 budget Mar-23 WALGA HR assistance services Ongoing Access & Inclusion Plan Jun-22

Implerment annual fraining program for staff that
Develop a culture of good record-keeping Ongoing ELT includes refresher fraining on policies and Ongaing EMCCS Develop new Engagement Framework Jun-23 EMCCS

procedures

e ki = fi i .
Develop succession planning stategles Ongaing Emecs EZE Workforce Plan - informed gap analysis Dec-22 EMCCS Undertake Community Scorecard 2022/23 Jun-23 EMCCS
iAuditor App being examined for storage and ) ) .
collection of WHS issues fo promote ease of use and Dec-23 EMIDS T'ag:;? needs identified as part of annual budget Ongoing Execufive & Supervisors
encourage compliance pro
Additional applications for compliance, WHS efc will Complete Employee Manual for inclusion in .
AGC ESQHR

dilute the 'one source of fruth’ record keeping system Ongaing employee inguctions Ongoing

E::f:r Employee Assistance Program in Employee Ongeing EMCCS
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Shire of York
Risk Dashboard Report

November 2022

Risk

Environment management

Moderate

Adequate

Errors, omissions & delays

Risk Control

Moderate

Adequate

External theft & fraud (Including Cyber)

Inadequate prevention, identification, enforcement and management of environmental issues. Errors, omissions or delays in operational activities as a result of entional errors or failure to Loss of funds, assets, data or unauthorised access, (whether attempled or successful) by external
follow due process including incomplete, inadequale or inaccuracies in advisory activities to parties, through any means (including electronic).
customers or intemal staff.

Actions Due Date Responsibility Actions Due Date Responsibility Actions Due Date Responsibility
Document clear intemal processes and systems o
Conduct a recycling education program once new implement a staff training program that includes -
. - Jun-23 EHO Ongoing EMCCS report any potential fraud, that include anonymous Jun-23 EMCCS
waste collection contract is signed refresher fraining on procurement reporting (Fraud & Corruption)
) f trod in i) f ; " ; " i

g:ﬁ:lzfsoi'améy 0 MInege cormis contrel in the Ongoing DSCEHO Review Procurement Policy and Procedures Reinstafed FM Investigafe cashless operations at CFC facility Jun-23 EMIDS

Develop and implement procedures for the use of

hazardiour chemicals to include strategies for Jun-23 EMIDS Works delayed by stock items Qngoing EMIDS Review cybersecurity measures Jun-23 EMCCS/FM

community consultation

P . . . } . ) ) ]

Jdgn.mcarrm of new and review of curment hockay Ongaing EMIDS Uhq'er!a_ke business planning to develop an asset Mar-23 EMIDS Review procedures and provide refresher training on Mar-22 =)

stick lecations for endangered flora on roadsides register/recording system cash handiing

Develop a coordinated approach to disseminating . . ,

information fo new and axisting residents re; wasfe Ongoing Ongoing 5;:5:;2&&?;?32::5?: RS 02 dhpiny Ut Jun-23 AGO :fcf_;:;:%'sizd RN, e Togee ol Acding Ongoing ITPOAD

and other environmental initatives ’ ' P
Mapping the customer expectations for works ) .
including action request process and looking for Jun-23 EMIDS e g‘epaninenrar .respan.srbulr.ues AT secuny Jun-23 ELT
imorovements and assigning tasks appropriately

Control

Management of Faci s | Venues / Events

IT or communication systems and infrastructure

Risk Control

Adequate Moderate | Adequate
Failure to effectively manage the day to day operations of facilities, venues and / or events. Disruption, financial loss or damage o repulation from a failure of information technology Intentional activities intended to circumvent the Code of Condud or aclivities in excess of authority,
syslems. which circumvent endorsed policies, procedures or delegated authority.
Instability, degradation of performance, or olher failure of IT or communication system or
infrastruciure causing the inability to continue business adivities and provide services to the
community. This may or may not result in IT Disaster Recovery Plans being invoked.
Actions Due Date Responsibility Actions Due Date Responsibility Actions Due Date Responsibility
Review of the Evenis procedures and processes o - Investigate and implement transition o new . ’ Review Delegation Authority Register to ensure
consider currenf risks such as terrorsm hin-23 cre communications provider -1 e details of sub-delegations are accurate Cogoing AGc
Booking forms to include details of Evacuation Plans i Improve levels of servie af Shire outstalions Develop a Fraud and Corruption Framework for
E EMIDS ESOVAGC - TP ( ELT
for all facilities EMe-s (Museum, Pool, Depot, YRCC) R review every 2 years Ongoing
Events Commiltee 10 underfake deskiop review of Implement regular testing regime for efectiveness of ; g Develop and implement a periodic fraud awareness
event management procedures Ongoaing £epo IT Disaster Recovery Plan Ongoing Ime traiming program for all staff Ongoing EMCCs
Develop proceadures for faclilty bookings and Ongoing AGC/EMIDS ESO Hot water system leak in server room fo be rectified Ongoing EMIDS Undertake training for all staff on HR policies and Jun-19 EMCCS
feedback - events especially procadures
. . . ) Develop and implement an annual sfaff fraining
Review signage far ail venues giving consideration fo | 00 in o DSC/PMO Fiosiow Jovais of service Wl e ateme! T Ongoing EMCCS program that includes refresher training in HR policies|  Jun-19 EMCCS
the Access and Inclusion Audit providers
and procedures
YRCC sharing of information with teams re bookings Sep-22 EMCCS Review cash handling procedures for outstations Dec-22 FM
Investigate online booking system to be integrated Jun-23 AGC Review stocktaking .nfacedureslfc« minor plant and Feb-23 >
into Shire website for community bookings equipment, porfable and atiractive items
MNeed to confirm validity of driver licences with
implicated employeses Annuel EMcCsS
Declarations of conflict of interest when staff attend
meelings with confractors where they could influence Ongaing EMIDS
the work
Review of purchasing segregalion and delegations ELT
after receipt of OAG Management letter A3
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Shire of York
Risk Dashboard Report

November 2022

of interest when staff artend
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Shire of York
Risk Dashboard Report

November 2022

Project / Change management

Inadequate analysis, design, delivery and / or status reporting of change initiatives, resulting in

Supplier / Contract management
Moderate Adequate

Inadequate management of external Suppliers, Contractors, IT Vendors or Consultants engaged for

Moderate
MNon-compliance with the Work Health and Safety Ad, associated regulations and standards.

additional expenses, time delays or scope changes. It is also the inability to ensure the physical security requirements of staff, contractors and visitors. | Jcore operations. This includes issues that arise from the ongoing supply of serdces or failures in
Other considerations are negligence or carelessness. contract management & monitoring processes.
Actions Due Date Responsibility Actions Due Date Responsibility Actions Due Date Responsibility
Develop and implement procedures around Grants Jur-23 EMEMIDS CCTV to be instalied at ail buildings Jun-18 ITe Seek explanations for non-compliance and provide Ongoing BT
Management information on PO before authorsation
incorporate reviaw of arants meaisiar info cuartsd) Updafe Evacuation Plans for the Depot fo include
F;:CF' crccess;as g gisier info quarieny Incomplete FMEMIDS new securily gates and underfake emergency Dec-22 EMIDS Implement procedures for online contractor inductions |  Dec-22 EMIDS
7 exerdse
implement new confractor/project management
g Access register to be developed and maintained for
proceduras and forms and train ail relevant staff. Jur-23 EMIDS Depot e P Sep-22 QAQ Implemant reguiar monitoring of contracts register Ongaing EMIDS
Include this in annual refresher fraining
Financial risk in completing projects in fime o acquil , Purchase orders need review fo include ferms and .
! . EMIDS ¢ W, icy ar fety Manuals for staff n-2 EMCCS F FM
against grants Dec-23 Adopt WSH Policy and Safety Manuals for sla Jun-23 conditions to form a more comprehensive contract eb-22
& . - # h
MSDS for Depot missing - sheets and registser fo be Oct-22 50
updated
Undertake access and alarm upgrades at - =
-2 EMII
Administration, YRCC and Museum Jun-23 oS
ur'dgr'!axe Emergency Evacuation testing at all Dec-22 EMIDS
facilities
Front counter replacement fo consider upgraded Jun-23 EMIDS
SeCurty measures
rv‘!ec.":ar_llsm for flagging aggressive cusiomers and Jun=23 ELT
propartias
Bushfire volunteer safely inductions and training Oat-22 EMIDS ESO
Update procedure 1o reflect LGIS reguirements for Oct-22 EMIDS ESD
fire ground atendance
oy el e ., I Phuasda | -
Clarification from LGIS on private vehide aftendance Oct-22 EMIDS ESO
o a fire ground
Condi nue o embed safely practices and processes Jun-23 EMIDS
into project work
Uindertake training in WSH policies Ongoing EMIDS
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Asset Sustainability practices Nov-22

Risk Context

Areas inchuded in the scope are;
-Inadequate design (not fit for purpose)
-Ineffective usage (down time)
-Outputs not meeting expectations
-Inadequate maintenance achvities

Falure or reduction in service of infrastructure asseals, plant, equipment of machineny
These include fleet, buildings, roads and playgrounds and all other assets dunng their ilecycle from procurement to disposal

-Inadequate financial management and planming (capital renewal plan)
I does nol mclkide issues with the mappropriate use of the Plant, Equipwnent or Machinery. Refer Misconduct.

Eotential causes include:

Skill level & behaviour of operators

Unavailabibty of parts

Lack of ramed stalf

Lack of formal or appropriate scheduling (mamtenance / mspechons)

Outdated equipment

Unexpected breakdowns

Outdated Asset Management Plans

Outdated Asset Managemen! Framework

Absence of Key Assat Documents (Plans etc )

Outdated Service Level Agreaments

Insufficent budget to mantain or replace assels Portable attractive #ems inventory updates not compleled Control Assurance
Key Controls Type Date Rating Control Owner %m Completeness |  Accuracy Timeliness Fraud Comments
Procurement Process Prevanialive MNov-22 EMCCS Yas Yas Yas Yas Yas Procurement review undensay
Finance has a disposal process in place - assat
Disposal /Acguisition Process (Financial) Preventalive MNov-22 EMIDS Partial Partial Partial Yas Yes rEu;nEr;r.F Policy needed. EEDO 1o pass info on o
MIDS Finance
Roads Routing Maintenance Program Preventative Mov-22 EMIDS Yes Partial Partial Yes Yes
Plant Routine Mamntenance Program Pravanialive MNov-22 WS Yas Partial Yas Yas Yas Flant replcement program being developed
Mo routing ma_i'ﬂmm program hqnm-_ ar whan
Buildings Routing Mainlenance Program Preventative Mov-22 DSC 1 PMO Partial Partial Yas Yas Yes m:‘mfm ﬁf&:ﬁma 'M!”I ]
Building asset management
Assel Management Data Collechion (RAMS and Finance) Prevenlalive MNov-22 ETO Partial Yes Yes Partial Yas Training mestds to be updated
Assel replacement program (broad range of asset classes) Preventalive Mov-22 EMIDS Partial Partial Partial Yas Yes AL ARSI EMSNT [rOCESSES INComplels
Statutory requirements (icencng, efc) in place Preveniative Mov-22 TP Yes Yas Yas Yas Yes
Al maintenance and repairs are documenied Preveniative Mov-22 EMIDS Yas Partial Partial Yas Yas F:mrm::ﬁ m;ﬁmm faction
Reactive mainienance Recovery Pov-22 T80 Yos Yas Yas Yas Yas :';:;:'; maintenance E3us is reporied a PO is
Insurance Recovery Mov-22 TP Partial Yes Yeas Partal Yas Ciaims not always submitied 1o Payroll Officer
Equipment hire avadable if needed Recovery Mov-22 EMIDS Yes Yes Yes Yas Yeas
Tralning ideniified as par of annual budget
Traning provided and qualifications updated Prevenlative Mov-22 Adequate EMCCS /FM Yes Partal Yas Partial Partial process. Heod training regarding procuramant and
portable ilems, Mantenancs and regairs
| vat cori oo |
I.Mthnt Due Date Responsibility Status of Actions Comments
T e R T Tt e R e O B B v T Mar14 (%I Complete
Dheswersinfe ebiibtbork Balbbsy friompieniss 3e sterl Hiad o hides pedresbuss [5am sbag 6 i s af el Ak EMHCGS Complete
Roview Asset Management Rlans and submst for adopbion by Councl Jun-19 ETD Complete Submitted to June OCM.
Davalop and impkement procadus for submifing msurance claims Diac- 18 TP Complete Circulated by Matthew
Lirmiaitake kb fisk asssasiianis o Coaaeliniion wiih Lals [T USSP RO Complete How that asset management plans have been adopled
Mantenance and repairs 1o be decumentad as part of AMP's to be redone Oct-23 EMIDS Mot Started Will commence once AMPs receivad
Develop asset replacement program for capital aquipmant and vehicles Apr23 EMIDS Not Started :::"nf:; commenced, to be underaken by new Graduata Engineer - Asset Management as part of ther
Develop and implement asset management processes Jun-23 EMIDS Not Started Formal processes nol yel commenced
Formakise Assel Disposal Process Compiate EMIDS Complete
Do e aauh wnpbarmend surancs Clarms Chacklsl Lo hala VEik Complete
e ek d Aok Masierperiest Flan e b prsprsan LTl E WIS In progress Presented to ELT 19 August 2022
- . . ) ) Transport Asset Management Plan in progress, Open Space Asset Management Plan complete.
Review Asset N nt P asent o G f | n-2: L
eview Asset Management Plans and present to Council for noting Jun-23 EMIDS In progress Buiklings Assel Management Plan to be sent 1o market, delayed due lo Siaff unavailabilty.
Prapare Asset Disposal Policy for adoption by Council Jun-23 FMEMIDS Mot Started Draft 1o be presented to AARC 22/23
) Once nvestigabons and design work is complete the agreed achon 1o rectly damage at Mackie Siding
Prepare designs to repair Mackie Siding Jun-23 EMIDS In progress may require significant unbudgeted expenditure and result in the delay of other planned projects
Consequence Category Risk Ratings Rating
Conseguence: Mnor {2)
Financial | Reputational Likelthood: Possible {3)
Overall Risk Ratings: Moderate
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Business & Community disruption Nov-22

Risk Cont:

This mcludes,;

infrastructure”

Fadure to adequately prepare and respond to events that cause disruption to the local community and / or normal business activities
This could be a natural disaster, weather event, or an act carried out by an external party (e g. sabotage / terrorism)

-Lack of (or inadequate) emergency response / business continuity plans

-Lack of training for specific individuals or availability of appropriate emergency response.

-Faiure in command and control functions as a result of incorrect inttial assessment or untimely awareness of incident

-Inadequacies in environmental awareness and monitoring of fuel loads, curing rates etc

This does not include disruptions due to IT Systems or infrastructure related failures - refer “Faiure of IT & communication systems and

Potential causes include;

Cyclone_storm_ fire_earthquake, flooding

xended utility outage (electncity, communicabons etc.)

Terronsm / sabotage / cnminal behaviour

conomic Factors

Epidemsc / Pandemic Loss of key staff
Loss of supphers Loss of key infrastructure Control Assurance
Key Controls Type Date Rating Control Owner Sopns Completeness | Accuracy Timeliness Fraud Comments
Functional Local Emergency Management Arrangements (LEMA) Preventative Nov-22 CESM Yes Yes Yes Yes Yes
Bushfire Risk Management Program Preventative Nov-22 CESM Yes Yes Yes Yes Yes
Volunteer management & training (Volunteer nductions TBC) Preventative Nov-22 EMIDS Yes Yes Yes Yes Yes
Community recovery preparation Preventalive Nov-22 EMIDS Yes Yes Yes Yes Yes
Community fire prevention education Preventative Nov-22 EMIDS Yes Yes Yes Yes Yes
Business Continuity Framework (Policy. Procedures & Plans) Preventative Nov-22 TP Yes Partial Yes Yes Yes As part of IT Security Plan, Needs work
Intemal Emergency Management Plan (Emergency Management ) g Training 10 be undertaken, Equipment now. Changes
Procedures and Evacuation Plans) Preventative Naov-22 Dsc Partial Partial Partial Partial Yes % be re d
Generator Recovery Nov-22 EMIDS No No No No YOS |y s e for Toun Hal
1.T. Disaster Recovery Plan Recovery Nov-22 TP Yes Yes Yes Yes Yes
| Overall Control Ratings: Adequate |
Actions Due Date Responsibility Status of Actions Comments
Undeniake a0 emegency avacuaton dill Complets IS0 Complete Action plan developed and beng implemented
Develop and document a Business Continudy Framework Campleie EMCCS Complete As part of IT Secunty Plan
Finahsa and implement 1T Sacunly Plan Complata e Complete Securfly Pian developed. Mew 11 Service Provider engaged.
Engage a BRMPC 4 days per fortight 10 develop a-BRMP Complate BRMPC Complete BRMPC engaged. Plan developed and submitted to Council. Works i progress.
Distnbute and seek feashack from siaff regardng Business y
Continuity £+ Jun-19 e Complete Ho Comments recaved - commence lasting phase
AssGh funding i the gt 1o purchase a Gensralol Suppe sadedd EMIDS Not progressed - superseded Due Lo changeover i EMIDS
Schadue testing of IT Secunty Plan and Busaass Continuaty ’ .
s % osocadwes for-affact N GCompleta (192] Complete -test successful Process to be managed by 1T Provider
e 9P CPINOHIONE NS00 Sl Ien- I Clruaton Dec-20 EMCCS Complete Complated Dec 2021 presented 1o AARC March 2 2021-and OCM March 23
IVesb0ate 1he INSIaNaton OF INFASHUCIIG 10 1acale N 6.0 -5 )
alos in the event of.an emergancy S sk DSC To be commenced Rovmao&magscpue
. . Server ubs — FEplACed | implementation of Altus Payroll Procurement
Asange replacoment of URS and. Sarver Complete o Complete m‘:“’ e PO -~ s
Review 1 T Disaster Racovery Plan Complets e To be commenced COVID BCP prepared and adopted - wider BCP completed, Review still required
Cowkd Work Plan Ongong EMCCS Complete Adjusts in accordance with State Government Mandates
Recrutment and marketing processes under review Lo provide attraction. Housing Strategy to be
developed to support key staff. Flexible Working Pokicy to be developed to capture offerings already n
Staffing - lliness, Aftraction and Retention Ongoing EMCCS Ongoing place to demonstrate to potential employees the value of working at the Shire. Wellness initiatives being
included in recruitment advertisements. Advertising of internal secondment and higher dutes
opportunities.
Latest test conducted 26 August 22. Altus products cannot be tested in the sandpit environment
IT Drsaster Recovery Testng Aug-23 EMCCS Ongoing Scheduling further testing in live environment. Action reset to 2023 for yearly action. Focus MNetworks
contacted re: testing for kve sessions
Consequence Category Risk Ratings Rating
Consequence: Moderate (3)
Service Interruption / Reputation Likelihood: Likely (4)
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Failure to fulfil Compliance requirements (statutory,

regulatory)
Risk Context

public domain legal documeniation.

Freedom of Information Acl and all other legislative based obligations for Local Govemment

based legislation (refer “Ineffective Employment practices)

Failure to comectly identify, interpret, assess, respond and communicate laws and regulations as a result of an inadequate compliance
framework. This incudes, new or proposed regulatory and legisiative changes, in addition to the failure to mantain updated internal &

It includes (amongst others) the Local Government Act, Planming & Development Act, Health Act, Building Act, Dog Act, Cal Act,

It does not include Occupational Safely & Health Act frefer “Inadequate safely and securly practices”) or any Employment Praclices

Potential causes include;

Lack of traning, awarenass and knowledge Lack of Legal Expertise

Staff / Councillor TurnoverVacancies and General Resourcing oversight and enforcement

Mo Compliance Officer or person responsible for Complance

Inadequate record keeping/ failure of corporate electromc
syslems

Breakdowns in the tender or procuramant process

Ineffective polcies & processes Inaffective monitonng of changes to legislabon Control Assurance
Key Controls Type Date Rating Control Owner DDE:M"NM Completeness | Accuracy Timeliness Fraud Comments
Comphance framework / calendar Prevenlalive HNow-22 EMCCS Yas Partial Yas Yas Yas Presented to Auddt Clee 050319
"Advice’ monitoring (subscrptions & memberships) Prevenlalive ow-22 CED Yeas Yas Yas Yeas Yeas Annual budget allocation for memBberships
Annual Compliance Retum Datective Hoy-22 EMCCS Yas Yas Yas Yes Yes Completed on time and with accuracy
Standardised forms & check sheels (Compliance) Preventative Nov-22 AGC Yeos Partial Yos Partial Yes On-going process of development
State Administratiee Tribunal { Ombudsman Recovery HNowv-22 CEQ Yes Partial Yes Partial Yes Legisiated Informal process
Record-keaping Prevenlative How-22 AGC Yeas Yas Yas Partial Yes State Records Act 2000
;M;::nd Audit Reg 17 Reviews undertaken by independent Detective Now-22 EMOCS Partial Yas Yos Yas Yes A budget allecalions SUBMithd 10 budgel rotess
Risk and WHS Working Group Detective Nov-22 Adequate EMCCS Yes Yes Yes Partial Yos | e be estabtened
Overall Control Ratings: Adequate
Actions Due Date Responsibility Status of Actions Comments
Dsvvalop a Comphancs Polcy Complaie EMCCS Complete Policy adopted by Council in September 2017
Bevalop an-inernal Contrd Policy Lwnlels ERIGGS Complete Policy adopted by Council in September 2017
Arnand Codbe o Conadudd Bo raguie albeps b aactes o b pegosbad iooihe CF O Complate EMCCS Com plete Code of Conduct amended and preseniad to the Fisk & OSH Working Group
Risk training underaken and reqister estabhshed with mpul from staff, Risks identfied n Reg17 Review
| sk registe r = g
=2 aln il Drvsinai A FFSi nagEstan Ongoing e On-going incorporaled in register and controds developed. Risk Placed on EMG weekly agenda,
Conmpriete Comphance Cakendar [ EMGES Complete Comphance calendar eslablished and populated. To be moved to new Allain platform
Address risks outlined in Francal Management Hewvew Cormplata EM Complete All 1ssues addressed. On-going process of documentabion of procedures
Bevelop-a-procass-lorniernal-audi dun-1 8 RGOS To be actioned In 2018/189
Inchigia documantabon of proceduras as a KL fon sl 1aft [ b xsculids B Supervisins Complete Included in Parformance Rewew Process undertaken in May
Review Ihe Risk Reqgister quarterty Ongoing EMCCS On-going June and December 2018 reports presented to Audit Commities
Undertake training for staff that includes refresher training on policies and procedures I ELT med in August lo prepare training program for 22/23
including changes to the Local Govemmeant Act Ongoing EMCCS Gn-going
F= saabibiats ai CRRb W OrK i R Sefarabn o RISE Wirk g (g Complete EMIDS Complete Complate
Undarake wraming for alected OSH Reprasontatives Complata EMIDS To be actioned Training programs are imegular - 1o be arranged asap.
Attaan software purchased and implemenied for compliance forms such as annual declarations.
Review and refresh Comphance Calendar and report 1o AARC Jun-23 EMCCS ongoing Government Frameworks software package will be the register for all compliance items. The consultant
has commenced implemanting this software with the project leam
Review struchure of AARC.in line with new LG Act Comploto EM To be actioned MNew LG Act not yet in place. Audit and Risk Commiltee intefim struclure to commence following October
elections 2021
Increasing number of dog attacks and compliance issues. Ranger absence. Risk 1o Level Jan-23 DsC Current The procurement of a contract ranger senvice altracted no submissions. Recruitment process undenveay
of Service bl o for @ split ranger ole
Comphance with WHS Act for volunieers. Stage one traiming and recording completed by end Seplembser
Bushfire Compliance - WHS Procedures Ongoing EMIDS Ongoing 2022 Further training to be conducked in future years according to schedule
DMIRS new requirements for asbestas reporting Ongoing EMIDS To be actioned Develop an awarenass of new recording and reporting requirements for both staff and contraciors (waste
management).
Review building comphance for FML with WACHS Jun-23 DsC Mew
Consequence Category Risk Ratings Rating
Reputation, Compliance Consequence: Moderate (3)
Likelihood: Unitkely (2)
Overall Risk Ratings: Moderate
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Document Management processes

Risk Context
Failure to adequately capture, store, archive, retrieve, provide or dispose of documentation.
This includes:
-Contact lists.
-Pracedural documents, personnel files, complaints.
-Applications, proposals or documents.
-Contracts.
-Forms or requests.
Potential causes include;
Incompatible systems Qutdated record keeping practices
Inadequate access and / or security levels Lack of systemfapplication knowledge
Inadequate Storage facilities (including climate control) High workloads and time pressures
High Staff turnover Standard Operating Policies not followed Control Assurance
Key Controls Type Date Rating Control Owner Do':umr:::lhd Completeness |  Accuracy Timeliness Fraud Comments
Document receipt process (scanned, registered & dated) Preventative MNov-22 RO Yes Yas Yas Yaos Yas Clear process implemented
Documentation archival process Preventative Nov-22 AGC Yeos Yas Partial Yes Yas Part of record keeping plan
Records Management Policy / Processes / Manual Preventative Mov-22 AGC Yes Yas Partial Yes Yes Have commenced working on procedures
Records Management Policy / Processes / Manual Preventative MNov-22 RO Yes Yes Partial Yes Yes 3;5;?;: NICNTES IME RSN posil NG
Document disaster recovery plan Recovery Mov-22 ITP /RO Yes Yes Yes Yes Yes
Electronic records back up Recovery MNov-22 ITP Yes Yes Yes Yes Yes
Induction Process includes records management training Preventative Mov-22 RO Yes Yas Yes Yes Yes
Policy review processes Preventative MNov-22
Exit process Preventative MNov-22 ITIRO
T N
Actions Due Date Responsibility Status of Actions Comments
: , . - Records training undertaken for general staff. Administrator training undertaken using SynergySoft.
Wore-iraining for-stalf-on-recorss-ag-emterng-S-racording Superseded Ak On-going Mew employees are now inducted in records training eg: entering & recording.
Dlewelnp anpueal iraineg progran for siafl that includes refresher ramning on jecodds Jur-18 EMCCS Complete
Underiake raning for records management Lasnplate AGL ongoing Included as part of annual training refreshers. FOI & Records Info Session conducted Decembar 2019.
Dovelop Records Monagement Suaiege Plan Complete Al Complete Completed February 2020
Address the nesd for more procedures 1o ensure stafl accountability Complete AGC Complete E:E r::dpéf:;d”r“ docurnented and reviewed regularly. OS records reports distributed monthly to
. . . Included in all inductions. Annual return requirement to acknowledge compliance. Annual refresher
Develop a culture of good record-keeping Ongoing e In progress training. Additional staffing identified for records to assist other departments.
Develop succession planning strategies Ongoing EMCCS Ongoing Workforce Management Plan
FRaview Socka: Media Sirateqgy Compiets AGL Completed Record keeping software to be purchased in 22/23 that captures social media records
Investigate software options for records digitisation and disposal Complate AGC Completed Further investigation may be required based on ELT prionities and budget constraints
Update ihe Records Keeping ¢ Management Plan Caowmiplate AL Complete Aiming for Decembear OCM
ELEZ?}:G project brief for records digitisation and disposal for consideration in 23724 Mar-23 AGC To be actioned Delayed due to key staff long service leave
iAuditor App being examined for storage and collection of WHS issues to promote ease —_— . . .
of use and encourage compliance Dec-23 EMIDS In progress Investigating how this can be linked with the records system
Additional applications for compliance, WHS etc will dilute the 'one source of truth’ record Regular reminders through training. Check compatibility with new software and engage records team as
Ongoing AGC Ongoing . . .
keeping system a stakeholder in decision making
Consequence Category Risk Ratings Rating
Conseguence: Minar (2)
Compliance / Reputation Eieihoods Possible (3)
Overall Risk Ratings:|  Moderate
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Employment practices

Risk Context
Failure to effectively manage and lead human resources (full-ime, part-ime, casuals, temporary and volunieers)
This includes
- Hot having appropnately qualifed or experienced people in the nght roles.
- Insufficient staff numbers lo achieve objeclives.
- Breaching employes regulations.
- Discnminabon, harassment & bullying in the workplace
- Poor employes wallbaing (causing stress)
- Kay person dependencies without effective succession planning in place.
- Indusinal activity
Potential causes include;
Leadership failures Ineffective performance management programs of procedures
Kay | single-person dependencies Limited staff availability - labour markel condiions
Poor intemal communicabons / relationships Inadequate induction praclices
Inaffactive Human Resources policies, proceduras and practices | Inconsistent application of policies Control Assurance
Control
Key Controls Type Date Rating Control Owner Doc ted Completeness | Accuracy Timeliness Fraud Comments
Induction process (ncduding Code of Conduct Componant) Praventative MNow-22 EMCCS Yas Yas Yos Yos Yes
Staff training and education program Preventative Mow-22 EMCCS Yes Partial Yes Yes Yes
Perfemance Management (appraisals | reviews) Preventative HNow-22 EMCCS Yas Yas Yas Yas Yas
Stafl Ext process Preventative MNow-22 EMCCS Paral Partal Partial No Ho
Workforce Planning Preventative MNow-22 EMCCS Yes Yes Yas Yes Yes
Employee Assistance Program & HR support Recovery Mow-22 EMCCS Yas Yes Yes Yas Yes
Robust Recruitment Processes Preventative Mew-22 EMCCS Yes Yes Yes Yes Yes
Advice and Support Available for General HR Malters P';':cm::' ! Mow-22 EMCCS Yes Yas Yas Yas Yes Communication and training
Overall Control Ratings: I Adequate

Actions Due Date Responsibility Status of Actions Comments
Complete Emplovee Manual for inclusion in employvee inductions Ongaing ESOHR Under Review Induction checklist developed Employee Manual complete. A review of this manual is a KP of the ESO/HR
Include Employee Assistance Program process in Employesa Manual Ongoing EMCCS In Progress LGIS utihsed for this service. Process not documented. To be included in new Employee Pack.

As part of annual budget process, RO's requested o identify training needs within each business area for inclusion in budget.
Training needs identified as part of annual budgel process Ongoing Execuive & Superisors Ongoing Hol all RO's responded in the first year. Performance appraisal process also indudes discussion regarding traimng needs
Develap and mplement staff axit procadire Bec-37 ESOCCS Complete Checklist created for outgoing staff
- Fod Ma Process Ongeing EMCCS Complete Procadure ﬁ:x and mplemented. RO'S prowided with Fraining. A new process o be considered with Integrated Planning
Ensure annual budgel allocation 1o subscribea 10 WAL GA HR assistance senices Dngoing EMCCS Ongoing 2022723 Budgel ncdudes allocabion for subscnplion. WAL GA HR seraces usad axtensvely
Implament annual traming program for staff that includes refresher training on policies . . Draft training program developed for 22/23. This will include HR practice and should include a review of procedures and

Ongoing EMCCS Ongoing

and proceduras policies
Upsaiie Undorm Folicyowith considesation 1o O5H Complate ERIG Complete Policy updated o address safety matters in consultation with OSH Working Group

Waorkforce Plan last adopled Apnl 2017 - Gap analysis has informed organisational realignment which is year one of new

) R - . workforce plan. A Drafit Equal Employment Opporiunity Policy and Management Plan has been completed and will be presented

Review Workforce Plan - informed gap analysis project Deo-23 EMCCS In Progress to Council in September 22. Review of the Workforoe Plan has been set as a KP! for the AEMCCS. No work conducted durng

EMCCS absance. Target date of Decembar reset to March 2023
Uevalsp Hoal Managameant Policy for stafl consaliaion Complats EMIDSIOSH Complete
Uevakp and implameant improvaments for iiarnal commanicatinn Cawniplata £ Bbis Complete
Implemani-OSkH-Managemani-Rlans Complata EMIDSIOSH Complete
Indhuchon-process-updated Uannplete EsivHR Complete All new induction requirements are included in Induction forms and processes
Update Employos Coda-of Conduel Complata EMCCS Complete

Consequence Category Risk Ratings Rating
Consequence; Moderate (3)
Compliance, Health, Reputational, Financial Likelihood: Possible {(3)
Overall Risk Ratings: | Moderate
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Engagement practices

Risk Context

Failure to maintain effective working refatonships with the Community (including local Media), Stakeholders, Key Private Seclor
Companies, Govemment Agencies and / or Elected Members. This includes activities where communicabon, feedback or consultabon
1s required and where it 1s in the best inleresis lo do so.

For example,

-Foliowing up on any access & inclusion issuas

-Infrastructure Projects

-Lacal planning initiatives

-Strategic planning niatives

This doss nol include instances whareby Community expectations have not been met for standard service provisions such as
Community Events, Library Services and / or Bus/Transport services

Potential causes include;
Relationship breakdowns with community groups Short lead times lack of planning
Leadership inattention to current issues Miscommunication / poor communication
Inadequate documeantation or procedures Inadequate Regonal or Distnct Committes attendance
Lack of darity around roles and responsibilities |
Budget / funding issues Inadequate involvement with, or support of community groups Control Assurance
Key Controls Type Date Rating Control Owner b c”"“: g Completeness Accuracy Timeliness Fraud Comments
Community engagement framework (comemitiees, forums & Preveniative Jun-23 CEO Yas Yas Yes Yas Yes Framewodk and policy adopled by Council
workshops)
Social media management Prevanlative Nowv-22 CEQ Yes Yos Yes Yos Yos
pOliCy poshion oner than The Community |
Support local Volunleer groups Preventative Hov-22 CEDD Yas Partial Yes Partial Yes 2‘;‘; o fon amer tan e !
Community communications (public nolices / local papers / '
M CED
website / message boards Preventative ov-22 Yas Yas Yas Yas Yes
Complaints management process Recovery Meow-22 AGC Yas Yes Yas Yas Yes g:xm g‘:‘:zﬂr::;;?ﬂm
Community involvement in decision making Preventative Hov-22 EMG Yas Yas Yes Yas Yes FB promotion / Community matters
:.:eelsuevalnped job descriptons and clear communication around Prevenlative Jun-23 ELT
Customer Service Charler Preveniative Hov-22 AGC Yas Yas Yes Yes Yes FB Promotion
Owverall Control Ratngs:
Actions Due Date Responsibility Status of Actions Comments
Develop-and-implament-procaduras-lo-astablish.and-mainlain-a-EB-paga Complate CEO Complete Markel Creations engaged lo manage FB and Inslagram accounts. Allocabion in 2018/19 budget
Ensurs timebnes. allow for appiopnate communication of information, deadhines stc Complate Al stafi Complete Media deadlines distnbuted. Email reminders. Community Consultation and Engagement Plans developed for significant projects
W A O e COmHants polcy and procedunas Suiperrsaked Adk-stat To be actioned Complaints register maintained Complaints Policy reviewed and adopted October 2016
Wk ks VRt Wi Bl B W B Sererie HOwhaHEt B Sepad wlapibee Complaie EMCCS LCEDO Complete Proposal submitted to 2018/19 Budge! process for a hub of WVHN 1o be set up in York. Mot considered a priority at this stage. YRCC Project
FOUPS Officer will assist clubs
Davelop an annual raming program for skaff that includes mefresher raming on the - ;
Gustomer Service Charer and Complaints Procedures -1 EMCCS/ GEDO Complete Incorporated into traning with Marg Hemsley in March 2019
Devvelop Statement of Dusmess Cihos Juwie 18 EMCES Complete Developed as part of the Procurement Review and uploaded to website
Provle progress repof on achens o dale lor 2020024 budgad Gomplele Bo In progress Customer Service Area - al purchases completed
Undariake Reswenis' Salisfacion Suavay Complate EMG In progress Onginal project iming mcorrect - Survey conducted in June 21 with final report to Council in
Implamant the actions contained in the Disabiity Accass and Inclusion Plan Jun-22 Al staf Inm progress Actions continuing. Front counter and CBD Accessitality Upgrades schaduled for 22/23
Develop new Engagement Framework Jun-23 EMCCS In progress Engagemeant undensvay and new engagemeant procasses being nalled such as Have Your Say Day
; - . ' S RFQ Commenced for provision of senvices for a two year panod. Contractor appointed and questionnaire schaduled for review MowDec
Undertake Community Scorecard 202223 Jun-23 EMCCS In progress 2022 Survey release date February 2023

Consequence Category Risk Ratings Rating
Reputation Consequence: Minar {2)
Likelihood: Unhkely (2)

overmon reungs [ tow |
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Risk Context

Inadequate prevention, dentification, anforcement and management of environmental issues.

The scope Includes,

-Lack of adequale planning and management of erosion Issues

-Failure 1o identify and effectively manage contaminated sites (including groundwaler usage)
-Wasle faciites (landfill / transfer stations)

-Weed & mosquite / Vaclor control

-Ineflective management of water sources (reclaimed, potabke)

-legal dumping.

-llegal clearning / land use.

Potential causes include;

Inadequate management of landfill sites Inadequate reporting / oversight frameworks
Lack of undarstanding / knowledge Commumty apathy
Inadequate local laws | planning schemes Drifering land tenure Jand occupancy or ownership condiions)

Lack of understanding of cultural requirements for landowners I

Prolific exiractive indusiry (sand, limestone, elc.) Competing land use (growing populabon vs conservation)) Control Assurance
Key Controls Type Date Rating Control Owner | o OO | completeness | Accuracy | Timeliness Fraud Comments
v o i e e e RO T Praveniabve HNow-22 EHO Mo Yes Yes Partial infcemal but not documenied
Social media promabonCommunity matenshew
Community education & engagement e.g. schools / new home- - NOME Gwner packs Jvalatie DUt not well know
wier pcks Preventative Mov-22 EHO Mo Mo Mo Mo Have a pack for home buliders, Coondnated
approach needed
Support voluntesr anvironment manageament groups Pravenlative MNov-22 EMIDS [ [:3 Partial Partial Partial Yes mﬂ;eua:]mmawalenﬁs e 1o ek of
Ervironmental monitoring, lesting and inspechon programs Praventabve Now-22 EHO Yes Yes Yas a5 Yes

Controlled by Waste Transfer Station
management. All househokis are encouraged to
Encourage recycling efforts (glass, oil, battenes, etc ) Recovery Mov-22 Adegquate TS0 Yes Yes Yes Yas Yes us2 their recyching bin. Motsle Muster for anop offs
also ab Shire office. As partof Wasie
FANAQEMENt CONFACITT? GNIgE Sak 1Fil

Have atiended Environmental Planning Tool

Clearing parmits for road works obtained Preventabve Mow-22 Adequate DA Mo Partial Yeas Yes Yes waning through WALGA Have yel lo compiele a
gesKInp A3Sessment
Mosquilo management program Preventabve Mov-22 [ EHO Mo Yes Mo Mo Yes Masquito spraying undertaken as required
RAP Working to inform educabon of landowners Preventative lov-22 Mot a holelic appeoach
Standpipe waler use education and regulation Praventabve How-22 FO Rates & Debtors Yes Yas Yas Yas Yas
Adequate
Actions Due Date Responsibility Status of Actions Comments
Davalon and Gocumant {Woce 55 1oF road-claanng parmits Comphate DAO
Coapreridly locker} it a masauala prosrarm & puechasing a fogoer e et ] G
Lisviaitaka imosaalion h‘)g_l_}br‘h:] AW AT A RS s l.mlhnvg Wl |nm",ku-\‘.-’;|n(j f-(ig.j(—u {knniﬂﬁh-l EFC
Conduct a recydling education program onoe new wasle collection contract is signed Jun-2Z3 EHO Ongoing Contract 5 in place. EHO to consider oplions and formulate program)|

Research has been conducted mito possible methods. Methods
Ongoing distussid with Expers afe 1o onerous fof curment esourcing. This is

being investigated as a whole of Avon region response. Reactive
measures still in place

Develop a strategy to manage corella control in the Shire of York Ongoing DSC/EHO

Develop and implement procedures for the use of hazardous chemicals 1o include

Jun-23 EMIDS Not started No evidence of this work commencing
sirategies for community consultabion
Unidaraka monaimant process for Contames s e Changs sile Cinnihets S
Ongoing Street sweeping is m place, supported with adjustments to starting
hours and noise control. Pigeon excreta remains an issue where itis
. ) ) able to accumulate in large quantities on buldings. Specialst
Implament ragular sirest sweaming program 1o address bird dropprdgs in CBD Caamhade EHAWERILS contractors are being engaged to conduct removal with regulations
not dissimilar to the process for asbestos removal. Contractor
coming early Sept
) . ) . Ongoing Reactive measures in place suppored by budget for 22/73. This will
Lawgade comtiacion i uidedtake prason chig Cannipheie LHO continue into future years.
Idantification of new and review of current hockey stick locations for endangered flora on o . EMIDS Ongoing Identification of locations of endangered flora complete however this
roadsides ngoing e needs o be reconciled with existing hockey stick locations
Develop a coordinaled approach 1o disseminating inlormation 1o new and exising Ongoing EMIDS Ongoing

rasidents ré: waste and olher emaronmental initiatives

Consequence Category Risk Ratings Rating
Consequence: Minor (2)
Environment, Reputation, Financial Likelihood: Possible (3)
Overall Risk Raﬂngs:' Maderate
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Errors, omissions & delays

Risk Context

Errors, omissions or delays in operational activities as a result of unintentional errors or failure to follow due process including incomplete,
inadequate or inaccuracies in advisory activities to customers or internal staff.

Examples include;

-Incomect planning, development, building, community safety and Emergency Management advice
-Incomrect health or environmental advice

-Inconsistent messages or responses from Customer Service Staff

-Any advice that is not consistent with legislative requirements or local laws,

-Human error

-Inaccurate recording, maintenance, testing or reconciliation of data,

-Inaccurate data being used for management decision-making and reporting.

-Delays in service to customers

This excludes process failures caused by inadequale /incomplate procedural documentation - refer “Inadequate Document Management
Processes”.

Potential causes include;

Hurman error Incormrect information
Inadequate formal procedures or training Miscommunication
Lack of trained staff Work pressure [ stress
Unrealistic expectations from community, council or management  |Health issues
Lack of discoverable information
Poor use of check sheets / FAQ's Lack of understanding Control Assurance
Key Controls Type Date Rating Control Owner D c“ml 4 | Completeness Accuracy Timeliness Fraud Comments
Procurement Policy Preventative Nov-22 EMCCS Yes Yes Yes Partial Yes Heed review based on OAG feedback
Training for staff with purchasing authority Preventative Nov-22 EMCCS Yes Yes Yes Yes Yes RFQ Traning to be conducted
Documented procedures / monitoring Preventative Nov-22 All staff Partial Partial Yes Yes Yes Procedures in the process of being documented
Staff training program (mentoring, formal & on-the-job) Preventative Nov-22 EMG Yes Yes Yes Yes Yes ;:::3 ;.T;’ S SIS il Sncliiertin St
Doc_umenled |nformglmn 5h9915! wolal:fslte mIqrmatlon [ FAOs to Preventative Nov-22 AGE Yes Partial Yas Yas Yes FACHs cumently in process. Websile review
assist customer service staff in providing advice to customers
External consultants such as legal, human resources, heritage Preventative MNov-22 EMG Yes Yes Yes Yes Yes
. . oy Complaints Palicy adopled. Proced I it
Complaints resolufion process Recovery Nov-22 EMCCS Yes Yes Yes Yes Yes of mﬂ ;mp, ur!?w!cg Reg;;r ) g;rm:m
Customer Management System Preventative MNow-22 EMIDS Lots of different approaches
Customer Sarvice Charter Preventative MNowv-22 EMCCS Yes Yas Yes Yes Yes Charter adopted by Council
Review and monitoring of outstanding correspondence Preventative Now-22 Adequate EMG Yes Partial Yes Partial Yes 05 records distnbuted monthly
Centralised information systems which allows the discovery and use
of the most up to date information
Overall Control Ratings: Adequate
Actions Due Date Responsibility Status of Actions Comments
Review Procurement Policy o ensare consisient quosation probiy & record keepusg . e Policy was reviewed, amended and adopted by Council in September 2017. RFQ and RFT documents
roquirements-and treatment of contract variations Complate EMEes Complete have been amended to include reference to variations.
EMCCS and FM met with individual business units to provide further training and answer questions
. . regarding procurement.
Provide Mug traiing-lo-salnith-pur §-wthority-to-onforca-he foad © Complata EMCCS Complete Officers authorising payments now check for non-compliance with Policy and send an email memao to the
purchasing ’ responsible officer noting non-compliance.
Moore Stephens noted significant improvement during 201718 Interim Audit.

; Managers and supervisors are asked to complete a Training Request Template as part of the annual
ldontily-spociicsiait iraining-nesds-lorinclusion-in-the-annual- budget process Complete MG Complete budget process which incorporate training needs identified during performance management process.
Include an allocation in-the annual budgel to provide for external ote EMG Complete Allocations for legal advice, WALGA subscription services, heritage advice and consultants for specific
advice. P projects where required are included in the annual budget.

Formahiss the process lor EMG review of oulsianding cores pondence Complete RO Complete Report provided to EMG monthly for review and action.
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Provige wiormation o all staff regarding e Customer Service Chamer and remandes ota AGE Complete Email memo to all staff with customer service charter attached. Customer Service Charter also sent out
regarding timelrames for response. Comp with 2018/19 rates notices.
Implement a staff training program that includes refresher training :
on procurement Ongeing EMCCS In progress
Develop-organisationat templates-in refation-to- procurement
¢ Complate EMCCS In progress
Undenake a Procurament Review and prasent indings and recommendations 1o the Audit
Commilies ” Gomplate EMCCS In progress
Undenake training to include amendments-1o-the Procurement Policy and the new Complate EMCCS
Procurement Manual-
Review ntenm Auvdit Management Letter and implement recommendations made Cormpeate EMG
Complata Fi
Review Intenm Audit Management Letier and implement timehne (o address
r Jati CopnpHeis Fid
Devalop improvement plan based on lindings of EME and Audit Reg 17 Reviews Complate EM
_ ) Review needed to clearly detail treatment and recording of conflicts of interest in procurement processes
Review Procurement Pelicy and Procedures Jun-23 FM In progress and to review the level of delegations and controls. Awaiting outcome of OAG findings
Identify items in advance that may have impact upen critical path
Works delayed by stock items Ongoing EMIDS In progress tly 4 P po Pt
Undertake business planning to develop an asset registerrecording
system Mar-23 EMIDS New
Develop the Intranet for use of staff to display current documents and information Jun-23 AGO New
Mapping the customer expectations for works including aclion request process and looking
for impravements =23 DS New
Consequence Category Risk Ratings Rating
Consequence: Minor (2)
Repmm | Gﬂrﬂp“ﬂmﬂ‘ Likelihood: Possible |'3.]
Overall Risk Ratings: Moderate
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External theft & fraud (Including Cyber)

Risk Context

electronic).

For the purposes of;
-Fraud; benefit or gain by deceit

-Theft: stealing of data, assets or information

Loss of funds, assets, data or unauthorised access, (whether attempled or successiul) by external parties, through any means (including

-Malicious Damage: hacking, deleting, breaking or reducing the integrity or performance of systems

Potential causes include;
Inadequate security of equipment / supplies / cash Inadequate provision for patrons/staff belongings
Robbery Lack of Supervision
Scam Invoioes Collusion with internal staff
Cyber crime Lack of clarity around roles and responsibiliies Control Assurance
Key Controls Type Date Rating Control Owner om:uw' = Completeness Accuracy Timeliness Fraud Comments
:amrgrs?uuldlng Security access controls (alarms, CCTV, keypad P lative Nov.22 Adequate e Yes Yes Yesg Yes Partial Progect 1o replace in 22123
CCTV for Rec Centre and Stadium. Policy for
Other Building Security access controls (alams, CCTV, keypad B tative Now.22 TS0 Partial Yes Yes Yes Yes CCTV access | disposal. Re-keying of buildings
ACCess) needed
Security gate installed with intescom system
Depol Building Security access controls Prevenlative Nov-22 DA Yes Partial Partial Yes Partial Security cameras need 1o be instalied at the gate
RISk lies in thefl of plant and tools.
Equipment storage security access confrols Preventative Nowv-22 DAD Partial Partial Partial Partial Partial Frocedure need to be developed
Lg?;ﬁw Framework (passwords / security prolocols / records Preventative Nov-22 P Yes Yes Yes Yes Yes
Cash handling processes Preventative MNov-22 FM Yes Yes Yes Yes Yes Frocedures reviewed
CCTV Policy: slorage, disposal and access Preventative Nowv-22
Functionality review of roles and responses to security components Preventative Moy-22
Overall Control Ratings:
Actions Due Date Responsibility Status of Actions Comments
R 15,000 § i SECLF acce it of i ! )
r;?;:g #5, or Depot-upgrade-lo-improve s i 55-95 part ot mid-yearbudge Canrpeste DA On-going Funds requested as part of 2018/19 Budget process for electric gate to be installed at Depot.
Replace all admin buikding access 1oggles with user identified logales Complete TP Complete All staff izsued with new foggles and PIN changed for Admin building.
Update reqgister of iogose holoers for Admnn Baakding Complete TR Complete Updated.
Update redister of users Tor acoess ko other bulldings At TS50 Complete
s & IT Security Plan drafted and presented to Risk and OSH Working Group for feedback. Reconfiguration of
Dovelop-an y-Fr . plete gl Complete firewalls, internet access, virus control undertaken.
brstall additional COTV and domimend procederes CanmipHate IT# Complete CCTV cameras installed over cash handling areas.
Diocumsnt Gash handiing and Slockiake proGedures fin Al areas and implement Complete FM Complete Cash handling and stockiake procedures documented and implemented.
Install security gate at Depot-and document procedures Jun-19 DAD Complete
Lipdate registers of users, key'toggle holders incduding access to depot Ongoing ITIP QAD ongoing To be conducted annually
Review procedures and provide refresher training on cash handling Mar-23 FM Ongoing
Dievalop and impremeand procedures lin use of EF TRPOS a1 Maseum Complete ARG Complete
Drevelop robust procedures fon adminisiation of York Dollars Capmiplete AGL Complete York Dollars discontinued in 22723
Develop cash handling proceduwes for Container Deposit Site Complete Fi Complete
i i I lighti i
Install-ighting-and rity 3l Ol Recreation Centre 23 EMIDS Complete mﬁfwﬂ 201920 budget doors to be investigated but the external lighting to the back stair was
Document clear internal processes and systems o report any potential fraud, that include ' . . .
anonymous reporting (Fraud & Comuption) Jun-23 EMCCS In Progress Recommendation from OAG - Undertaking this work with LGIS Fraud and Comuption Management Plan
Imvestigate cashless operations at the CFC Facility Jun-23 EMIDS In Progress In accordance with the original confract
Review cybersecurity measures Jun3 EMCCS/EM In Progress :-nGI:Ii«urT;;cw survey has identified vulnerabiliies that will be reviewed with the Shire’s external IT provider
Review departmental responsibilities around security and assigning tasks appropriately Jun-23 ELT Mew
Consequence Category Risk Ratings Rating
Consequence: Moderate (3)
Financial / PWW Likelihood: Ln'k'Etl." (4)
Overall Risk Ratings: | High
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Failure to effectively manage the day to day operations of faciliies, venues and / or events,

This includes;

-Inadequate procedures in place to manage quality or availability.

-Poor crowd control

-Ineffective signage

-Booking issues

-Stressful interactions with hirers / users (financial issues or not adhering to rules of use of facility)
-Inadequate oversight or provision of peripheral services (e.q.. cleaning / maintenance)

Potential causes include;

Double bookings Traffic congestion or vehicles blocking entry or exit

lllegal / excessive alcohol consumplion Insufficient time between bookings for cleaning or maintenance

Bond payments poorly managed Difficulty accessing faciities / venues.

Falsifying hiring agreements (alcohol on site | lower deposit) Failed safety / chemical / health requirements

macaERS O't_.-ersighl of provision of peripheral services (e.g.. Foor service from contractors (such as catering or cleaning)

cleaning / maintenance)

Termorism

Control Assurance
Control
Key Controls Type Date Rating Control Owner Doy Completeness Accuracy Timeliness Fraud Comments

Event management procedures and monitoring Preventative Aug-22 EEDO Yes Yes Yes Yes Yes :':g's! events oocuming. Improvements 1o increase
Inspection, maintenance and cleaning schedules Preventative Aug-22 Adequate Ezgn'f;;r:;e Partial Yes Yes Yes Partial

Fadility / Venue bocking system (including bonds) Preventative Aug-22 AGC Yes Yes Partial Yes Yes meSE m;em”ﬁm
Venue booking management procedures and monitoring Preventative Aug-22 AGC Yes Yes Partial Yes Partial

Events package given to hirer (information sheets, events )

questionnaire / jures / checklist) Preventative Aug-22 EEDO Yes Yes Yes Yes Yes

Insurance certificate of currency checked Preventative Aug-22 AGC Yes Yes Yes fes Yes

Feedback from community and users of facilities Recovery Aug-22 AGC Yes Yes Yes Yes Yes Debriefings and forms provided
|MOUs in place for on-going users Preventative Aug-22 YRCCPO Partial Mo Partial Mo Yes Regular users of the Town Hall / Stadium
| Overall Control Ratings: | Adequate |

Actions Due Date Responsibility Status of Actions Comments

Stafl raining required in the area of venue bookings. Complete AGC Complete Training undertaken

Synergy Booking Module currently being updated, Complate AGC Complete Updated

Events Committee established and review of current procedures undertaken. Intemal checkist developed to assist each

Events Commitiee to undertake deskiop review of event management procedures Ongaing EEDO Review depariment with operational controls required. To include RAP findings. Roles and responsibility definition. Review to include

role of contractor induction in bookings.
Procedures in place but still need further review. Feed back is provided in the bogking hire form for users to complete. Also

Develop procedures for fadility bookings and feedback - events especially. Ongoing AGCIEMIDS ESO Review through debriefs with the Events Coordinator following an event. Information sheet to be developed around insurances and
conlractor induction

Social distancing measures and signage 1o be dispiayed inall Shire facilities Ongaing pDsSc Complete State of Emergency revoked
Rantain and record COVID-18 cleaning regime Ongoing EHO Complete
LUnderbke 40 evenls review and developdmplermnent sEalegies o INprove [§ocesses, ' . ; . . .
approvals and MonKORng Complete EEDO Complete Events policy review and guidelines adopted by Council. Monitoring of events still in progress
Booking forms to include details of Evacuation Plans for all faciliies Dec-23 EMIDS ESO/AGC Need updating Events booking to consider indusion of safety induction. Evacuation plan updates being sought
I i : [ : jinte ] | F =hsile | i . .
lwes:::lg;:e online booking system (o be inmegrated into Shire website for community Jun-23 AGC Pending - ing Budgeted for implementation 22/23 FY
CONID=18 Salety Flans (o be prepared lon Shie vermes Complete DSCIAGC Complete
' ; ! ; Mot complete, Residency museum has not been done. Review and update of all facilites to be included as part of condition

Review signage for all venues giving consideration to the Access and Inclusion Audit Ongoing DSC/PMO Review assessments with exiermal com r
YRCC sharing of information with teams re: bookings Ongoing EMCCS Ongoing Discussed at September monthly contractor meeting, Access and Inclusion Officer to be invited to Event Meetings
Review of the Evenls procedures and processes 1o consider cument risks such as Jun23 CPC N
terrorism

Consequence Category Risk Ratings Rating

Consequence: Minor (2)
Reputation Likelihood: Unilikedy (2)
Overa sk Ratnge:| 1L 0w ]
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IT or communication systems and infrastructure

3

Examplas include failures or disruphons caused by

-Hardware or software

-Metworks

Failures of IT Vendors

This also includes where poor govemance results in the breakdown of IT maintenance such as;
-Configuration management

Perdormance monitonng

Disruption, financial loss or damage to reputation from a failure of information technology systems.
Instabilty, degradation of pedormance, or other falure of IT or communication system or infrastructure causing the nabdity to continue
business actvibes and provide senaces io the community. This may or may not result in IT Disaster Recovery Plans being invoked

This does not nclude new system implementations - refer Inadequate Project / Change Management™

Potential causes include;
Weather mpacts Hon-renewal of kcences
P oulage on sl of &l SerVice provider g:::wale IT mcident, problem management & Disaster Recovery
owe sS85
Out-dated, inefficent or unsupported hardware or software Lack of procass and training
Software vulnerability Equipment purchases without input from I T depaniment
Incompalibility between operating systems Vulnerability 1o user error
Poor senice from external IT providers Control Assurance
Key Controls Type Date Rating Control Cramer D&w mﬂ"" Accuracy | Timeliness Fraud Comments.
Formal IT Infrastructure mantenance & replacement program Praventabive Hov-242 TP Yas Yes Yas Parhal Yes Within budgel cormstraints
IT Vendor service level Agn nt Detective Hoy-22 P Yeas Yas Yas Yas Yas
Infrastructure Secunty (secunty access prolocols, firewalls) Preventative Mov-22 e Yes Yes Yas Yes Yes
UPS Recavery v -22 TP Partial Yes Yes Partal Yas UPS needs 1o be updated
IT Disaster Recovery Plan Recovery How-22 TP Yas Yes Yas Yas Yas.
Confract management Praventative How-22
Overall Control Ratings: Adequate
Actions Due Date Responsibility Status of Actions Comments
Bravelop-an H-Secunty and Dhsaster Recovery Plan that mcorporales mantenance and Mai8 e Complete IT Securty Plan drafted and presented to Risk and OSH Working Group for feedback
replacement of elrastucture ) P Reconfiguration of firewalls, inteme! access, virus control undenaken,
lanpamant a prolocol e ansiia passwords are chanaad pedgulady Mar-18 TP Complete A new process has been documented 10 ansure passwords are changed regulary
3'5:\::“::;‘: - S A S-S DR 00-ORAG-D0y-2- Sl ol oy Jun- 48 Ve Complete The server structune has been reconfigured and levels of access introduced
Davelop & willen specificalon_seok quotes and engaas an | T Sarsca Prover b 22 IR Complete Focus Networks engaged as new [T support provider.
Investgate and implement ranston o new communications provider How-22 TP Complete
. _ g Musaum intersm upgrade complate. Works budgetad for 2022723 1o provida fibre
I : lewels of se t Shire 1 : g r : YROC) - 1
miprove levels of service at Shire outstations (i@ museum, swimming pool, depot, ] Jun-23 ITe In Progress connections bo Adminisiralion. Museur and Depot
Arange nstalation of EFTRPOS faciltes at the Musaum S 16 H# Complete
Ravsw Bvalh o aroass o Sy gy and Emplenent changes Complata ITPLEMG Complate
bebpiaie aman acibiassng S0m ok Dased W saivial ofboars Complals T8 Complete
al par J . : ! | Can be accessed by anyone with a master key. Conduct nsk assessment 1o see whether
L auma PRy A ST O SRS RO Lenmipals BEs Ongoing measures ane sulable
AFFarle Peproas simeint of LS aodd Sender TR TP Complete Servers upgraded prior to Allus Procurement and ECM changeover
Last Disaster Recovery testing session conducted 26 August 2022 Altus products unable to
Implement regular tesbng reqime for effectivenass of IT Disaster Recovery Plan Ongoing 1T Ongoing b tested n the sandpit environment. Further testing o be scheduled as these need to be
conductad i the live environmaent
. _ . Has bean done. Hedundant senaces stll 1o ba removed. Considar this as part of the nsk
Hot water system leak in server room (o be rectified Ongaing EMIDS Ongoing as nt for the server room to remedy all defects
Rewview levals of senace with the extarnal IT providers Ongoing EMCCS Mew
Consequence Category Risk Ratings Rating
Consequence. Moderale (3)
Service disruption Likelihood: Pogsible (3
Overall Risk Ratings: Maderate
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Misconduct

Intentional activities intended to circumvent the Code of Conduct or activities in excess of authority, which cireumvent endorsed

policies, procedures or delegated authority.

This would include instances of:
-Relevant authorisations not obtained.
-Distributing confidential information.

-Accessing systems and / or applications without correct authority to do so.

-Misrepresenting data in reports.

-Theft by an employee

-Inappropriate use of plant, equipment or machinery
-Inappropriate use of social media.

-Inappropriate behaviour at work.,

-Purposeful sabotage

This dees not include instances where it was nof an intentional breach - refer Errors. Omissions or Delays.

Potential causes include;

Inadequate training of code of conduct \ induction

Greed, gambling or sense of entittement

Changing of job reles and functions/authorities

Collusion between internal & external parties

Delegated authority process inadequately implemented

Password sharing

Lack of internal chacks

Low level of Supervisor or Management oversight

Covering up poor work performance

Believe they'll get away with it

Poor enforcement of policies and procedures

Undue influence from Manager / Councillor

Information leaked to Tenderers during the Tender process

Poor work culture

Insubordination

By-passing established administrative proceduras

Disgruntled employees Sharing of confidential information Control Assurance
Confrol
Key Controls Type Date Rating Control Owner Documented | S¢MPleteness | Accuracy Timeliness Fraud Comments
Delegated authority framework Preventative Maoy-22 EMCCS Yes Yes Yes Yes Yes Review based upon DAG recommendalions
IT Security Framework Preventative Moy-22 TP Yes Partial Yes Yes Yes
Cash handling procedures Preventative MNov-22 FM Yes Yes Yes Yes Partial CCTV Installed over cash handiing areas
Staff on-boarding / induction program (Gode of Conduct) Preventative Nov-22 EMCCS Yes Partial Yes Yes Yes |Mnciction manualio be finaksed and iraning
External Audits Preventative Nov-22 EMCCS Yes Yes Yes Yes Yes
Request for police clearances prior to confirmation
Police clearances Preventative Mov-22 ESOCCS Yas Yas Yeas Yes Yes :d:nmg:'n?llxlte Elr::;ﬁ ::;i;:;d m:;d
requined
Annual drivers licence checks Preventative Nov-22 ESOCCS Yes Yes Yes Yes Yes _jljlr'fmmm sy VAT, R RSOy i e
Induction for all staff regarding Code of Conduct
Strong management culture (Zero tolerance for misconduct) Preventative Nov-22 CEQ Yes Yes Yes Yes Yes g:ﬂ :;&Tg B'Eﬁr:z:'m:;ﬂﬂﬁ;gu e?.n ail
cofrespondence and in person 8 stafl meatings
Social Media policy Freventative Mow-22 CEO Yes Yes Yas Yes Yes FB and Instagram sites launched December 2017
Segregation of duties (Financial) Preventative MNov-22 Adeguate FM Partial Partial Partial Partial Partial Raview following OAG feedback
T
Actions Due Date Responsibility Status of Actions Comments
Complete Employee Induction Manual Ongoing EMCCS Ongoing Under review. Definitive fraining to be incorporated with Payroll officer. Part A and B to be represented.
Review Delegation Authority Register 1o ensure details of sub-delegations are accurate Ongoing AGC ongoing T be c?leetGd far Comncll Adaption In Dacember avery year. Last conducted OCM Dac 2021
Resolution 051221
Develop-an-F-Seculy-Framework Jan-18 am Complete Reviewed and adopted by Council November 2017 OCM. The server structure has been reconfigured

and levels of access introduced. Passwords are changed regularly. Firewalls installed.

Item 9.2 - Appendix 1

Page 37



Audit and Risk Committee Meeting Minutes 6 December 2022

Review and document cash-handling procedures for Jun-18 M Complete Cash handling procedures developed and implemented. CCTV cameras installed at all cash handling
implementation at all Shire outsiations and adminisiration P points. CFC to be reviewed against eriginal contract.
Drevesop and smploment o procodwie fof disciphning omployoes dJun-18 EMCGS Complete Approved April 2018 following consultation and distributed to all staff.
Develop-and-mplement-a-procedure-for-grevanceresolution Jun-18 EMCCS Complete Appl‘n‘\l'ﬂﬁﬁ[lil 201Bfolhav.|'ng consultation and distributed to all staff.
: . Marg Hemsley from LG People to undertook training on 6 March 2019. To be included in annual
Undertake training for all staff on HR policies and procedures Ongoing EMCCS Ongoing refresher training schedule
Develop and implement an annual staff training program that : .
includes refresher training in HR policies and procedures, Ongoing EMees In Progress Incomplate. Work has recommenced on this.
i _ i Cash handling refresher updated planned for Containers for Change, Museum, Visitor Centre, Pool and
Puaviel cagh handling procadurce for cutaiatioss Dec-22 M In Progress Customer Service. All processes to be reviewed at this time
Review useraccess 10 SynergySofl Complete ITPLEMG Complete
i i f i [ | i .
:?:n-.‘r.::w stocktaking procedures for minor plant and equipment, portable and attractive Fob-23 M ongoing Needs 1o be reviewed
E:;:Iop a Fraud and Corruption Framework for review every 2 Ongoing EMCCS In Progress Draft Framework received from LGIS and reviewed by ELT. TO be presented to the Audit and Risk Comm)
Develop and implement a periodic fraud awareness training program for all staff Ongoing EMCCS Not started Will commence following Fraud and Corruption Framewaork completion
- - - - - -
Daclar_almns of conflict of interest when staff attend meetings with contractors where they Ongoing EMIDS In Progress This neads to be workshopped to see how it can implemented at the Shire.
could influence the work.
Review of purchasing segregation and delegations after receipt of OAG Management letter Jun-23 ELT New
. . ) . o Dfficers to review whether Altus Payrell can record and issue notices for annual review. Currently this
f |
Meed to confirm validity of driver licences with implicated employees Annual EMCCS Ongoing process is caplured in the Annual Declarations made by stalf,
Consequence Category Risk Ratings Rating
Consequence: Miner (2)
R!pu'lﬂth:ln I Finance Likelihood: Possible (3)
Overall Risk Ratings: Moderate
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o] ge anageme

Risk Context

Inadequate analysss, design, delivery and / or status reporting of change initiatives, resulting in additional expenses, time delays or scope
changes

This includes

-Inadequate change management framework to manage and monitor change activities

-Inadequate understanding of the impact of project change on the business

-Failures in the transition of projects into standard operations

Failure to implement new systems

-Inadequate handover process

This does not include new plant & equipment purchases. Refer "Inadequate Asset Sustainabiity Practices™

Potential causes include;

Lack of communication and consultation Excessive growth (too many projects)

Lack of investment Inadequate monitonng and review

Faidures of project Vendors/Contractors

Geographic or transport difficulties sourcing equipment / matenails

External consultants underquoting on costs

Lack of project methodology knowledge and reporting requirements

Ineffective management of expectations (scope creep) Project risks not managed effectively

Inadequate project planning (resources/budget) Control Assurance
Key Controls Type Date Rating Control Owner D o ’: i Completeness Accuracy Timeliness Fraud Comments
Project Management Methodology Preventative MNov-22 Adequate EMIDS Yes Yes Yes Yes Yes
Status reporting and monitoring program Preventative Nov-22 EMIDS Partial Yes Partial Partal Yes Procurement Review 1o be undertaken
. Policy G2.9 Communil
Stakeholder engagement policy and framework Preventative Mov-22 Adequate CEO Yes Yes Yes Yes Yes W;L'jmc. :yecmwu :_,": (:| 6
Agenda template includes consid of Risk
Council submission process (including Risk) Preventative MNov-22 Adequate EMCCS Yes Partial Yes Yes Yes impiications. Training
Post-project debriefs Preventative Mov-22 EMIDS No Partal Partal Partal Partial Informal only
Risk assessments are conducted before and dunng projects Preventative Nov-22 EMIDS Yes Partial Yes Partial No Procurement Review
Project Management Teams Preventative Jan.00 Adequate EMIDS mﬁ;’“"" education on process and
Overall Control Ratings: | Adequate |
Actions Due Date lRupomlblly Status of Actions Comments
Projact Planning Template (inchading risk assessmant) is devaloped and distnbuted to Fob.18 EMIDS Complete Risk tables distnbuted to all staff. Agenda wnting workshops conducted where elements of the agenda
relavant staff . B P report were discussed and explained. Refresher to take place annually.
Pr mal nt tran o to relevant staff
Piovide stat! u.awung TEQANG FISK JMPIK BIONS1OF HCIISKN Mar18 EMCCS Complete oject manageme Ing provided fo rel sta
agenda reports
Conauct Projact Management Traning o relevant siafl Jun-i8 Ralavant siaff In progress Project plan developed. To be distributed to all staff
Projact plans inchuding milestones. reporting. stakeholder Project management training provided to relevant staff
angagemeant. risk assessment and formal debrieds are Jun-19 Relevant siaff Complete
documaniad for projects
Undaitake stafl Faning 10 nchide amandmants o Procuramant
. -MCCS omp
Pakcy andg new Procurement Manual Bes-10 EMGE e —
Develop and implement procedures around Grants Management Jjun-23 FMEMIDS Incomplete Review existing and incorporate into project procedures
) ) , . . ) ) Examine the new Government Frameworks ERP to include grant management and reporting simélar to
Consder grants management as part of the new Government Frameworks package Jun-23 ELT New project reporting on a monthly basis
B . N This process has not been conducted. New process to be developed for regular review as the FACR
Incarposate review of grants register into quarterly FAGR processas Supérsaded (3] Incomplete process is no longer used. To be ncluded monthly financial reviews with responsible officers
) Mans " . . . . EMIDS has produced contractor management suite of informaton and has provided to the OAG as per
Roviow-Fraject ’ PIO00000S-ane-Oov Shockiet Complate EMDS Complete management letter requirements. This is to be rolled out via training to relevant staff
implement the new contractor/project management procedures and forms and train all . .
relevant staff, Include this in annual refresher training Jun.23 EMIDS In Progress Training schedule being developed. This will include nsk, project and contract management
; . - Project spreadsheet captures grant spending and reports in a dashboard to highlight nsk. Will be rolled out
. - : t grant 4
Financial nsk in completing projgcts m tme to acquit against grants Dec.23 EMIDS In progress during training exercise
Consequence Category Risk Ratings Rating
Consequence: Minor (2}
Financial / Reputational / Health Likelihood: Possible (3}
Overall Risk Ratings: | Moderate

Item 9.2 - Appendix 1

Page 39



Audit and Risk Committee Meeting Minutes

6 December 2022

Safety and Security practices

Risk Context
Mon-compliance with the Work Health and Safety Act, associated regulations and standards.
It is also the inability to ensure the physical security requirements of staff, contractors and visitors. Other considerations are
negligence or carelessness.
Potential causes include;
Lack of appropriate PPE / equipment Inadequate signage, barriers or other exclusion techniques
Inadequate first aid supplies or trained first aiders Poor storage and use of dangerous goods
Inadequate security protection measures in place for buildings, |(Ineffective / inadequate tasting, sampling or other health-related
depots and other places of work requirements
Inadequate or unsafe modifications to plant & equipment Lack of mandate and commitment from senior management
Inadequate policy, frameworks, systems and structure to prevent|Inadequate organisational Emergency Management requirements
the injury of visitors, staff, contractors and/or tenants. (evacuation diagrams, drills, wardens etc.).
Inadequate supervision, training or mentoring of staff Slow or inadequate response to notifications from public Control Assurance
Key Controls Type Date Rating Control Owner mg:‘“md Completeness | Accuracy Timeliness Fraud Comments
S:;ﬁ;:g} Securlty access conrols (alarme, CCTV, keypad Preventative Nov-22 ITiP Yes Yes Yes Yes Partial
WHS Management Framework Preventative Nov-22 DsSC Partial Partial Partial Partial
Contractor site inductions Preventative Nov-22 EMIDS Partial Yes Yes Yes
Staff site inductions Preventative MNov-22 EMIDS Yeas Yas Yes Yas
Drug and alcohol policy Preventative Nowv-22 EMCCS Yes Partial Partial Partial Yes
Employee Assistance Program Preventative MNov-22 EMCCS Yes Partial Partial Yes Yes (Communication
Hazardous Substance and Dangerous Goods registers Praventative Now-22 DAD Partial Partial Partial Partial Yes
Health and Wellbeing program Preventative Nov-22 EMCCS Partial Yes Yes Yes Yes Through LGIS. Awareness
Incident register / incident reporting procedures Preventative MNov-22 DSC Yes Yes Yes Yes Yes
gi?:::a;mnal Emargancy Managameant Fan and avacuation Preventative Nov-22 DsC Yes Partial Partial Yes Yes
Purchasing policies and procedures consider safety issues Praventative Nov-22 EMCCS Yes Yes Partial Partial Yes z;i::empr:;?:::l orderneed to be enhanced to
Regular documented safety inspections Preventative Nowv-22 DsC Yes Yes Yes Partial Yes Undertaken in January 2019
Safe work practices (Safe Work Method Statements) Preventative Nov-22 WS Partial Partial Partial Yes Yes
Toolbox meetings Preventative Nov-22 B Yes Yes Yes Yes Yes
Trained first aiders Preventative MNow-22 ESOCCS Yas Yas Yes Yas Yas
Return to work programs Racovery Nov-22 ITIP Partial No No Partial Partial
Establish WHS Committee Preventative MNov-22 DsC
Embed safety procedures and policies into project management Preventative Nov-22
framework
Defib training Praventative Nov-22 Training, process
Overall Control Ratings:
Actions Due Date Responsibility Status of Actions Comments
. . Suppon provided on a case by case basis. Employees are recommend to the service when required and
€ AR Jan-48 SMGCE Qompleta posters adverising availability are displayed in all offices
Update Hazardous Substance and Dangerous Goods Register Mar-18 DAG Complete
Minor CCTV instalments have occurred. Shire to develop a strategy for use to understand the desired
CCTV 1o be installed at all buildings Jun-23 ITIF/GEAM Incomplete outcomes off implementation and understand the ongoing repercussions of regular CCTV use. Subject to
grant availability
Develop and imploment a Grevance. Bullying and Harassment resolulion procedure k=18 EMCCS Complete Approved April 2018 following consultation and distributed to all staff.
Undenake training in HR policies Superseded EMCCS Complete Amalgamated with later training item
Impleament the recommendations of the Emergency Exercise repornt Jup-18 150 Closed Now out of date. Replaced by regular audits and emergency evacuation item below.
EYpis Eimotiason Fians far s Epat i e e seoity Qs S indera Dec-22 EMIDS In Progress Information collected and to be sent to LGIS for review to be replaced.
emergency exercise
Access register to be developed and maintained for Depot Sep-22 A In Progress Sign in board for staff and visitor log for others
Review Safety Wardens at oulstations-and provide training Ongoing ESO-EMIDS In Progress Being completed along with evacuation training
Seak quotes for new YRCC and Gy access and amangs installation Complete ITRIRM Complete New project in place to replace existing hardware.
. Update to reference new legislation. Safety inductions updated and rolled out for all staff. New handbook
Adopt the WHS Policy and Safety Manuals for staff Jun-23 EMCCS In Progress o be developed for all stalf
. . L ! A training schedule is being prepared for 2022/23 to capture all of our training needs including HR
Undestake training in WHS policies Ongoing EMIDS Ongoing Policies, Procurement and Records. This will become an annual process
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To be replaced by regular inspections. Hazards will be captured on register. Contact Worksafe to see
Implement action plan incorperating fesulis of OSH Audi Complats e Complete what the process is for audits in regional Shires
|Devalop procaduras-for the implementation-of tha-Alcohol & Other Drugs Policy Complete EMCCS/OSH Complete Policy adopted 18/09/17 Procedures in place. Two random tests conducted to date.
MSDS for Depot missing - sheets and register to be updated Dec-22 SO In progress MSDS file has been located but sheets need updating.
Undertake access and alarm upgrades at Administration, YRCC and Museum Jun-23 EMIDS In progress Budget allocation made for 22/23
Undenake Emergency Evacuation testing at all facilities Dec-22 EMIDS In progress Still a risk. Key positions are being filled before Evacuation testing can occur at all facilities.
From counter replacement to consider upgraded security measures Jun-23 EMIDS In progress To be considered as part of the refurbishment project
Mechanism for flagging aggressive customers and properties. Jun-23 ELT In progress Staff training and systems to be identified
Bushfire volunteer safety inductions and training Ongoing EMIDS ESOQ In progress Good uptake of bushfire volunteer safety induction and training. Forwand program of additional training agreed with
Update procedure to reflect LGIS requirements for fire ground attendance Dec-22 EMIDS ESO In progress
Clarification from LGIS on private vehicle attendance to a fire ground Dec-22 EMIDS ESO In progress
Continue to embed safety practices and processes into project work Jun-23 EMIDS New
Consequence Category Risk Ratings Rating Note: This list is exhaustive of all WHS actions as further items are reported through the WHS Working Group
Consequence; Moderate (3]
Health Likelihood: Possible (3)
Overall Risk Ratings: | Moderate
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Inadequate management of exiernal Supplers, Contractors, IT Vendors or Consultants engaged for core operations. This includes
issues that arise from the ongoing supply of serices or falures in contract management & monilonng processes

This also indudas:
= Concentration issuas (contracls awarded o one supplier)
» Viendor sustainability

Potential causes include;

Insufficient funding

Inadequate contract management prachces

Complexity and quantity of work

Ineffechve monitoning of delverables

Supphers not wiling to provide quotes

Limited availability of suppliers

Inadequate tendering process

Lack of planning and clarity of requiraments

Conlracts not renewed on lime Historical conlracts remaining Control Assurance
Key Controls Type Date Rating Control Owner D Lonk “‘ ; | Completeness | Accuracy Timeliness Fraud Comments.
Procurement Policy in place and implemeantad
Stnct procurement / tender procasses Preventative HNow-22 Adequate EMCCS Yes Yes Yas Partial Yas Tender documentation using WALGA templates
Procurement Review
Coniract management and review program Preventalive How-22 Adequate EMIDS Partial Partial Yes Yes Yas Procurement Review
Regular suppher / contracior review meetings Preventalive Now-22 Adequate EMIDS Yes Yes Partial Yes Partial As required  Ho formal process
Legal advice (to confirm correct drafting of documentation and
to prevent unknowingly accepting hatuiy of the contractor or Prevenlative Nov-22 EMIDS Yes Yes Yes Yes Yes WALGA lemplates are used
ofher parbes)
Contractor Online Induction Preventative Now-22 nvestigated nex week
Contract/Project Managemenl Process Prevenlative MNow-22
Overall Control Ratings: | Adequate
Actions Due Date Responsibility Status of Actions Comments
Adjust Purchase Order Form o provide space for details of Sep-17 Eu Complete EMCCS and FM have attended meeatings with each business unit to answer questions and clanfy the
Ul tons sough P P procurement process.
: ; { ’ Completed last year. All officers trained in new Altus procurement and refresher. Add to training roster
Peberest withs wedbwbienl Bisirsa s Wi s o provids luithad Irasneg on Sap-17 EMCCS Annual pl Y [ Q
prROCaramEnt pokcy
Reviw Detagatson DES-1 W remove dalegalion iol 1o mivie . . Authonsing officers seek nformabon from purchasing officers. Delegation removed by Coundl at
tordoss [hear-17 ERICCS Ongoing Movember 2017 OCM
E stibaleali o pespisien of oopikiacis Cronprheta EhbES Complete
) ) Regisier esiablished. Contraci dates being reviewed. Quotations sought for bulding services. Formal
Provide-sonirasier-ndiation-raining Gomplete 50 Ongoing extansion with Avon Washe 1o be entered into while Waste Servieas tender is develaped
Develop Stalement of Business Elhics Complela EMCCS Complete Adopled by Council 29 July 2019. Available to public on Shire Webpage
This pracltice has been embedded now. Non-compliance is reduced by the new Altus Procurement
system and double signing on invoices. Implement monthly supplier report to highight contract splitting.
Sae anations -complance i n PO + !
::IT:}::E:::;:?“UM for non-comphance and provide information an PO before Ongoing ELT ongoing Rewview delegations for purchasing. Seek OAG comment. hew procurement system raquires axplanation
. for non-conformanca with Purchasing Policy and Execulive overnde permission before proceeding to
Furchase Order approval
Damstra’Velpic system rolled out to all contraclors who attend Shire premisas and 15 followed dup with
Implement procedures for-onling contractor mductions Ceopphete R 1] Ongoing part B a site specific induction. Staff fraiming in this system has been completed. Stalf are also
undertaking this inducton
Dewvalop ana impkamant & [rocess ol (Fograss regoting on Shirg contracts Complate EMIDS Complete Contract register complete and in use
Implement regular monitoring of confracts register Ongoing EMIDS Ongoing To amalgamale with contractor management procedures
EMIDS has produced conlractor management suite of information and has provided o the OAG as per
Conlractor Managemenlt Procedures Dec-22 EMIDS Ongoing managament ketter requirements. Training to all relevant stafl complate Nov 22. Consider amalgamating
contract register with this
Purchase orders need review o includa tems and conditions to form a more .
comprehensive coniract Jun-23 FM MNew Reference material avalable. Workshop to be undertaken 1o ascertain drafl. Lawyer lo complete T&Cs
Consequence Category Risk Ratings Rating
Consequence; Moderate {3)
Service interruption, Financial Likelihood: Possible (3}
Overall Risk Ratings: | Moderate
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9.3 FRAUD AND CORRUPTION FRAMEWORK

File Number: 4.4274
Author: Alina Behan, Executive Manager Corporate & Community Services
Authoriser: Chris Linnell, Chief Executive Officer

Previously before 29 September 2020 (020920)

Council:

Disclosure of Nil

Interest:

Appendices: 1. Survey

2. Draft Fraud & Corruption Framework &

NATURE OF COUNCIL’S ROLE IN THE MATTER

Executive

PURPOSE OF REPORT

This report presents the Shire of York’s Fraud and Corruption Framework for the Audit & Risk
Committee’s (the Committee) consideration and recommendation to Council.

BACKGROUND

Regulation 17 of the Local Government (Audit) Regulations 1996 requires the Chief Executive Officer
(CEO) to review and report to the Committee on the effectiveness of the systems and procedures
regarding risk management, internal control and legislative compliance. The Department of Local
Government, Sport & Cultural Industries’ Audit in Local Government Guideline No. 9 advises that
the review can be undertaken either on an internal or external audit basis. In 2020, Butler Settineri
(Butler) was commissioned to undertake a review of the appropriateness of the Shire’s financial
management systems and processes of the Shire of York and to present the findings of their review.

Prior to the 2020 Butler review, the Regulation 17 review was required to be carried out every two
(2) years and the financial management systems review, required under Regulation 5 of the Local
Government (Financial Management) Regulations 1996, every four (4) years. However, on 26 June
2018, the above Regulations were amended to reflect the requirement for both reviews to be carried
out every three (3) years. The 2020 Butler review encompassed both these reviews. The results
were considered by the Committee at its 8 September 2020 meeting and presented to Council for
consideration.

At its September 2020 Ordinary Meeting, Council resolved (020920):

“That Council receives the minutes of the Audit and Risk Committee meeting held 8
September 2020 and adopts the recommendations of the Committee:

That Council:
1. Accepts the ‘3 Steps to Safety’ Program Step 1 Assessment Report prepared by LGIS.

2.  Requests the CEO formally acknowledge the work of the Shire’s Safety Officer and
Depot Staff in achieving a significantly higher score that the last assessment.

3. Receives the Shire of York Risk Register Dashboard Report as at 30 June 2020 as
attached to this report.

4. Notes the progress made to date regarding the actions contained in the Risk Register.
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5. Receives the draft Audit Regulation 17 Review and Financial Management Review
undertaken by Butler Settineri in accordance with Regulation 17 of the Local
Government (Audit) Regulations 1996 and Regulation 5(2)(c) of the Local Government
(Financial Management) Regulations 1996 as attached to this report.

6. Requests the Chief Executive Officer to engage a suitably qualified third party to
prepare a Fraud, Corruption and Control Framework and Plan in accordance with the
requirements of Policy G3.2 Fraud, Corruption and Misconduct Prevention; and

7. Requests the Chief Executive Officer to report back to the Audit Committee in December
2020 with an Improvement Implementation Plan and report on progress made on a Six-
monthly basis thereafter.”

COMMENTS AND DETAILS

In accordance with point 6 of Council’s resolution to engage a suitably qualified third party, Officers
contacted the Local Government Insurance Scheme (LGIS) in January 2021 to commence a review
of current controls prior to the preparation of the Fraud and Corruption Framework (the Framework).
This review was completed in May 2022.

Works were delayed due to the impending release of the new Australian Standard AS 8001:2001
Fraud and Corruption Control Standards, staffing levels within LGIS and budget adjustments at the
Shire. However, an agreement to complete the Framework was signed in March 2022 and work
commenced in April 2022.

To help measure the understanding of management of fraud and corruption at the Shire or York,
LGIS developed a short survey which was sent to all elected members and staff. The survey was
open between May and July 2022 and assisted LGIS to identify any organisational gaps that exist
and where training may be required or where new management tools need development. The survey
was available online, in hard copy, and offers were made to provide copies in another language to
ensure all staff felt able to participate. A copy of the survey is presented in Appendix 1.

Following the survey, a sample of staff were selected to complete an in-depth in-person interview
with LGIS representatives. Staff were asked a range of questions relevant to their positions to look
at prevention, detection and response to fraud within the organisation.

The Draft Framework was received in November 2022 and reviewed by the Executive Leadership
Team and is presented in Appendix 2.

The Framework will form part of a suite of documents which comprise the Integrity Framework, Fraud
and Corruption Framework, Risk Management Framework and the Fraud and Corruption
Management Plan to enable the Shire of York to better manage its risks in this area.

OPTIONS

The Committee has the following options:

Option 1: The Committee could recommend that Council review and adopt the Framework and
request the Chief Executive Officer to develop a Fraud and Corruption Management
Plan.

Option 2. The Committee could recommend that Council do not adopt the Framework and request
the Chief Executive Officer to undertake further review of the Framework for presentation
to the Committee at its March 2023 meeting.

Option 1 is the recommended option.
IMPLICATIONS TO CONSIDER

Consultative
LGIS

Executive Leadership Team
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Elected Members
All Staff

Strategic
Strategic Community Plan 2020-2030
Goal 5: Strong Leadership and Governance

To have effective and responsive leadership and governance, where a sense of
collective purpose and shared direction combine to work together.

Policy Related

G16 Fraud, Corruption and Misconduct Prevention
G19 Risk Assessment and Management

F2 Procurement

Financial

A budget allocation was provided for this work (GL: 42169) in the 2021/22 financial year. However,
due to delays to the works schedule an allocation was carried forward in the 2022/23 budget.

Competitive procurement was not undertaken for this process as LGIS and their partners are exempt
under Policy F2 Procurement, and member funds were to be recouped for this service.

Legal and Statutory

Regulation 17 of the Local Government (Audit) Regulations 1996 is applicable and states:

“17. CEO to review certain systems and procedures

(1) The CEO is to review the appropriateness and effectiveness of a local government’s
systems and procedures in relation to —

(@) risk management; and
(b) internal control; and
(c) legislative compliance.

(2) The review may relate to any or all of the matters referred to in subregulation (1)(a), (b) and
(c), but each of those matters is to be the subject of a review not less than once in every 3
financial years.

(3) The CEO is to report to the audit committee the results of that review.”

Regulation 5 of the Local Government (Financial Management) Regulations 1996 is applicable and
states:

“5. CEQO'’s duties as to financial management

(1) Efficient systems and procedures are to be established by the CEO of a local
government —

(a) for the proper collection of all money owing to the local government; and

(b) for the safe custody and security of all money collected or held by the local
government; and

(c) for the proper maintenance and security of the financial records of the local
government (whether maintained in written form or by electronic or other means or
process); and

(d) to ensure proper accounting for municipal or trust —

(i) revenue received or receivable; and
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(i) expenses paid or payable; and
(i) assets and liabilities;
and

(e) to ensure proper authorisation for the incurring of liabilities and the making of
payments; and

() for the maintenance of payroll, stock control and costing records; and

(g) to assist in the preparation of budgets, budget reviews, accounts and reports
required by the Act or these regulations.

(2) The CEOisto—

(a) ensure that the resources of the local government are effectively and efficiently
managed; and

(b) assist the council to undertake reviews of fees and charges regularly (and not less
than once in every financial year); and

(c) undertake reviews of the appropriateness and effectiveness of the financial
management systems and procedures of the local government regularly (and not
less than once in every 3 financial years) and report to the local government the
results of those reviews.”

Risk Related

The Regulation 17 Report provides a risk rating for each of the matters identified. Officers have
prioritised actions relating to those matters based on levels of risk.

Workforce

The recommended improvements may require a review of existing resources. This will be conducted
as part of the Workforce Plan.

VOTING REQUIREMENTS

Absolute Majority: ~ No

COMMITTEE RECOMMENDATION
Moved: Cr Kevin Trent Seconded: Cr Pam Heaton

That, with regard to the Fraud and Corruption Framework, the Audit and Risk Committee
recommends to Council that it:

1. Adopts the Fraud and Corruption Framework, as presented in Appendix 2.

2. Requests the Chief Executive Officer to develop a Fraud and Corruption Management
Plan.

CARRIED: 5/0
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@ Marsh

FRAUD & CORRUPTION SURVEY

FRAUD & CORRUPTION SURVEY - SHIRE OF YORK
Welcome to the Shire of York Fraud & Corruption Survey.
This survey will take less than 15 minutes to complete.

Your response will be treated with the strictest confidentiality. The Shire would like all staff to
participate in this independent fraud and corruption survey.

The survey forms part of Council's desire to comply with AS8001:2021 Fraud and Corruption
Control

The results will enable the Shire to identify risks, effective controls, and benchmark against
other councils based on WA Office of the Auditor General guidance.

Thank you for your participation.

Position Descriptions:
Elected Member
CEO/Executive Manager
Manager
Supervisor
Coordinator
Technical Specialist (including engineering, planning, health and regulatory etc.)
Administration Staff (including administrative support, customer service etc.)
Outdoor Staff (including parks and gardens, maintenance, containers for change etc.)
Other Staff

Business Unit:

Council

Executive Team and Support

Finance

Governance

Tourism and Economic Development

Community and Place

Operations

Development Services
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@ Marsh

Please put a tick in the most Strongly
appropriate box disagree

Strongly

Disagree | Unsure Agree agree

1. The Chief Executive Officer and Senior
Management Team are committed to actively
controlling and managing fraud and
corruption risk in the workplace and
commitment to demonstrate honest and
ethical behaviour.

2. We have an organisational Policy on Fraud
and Corruption that is readily available to all
Shire staffiofficials.

3. Shire staff/officials are aware of the
Shire’s Code of Conduct and policies which
support ethical behaviour and these
documents are readily available.

4. Shire staff/officials will be disciplined for
fraudulent or corrupt behaviour, and for
breaches of our Code of Conduct.

5. Shire staff/officials are aware of their
responsibilities for minimising fraud and
corruption within the Shire.

6. Management (Team Leader / Supervisor
and above) is aware of its responsibilities for
minimising fraud and corruption in the Shire.

7. Our fraud and corruption control policy and
plan tell us how to deal effectively with the
fraud risks we face.

8. The functions of each business area are
regularly assessed to identify and address
vulnerabilities to internal fraud and corruption
and external fraud and corruption risks.

9. The Shire has identified business areas
that are high risk and have implemented
effective fraud and corruption controls.

10. We have established a formal fraud and
corrupfion control reporting mechanism in the
Shire.

11. Our customers and community have
confidence in the integrity of the Shire.

12. It is easy for the Shire staff/officials to
report potential incidents of fraud and
corruption.
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@ Marsh

13. The Shire runs a comprehensive
awareness program about fraud and
corruption control.

14. The Shire has policies and systems in
place to ensure that third parties are
appropriately checked and verified.

15. Shire staff/officials and third parties
(contractors, suppliers, customers, and
business partners) are encouraged to report
alleged fraud or corruption within or related to
the Shire.

16. The Shire systematically makes efforts to
detect fraud and corruption.

17. The Shire publishes fraud and corruption
information on its website.

18. There is highly visible information
displayed for customers at your work area
about the Shire having a strong anti-fraud
stance.

19. Our community and customers are
encouraged to provide information if they
suspect fraud and corruption.

20. The Shire effectively communicates
clearly and concisely the actions we will take
should a fraud or corruption incident occur.

21. We are confident internal investigations of
alleged fraud and corruption would be carried
out independently and to a high standard.

22. We are confident that we can report
suspected fraud or corruption while remaining
anonymous and without fear of reprisal.

22. The Shire has developed a program that
indicates how we are performing against our
objective to detect and prevent fraud or
misconduct.

23. Management (Team Leader / Supervisor
and above) is aware of the program and is
actively involved in its assessment.

24. The Shire reviews controls after a fraud
incident.

25. Itis clear to most Shire staff/officials that
fraud and corruption is a crime and
perpetrators will be prosecuted.
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@2 Marsh

26. How do you think fraud and corruption
could occur in your work area?

27. Do you have any general comments
about the fraud control or corruption
prevention environment in your work area?
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FRAUD AND CORRUPTION Yéﬂ & k
RISK MANAGEMENT FRAMEWORK 2 r
1.0 CEQO’s introduction

This Framework sets out the standard for accountability across the organisation. It aims to minimise
opportunities for fraudulent and/or corrupt activities to occur.

The Shire of York takes a proactive approach in maintaining the highest standards of openness,
probity and accountability in all its affairs. Along with adherence to our organisational value of
Excellence and having effective governance arrangements in place, the desire for continuous
improvement underpins our controls.

The Shire has zero tolerance toward fraud, bribery and misconduct. We are committed to preventing,
deterring, detecting and investigating fraudulent and corrupt behaviour in the delivery of all our
services. This includes all Councillors, employees and those working alongside employees including
contractors, volunteers and consultants.

This Framework will ensure our stakeholders and the community can be confident in the integrity and
good governance of the Shire.

2.0 Methodology

This framework has been developed utilising the guiding principles of Australian Standard AS 8001 :2021
Fraud and corruption control.

In addition to referencing the Australian Standard, a number of additional activities were undertaken
to better understand the Shire of York’s maturity in relation to fraud and corruption risk. These
additional activities were designed to complement the application of the Australian Standard to the
Shire’s framework and to ensure that the process of preparing the framework was both robust and
rigorous. Like any local government organisation, the Shire of York is exposed to both generic and
unique fraud and corruption risks. Consequently, the methodology involved in preparing the framework
required a Shire-centric approach that took account of the unique focus on fraud and corruption risk at
the Shire.

In addition to the Australian Standard, the framework methodology also included:

e On-line fraud and corruption awareness survey of staff and elected members.
e Detailed staff interviews targeting specific areas of the Shire’s operations (based on outcomes
of on-line survey and utilising key areas of questioning derived from the Australian Standard).
e Detailed analysis of interview responses results.
e Research and review of:
o Relevant Shire policies.
o Other local government and public sector fraud and corruption related documents.
o Components of applicable legislation and guidance material.
e Development of draft framework.
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3.0 Purpose

This framework will form part of the Shire’s overarching Integrity Framework. It broadly seeks to outline
the Shire’s management of fraud and corruption risk and assist with the facilitation of the Shire policy
objective (G 3.2 Fraud, Corruption and Misconduct Prevention) of:

To develop and maintain a corporate culture and corporate systems which discourage and
eliminate the risk of fraud, corruption and misconduct in the undertaking of Shire of York
business.

The purpose of this framework is to outline:

e What fraud and corruption is and how it can impact on the functions and service delivery of the
Shire.

e Therolesand responsibilities of roles and functions within the Shire regarding the management
of fraud and corruption.

e The process of reporting fraud and corruption.

e How the principles in AS 8001 :2021 Fraud and corruption control translate to action within the
Shire.

e How reports of fraud and corruption are investigated and referred to investigating agencies.

e The Shire’s fraud, corruption and other loss prevention and management policy.

The Shire will develop a Fraud and Corruption Control/Plan, Management Plan or System for the
practical implementation of this framework and management of fraud and corruption under the Shire’s
Integrity Framework.

Figure 1. Where the Fraud and Corruption Risk Framework sits

Integrity Framework

Fraud and Risk management Fraud and corruption

corruption risk framework control plan/
management Shire’s appetite for, management plan or
framework approach to and system
Overview and method/tools for Operational guide -
approach to fraud risk assessment How fraud and
and corruption risk corruption risk is
in the Shire managed in the Shire
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4.0 Understanding fraud and corruption

4.1 What is fraud, corruption and where does misconduct fit?

Fraud and corruption generally falls within the definition of misconduct but essentially the committing
of such act is motivated by the desire to obtain personal advantage. That is the act of fraud through
deception and the act of corruption using a position of power or trust.

Australian Standard AS 8001:2021 Fraud and Corruption Control provides for the following definitions:

Fraud is dishonest activity causing actual or potential gain or loss to any person or organisation including
theft of monies or other property or persons internal and/or external to the organisation and/or where
deception is used at the time, immediately before or immediately following the activity.

Corruption is dishonest activity in which a person associated with an organisation (e.g. director,
executive, manager, employee or contractor) acts contrary to the interests of the organisation and
abuses their position of trust in order to achieve personal advantage or advantage for another person
or organisation. This can also involve corrupt conduct by the organisation, or a person purporting to act
on behalf of the and in the interests of the organisation, in order to secure some form of improper
advantage for the organisation either directly or indirectly.

The Corruption Crime and Misconduct Act 2003 provides strict definitions under two categories:

e Minor Misconduct - Section 4(a), (b) and (c).
e Serious Misconduct — Section 4(d).

The Public Sector Commission provides the following simplified explanations:
Minor Misconduct: As a guide, minor misconduct by a public officer includes:

e behaviour that is not honest and impartial.
e misuse of information they have access to in their role for personal benefit.
» breaches of trust placed with an employee by their employer.

Additionally, to be considered minor misconduct the conduct could provide reasonable grounds for the
public officer’'s employment to be terminated as part of a disciplinary process.

Serious Misconduct: This includes corrupt conduct by a public officer, either deliberate or by failing to
act in the course of their duties; a public officer corruptly taking advantage of their role or causing
detriment to another person while performing their role; or conduct of a public officer that may result
in a criminal offence punishable by 2 or more years of imprisonment.

4.2 Why does fraud and.corruption occur?

To manage fraud and corruption is to first understand how and why it occurs. Generally three elements
will be present when a fraud occurs, that is opportunity, motivation and rationalisation. In the right
circumstances when this combination occurs a person’s normal judgement may give way to temptation
to commit an act of fraud.
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Figure 2. The Fraud Triangle

Opportunity
Weak internal contrels
Blind trust
Technology

Motivation
Addictions
Lifestyle

Economic pressure

Rationalisation

Sense of entitlement
Organisational culture

Perceived low pay

Concept adopted from Other People’s Money: A Study in the Social Psychology of Embezzlement, Dr Donald Cressey, Free Press 1953.

Whilst difficult to control a person’s behaviour, there are means of managing the risk through
controlling the opportunity to commit fraud. This can include: controls that help detect fraud, such as
awareness of behavioural indicators or warning signs of fraud amongst internal and external colleagues;
and controls that focus on preventing fraud such as the appropriate vetting of suppliers and contractors.

4.3 How does fraud and corruption occur?

4.3.1 Examples of fraud

Misuse of Shire resources (credit cards, vehicles, equipment, computers, stationery).

Accounting fraud (accounts payable, diversion of incoming funds, asset misappropriation,
manipulation of reporting).

Procurement/tendering fraud (external providers claiming services that were not provided,
provision of false or misleading information).

Sale or use of Shire information/intellectual property.
Falsification of entitlements (timesheets, allowances, leave).
Persons deliberately claiming benefits for which they are not entitled.

Cyber — borne fraud (attack, information theft).

4.3.2 Examples of corruption

Using position for personal benefit or gain or benefit for another (inappropriate influence over
process, grants and funding).

Inappropriate involvement with suppliers and service providers.
Accepting or paying bribes for particular actions.

Serious conflict of interest (nepotism).
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» Release of confidential information other than for proper business purpose.

4.4 What makes the Shire a risk?

Like many local governments, the Shire is particularly vulnerable to fraud and corruption due to a
number of reasons including:

* Managing significant sums of money.
e Frequent staff turnover.
e Senior staff supervise a wide range of activities.

¢ Both internal and external (political) pressures to deliver an outcome can lead to ‘short cuts’
(e.g. bypassing controls, inadequate supervision).

e Funding and resources may be inadequate to allow for separation of duties as a primary control.

5.0 Statement of the Shire’s attitude toward fraud and corruption

The Shire of York does not tolerate corrupt or other improper conduct, including mismanagement of
public resources, in the exercise of the public functions of the Shire. The Shire is committed to the
prevention of fraud, corruption and misconduct.

Shire of York Fraud, Corruption and Misconduct Prevention Policy (G16), 24 October 2016.

6.0 Code of conduct

The Shire sets expected standards of behaviour our codes of conduct for both employees and elected
members within their respective roles. These codes of conduct form part of the Shire’s Integrity
Framework.

Employee Code of Conduct (O8) observes statutory requirements of the Local Government Act 1995
(s5.51A — Code of Conduct for Employees), Local Government (Administration) Regulations 1996 and
Corruption, Crime and Misconduct Act 2003.

Code of Conduct: Council Members, Committee members & Candidates (E1) is consistent with the
provisions of the Local Government Act 1995, Local Government (Model Code of Conduct) Regulations
2021 and Local Government (Administration) Regulations 1996.

7.0 Related policies

The following policies have a particular relevance to the Fraud and Corruption Risk Management
Framework however it is recognised that multiple policies governing the Shire’s activities should have
reference to fraud and corruption risk consideration.

e E1 Code of conduct — Council members, committee members, and candidates.
¢ E4 Council delegates — Roles and responsibilities

e ES5 Induction for councillors

e E11 Council code of conduct division 3 complaint handling policy
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F1 Revenue collection

F2 Procurement

F3 Significant accounting policies

F4 Investment

FS Authority to make payments from trust and municipal funds

F6 Corporate credit card policy

F7 Concessions on commercial and farming properties occupied by pensioners/seniors
F8 Rates exemptions for charitable purposes

F9 Panels of pre-qualified suppliers

F10 Financial hardship — Rates and charges

F11 Financial Planning and sustainability

F12 External grants — Procurement and managementG1 - Record Keeping
G2 Organisation Structure and Designation of Senior Employees

G4 Appointment of Acting Chief Executive Officer

G5 Comprehensive Complaints Response

G15 Public Interest Disclosure

G16 Fraud, Corruption and Misconduct Prevention

G17 Integrated Planning and Reporting = Planning

G18 Integrated Planning and Reporting — Reporting

G19 Risk Assessment and Management

G20 Legislative Compliance

G25 Compliance

G26 Model Standards for CEO Recruitment, Performance and Termination
01 Staff Superannuation

02 Volunteer Management

03 Workforce & Human Resources

05 Asset Management

06 Internal Controls

08 Employee Code of Conduct

Policy codes: (E) Elected Members, (F) Finance, (G) Governance, (O) Operational — Staff.

8.0 Related legislation and guidelines
This framework is guided by legislation and standards including:

Local Government Act 1995

Local Government (Model Code of Conduct) Regulations 2001
Local Government (Financial Management) Regulations 1996
Local Government (Audit) Regulations 1996

Local Government (Administration) Regulations 1996

Local Government (Functions and General) Regulations 1996
Corruption, Crime and Misconduct Act 2003

Public Interest Disclosure Act 2003

AS 8001:2021 Fraud and corruption control

AS I1SO 31000:2018 Risk management - Guidelines
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9.0 Roles and responsibilities

9.1 Elected members (Council)

¢ Adopt and adhere to the Fraud and Corruption Risk Management Framework, the overarching
Integrity Framework and related policies and practices.
» Set strategic direction and monitoring of management actions for fraud and corruption.

9.2 Audit and Risk Committee

e Review risk management framework and process for the adequate identification, analysis and
management of fraud and corruption risks.

* Oversee the development and implementation a Fraud and Corruption Control/Plan,
Management Plan or System that will provide assurance the Shire has the appropriate
processes and systems in place to prevent, detect and effectively respond to fraud related
information and events.

9.3 CEO

e Ensures Shire resources are effectively applied to enable adequate controls to manage fraud
and corruption risks within the Shire.

e Obligation to notify the Crime & Corruption Commission (CCC) or Public Sector Commission
(PSC) of suspected misconduct per Corruption, Crime and Misconduct Act 2003.

9.4 Executive Leadership Team/Management

Are responsible for the effective implementation of the Fraud and Corruption Risk Management
Framework within their respective teams, this includes:

e Providing leadership, guidance and support to employees in preventing fraud and corruption
and modelling ethical behaviour.

e Communicating the existence and importance of the Shire’s Integrity Framework and relevant
subsets including the Fraud and Corruption Risk Management Framework.

¢ Delivering and/or coordinating fraud and corruption training under a fraud and corruption
awareness training program.

¢ Setting and enforcing disciplinary standards.

e Managing the grievance and disciplinary process.

¢ |dentifying areas at high risk of fraud and corruption.

» Participating in fraud and corruption risk assessment reviews.

e Implementing remedial action to address issues identified by the fraud and corruption risk
assessment reviews.

e Assessing the cost/benefit of introducing anti-fraud and corruption procedures.

¢ Developing/modifying practices to reduce fraud and corruption risk.

* Monitoring the continued operation and effectiveness of controls to prevent fraud and
corruption.

* Receiving reports of suspected fraud and corruption from employees and taking appropriate
steps to address concerns reported.

e Reporting suspected fraud and corruption promptly and maintaining confidentiality.

* Ensuring protection of complainants who report fraudulent or corrupt activities.
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9.5 Public Interest Disclosure (PID) Officer

e The PID Officer investigates disclosures, and takes action following the completion of
investigations in accordance with the provisions of the Public Interest Disclosure Act 2003.

Public interest disclosures will be managed in accordance with the Shire’s Public Interest
Disclosure Policy (G15) and the Public Interest Disclosure Guidelines as published by the Shire
of York.

9.6 All employees

All employees have a responsibility to contribute to the prevention of fraud and corruption by acting
ethically; complying with controls, Shire policies and processes, and reporting suspected incidences of
fraudulent or corrupt behaviour. This includes:

e Embracing an ethical work-place behaviour in line with Employee Code of Conduct (O8).

* Recognising the value and importance of personally contributing to fraud and corruption
prevention.

* Developing and understanding of good work practices, systems and controls;.

* Reporting suspected incidences of fraudulent and corrupt conduct in accordance with Shire
policies and processes.

9.7 Contractors, consultants, volunteers and-any other persons who perform public
official functions on behalf of the Shire

Functions other than Shire employees and elected members also share responsibilities related to the
prevention of fraud and misconduct. This includes:

e Supporting the Shire’s commitment to preventing fraud and corruption through reporting
suspicious activity or dealings with the Shire.

¢ Acknowledging and committing to the Shire’s requirements around probity, ethical behaviour
through provisions in formal service and supply arrangements with the Shire (e.g. contractual).

e Compliance with the Shire’s policies and refraining from engaging in fraudulent and corrupt
conduct.

10.0 Fraud and corruption prevention

10.1 Implementing and maintaining an integrity framework

This Fraud and Corruption Risk Management Framework is part of the Shire’'s commitment to
maintaining an overarching integrity framework and exists as a subset of that framework. The approach
outlined in this document forms an integral part of the Shire’s corporate, strategic and operational
planning processes and objectives.
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10.2 Ensuring executive management commitment to controlling the risk, fraud and

corruption

The Council, CEO and Executive Leadership Team are committed to ensuring an ethical and high-
integrity workplace at every opportunity. The Shire does not tolerate any level of fraud and corruption,
and executive management are responsible for conveying and promoting this message to staff.

10.3 Fraud and corruption related risk assessment

The approach toward achieving alignment with AS 8001:2021 Fraud and Corruption Control, will include
a focus on identified areas of risk. Some of the key areas of local government vulnerability to fraud and
corruption for risk assessment consideration include:

e Mishandling and theft of cash.

e Theft and misuse of assets.

e Use of credit cards and fuel cards.

* Misuse of confidential information.

e Conflicts of interest.

e Procurement, contract and supplier management.

* Accounts payable and receivable.

e |CT and information security.

e Recruitment (including workforce screening).

* Payroll operations (including recording of times/timesheets, overtime payment).
e Acceptance of gifts, hospitality, donations and other benefits.

® Planning and development approvals.

e Awareness of fraud and corruption (internal and external dealings).
* Scope of auditing (internal and external auditors).

The risk assessment process will be consistent with the Shire’s policies on Risk Assessment &
Management (G19); Fraud, Corruption and Misconduct Prevention (G16); and Internal Controls (O6).
This includes:

* Anannual probity risk assessment process will be undertaken.

e Any changes inrisk status, or emergence of newly identified risks, will be entered on the register
with the agreed follow-up requirements.

e |f an area is identified as medium status or higher risk and not previously addressed in the
Framework, a review of the framework will be undertaken for inclusion.

10.4 Workforce screening

The Shire is committed to recruiting and retaining high quality employees. The Shire’s recruitment
process, which integrates screening tasks, is designed to ensure the Shire selects people that are able
to provide quality services and uphold the expected behaviours as outlined in the Employee Code of
Conduct (08).

The screening process involves collection of certain information with the applicant’s consent. This
includes:

* Required clearances (Police, medical, working with children).
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e Licences, certifications, training and qualifications.
e Confirmation of identity.
e Employment references.

Refer Workforce & Human Resources Policy (03) and associated recruiting/screening procedures.

The Shire also conducts appropriate programs for the screening of volunteers, and where required the
collection of relevant information, as outlined above.

10.5 Opportunities for position rotation (acting and in-fil)

It is recognised that certain roles may be at greater risk of fostering fraud and corruption, particularly
where there is limited resources to provide effective oversight and separation of duties. Where feasible,
consideration will be given to the rotation of staff in high risk roles during periods of leave and absences
by offering acting opportunities to appropriately competent staff.

10.6 Excess annual leave

Staff in areas of high risk fraud who accumulate excess annual leave can be an indicator of where
fraudulent activity may be taking place.

Annual leave entitlements will be appropriately managed so as not to result in excessive accumulation.
This may include provisions for:

e Negotiation with employees and establishment of a plan to take excess annual leave
(organisational needs for the staff member to be present may be a factor for consideration),

e Ifa mutual agreement cannot be reached, the manager/Shire is to direct employees to take the
excess annual leave taking into account the staff member’s personal and family responsibilities.

Leave should be managed in accordance with legislative requirements, relevant awards, Enterprise
Bargaining Agreement and Shire policy.

The Shire will amend an existing policy or establish a new policy that addresses excessive leave.

Refer associated Human Resources procedures.

10.7 Supplier/contractor screening and requirements

o

Staff engaged in the contracting of external suppliers, vendors and service providers will take
appropriate steps to ensure the bona fides of new suppliers and periodically confirm the bona fides of
continuing suppliers. This will include:

e Searching open source locations, such as the internet, for any adverse news on the supplier and
key controllers (e.g. company owners, the CEO and company directors/senior managers).

e Consulting with neighbouring local governments and local companies who utilise the supplier
to identify any concerns.

e Evaluating any suspicious activity observed by the Shire during the life of the relationship, such
as presentation of incomplete, incorrect or inflated invoices.

The Shire will consider its ongoing commercial relationship with the other party if an inquiry finds a
heightened risk of fraud or corruption in continuing to deal with that party. Consideration will also be
given to whether new suppliers may have a conflict of interest in their engagement with the Shire.

10
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The Shire’s standard contracts will include provision for declarations to ensure contractor probity and
compliance with the Shire’s policy and requirements to manage fraud and corruption risk. The Shire will
also make clear expectations that suppliers/contractors are to report suspicions of fraud or corruption
that involves or may impact the Shire, how to access the available reporting methods and that reporters
will not face detriment for doing so.

Refer Procurement Policy (F2) and associated Shire procedures for procurement.

10.8 Awareness and training

Staff, elected members, contractors, consultants and volunteers awareness of fraud and corruption is
critical for the prevention and control of both internal and external fraud and corruption activity. To
ensure the Shire’s fraud and corruption awareness program is effective, initial training on fraud and
corruption, including how to report improper conduct will be delivered to all staff and elected members
through the Shire’s induction program.

The Shire will provide regular and ongoing fraud and corruption awareness programs to staff and
elected members that includes information and training regarding fraud prevention, detection and
reporting of fraud or corruption. Staff will also be required to acknowledge on an annual basis they have
received the training and have complied with the relevant Shire code of conduct.

Contractors, consultants, volunteers and any other persons who perform public official functions on
behalf of the Shire will be made aware of the Shire’s position, policy and requirements through the
Shire’s relevant induction programs.

10.9 Internal controls

The Shire ensures processes are subject to a system of internal control that is well documented,
regularly reviewed, updated as required under a process of continual improvement, and understood by
staff involved in the relevant processes. The adequacy of internal controls associated with the
management of fraud and corruption risk is guided by Shire policy and internal control framework
including:

* Internal Controls (O6).
e Risk Assessment & Management (G19).

10.10 Conflicts of interest

Potential conflicts of interest will be managed in line with legislative requirements, existing Shire policy
and procedures including their appropriate recording, assessment and ongoing review of compliance.
Shire policies include:

e Procurement (F2).
¢ Employee Code of Conduct (08).
e Code of Conduct: Council Members, Committee Members & Candidates (E1).

The Shire will develop policy specifically related to conflicts of interest.
Conflicts of interest are also required to be declared in areas of business including:

e Tenders
11
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e Contractor and project management
* Agreements (including funding or grant agreements, leases, licences)

10.11 Technology enabled fraud

Specific risk associated with information technology enabled fraud and corruption will be managed in
accordance with the Shire’s IT Security Framework, service contract and the Shire’s relevant codes of
conduct. This will include controls around the acceptable use of equipment and access of systems,
acceptance of potential monitoring of access and devices, the management of information - including
sensitive information, and awareness training around cyber fraud and corruption.

10.12 Protection of assets

Tangible assets (including vehicles, plant equipment, and inventory) and the risk of potential misuse or
theft of these assets, will be managed according to the Shire’s relevant policies and processes.

As well as the relevant process controls around monitoring appropriate use of these assets, the risk of
theft associated with the physical security environment of assets will be assessed within the Shire’s Risk
Management Policy Framework for the adequacy of existing controls and the efficacy of further controls
to prevent theft. This includes perimeter security (fencing, barriers), access and egress controls (locks,
gates, passwords) and monitoring controls (alarms, CCTV).

Portable and attractive assets are captured on the Register and reviewed via annual stocktake.

11.0 Fraud and corruption detection

11.1 Fraud and corruption detection program

The Shire is committed to identifying, investigating and deterring fraud and corruption in the workplace,
in its dealings with the community and business. To reinforce this commitment the Shire will develop
and implement a fraud and corruption detection program.

The program is to include appropriate channels to facilitate reporting of suspected fraud and corruption
activity. Reporting channels such as Public Interest Disclosure or ‘whistleblower’ programs will have
disclosure protections in place.

The program will also include planned audits of systems or processes that may have a higher risk of
potential fraud and corruption. Possible analysis of data will be used to aid in the detection of financial
and other behavioural anomalies giving rise to fraud and corruption risk. This will include post
transaction reviews (e.g. procurement/contractor arrangements and payments, payroll claims and
payments) to detect irregularities and the analysis of accounting/finance reports (e.g. actual v budget
comparisons). Whilst this may be an internal audit function, limited resources may dictate the need for
external assistance.

12
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The recognition of early warning signs or red flags pointing to potential fraudulent or corrupt activity
will be a priority amongst those conducting reviews of high risk areas and will also form part of
awareness training for all staff.

11.2 The external auditor’s role in detection of fraud

Considering the Shire’s limited internal audit resources and to increase the likelihood of detecting
material miss-statements or errors in the Shire’s financial statements, the auditor’s accountability for
the detection of fraud will form part of any audit.

11.3 Analysis of data

The Shire will examine the capabilities of existing software and the means of extracting and assessing
available data for signs of fraud and corruption. This may include suspect transactions identified for
further investigation having regard to fraud and corruption risks identified during the risk assessment
process.

11.4 Mechanisms for reporting fraud and corruption

It is a mandatory requirement of Shire staff and elected members to report known or suspected fraud
and corruption. A report or allegation of fraud or corruption must be dealt with rapidly and
appropriately. Reporting channels may include:

e In the first instance, an officer’'s immediate manager, or the next senior level if more
appropriate.

e An officer may report their suspicions to the relevant Executive or the Shire’s Public Interest
Discloser Officer.

* Staff can also report directly to the Public Sector Commission, the Corruption and Crime
Commission or the Police.

11.5 Public Interest Disclosure

The Public Interest Disclosure Act 2003 (the Act) facilitates the disclosure of public interest information,
enabling anyone to make disclosures about improper or unlawful conduct within the State Public Sector,
including local government, without fear of reprisal. The Act also provides protection for those who are
the subject of a disclosure.

Public interest disclosures will be managed in accordance with the Act as outlined in the Shire’s Public
Interest Disclosure Policy (G15) and Guidelines. This includes the receiving and investigation of
disclosures, taking appropriate action and reporting.

11.6 Complaint management
b :

Complaints are managed in accordance with relevant Shire policies including Comprehensive
Complaints Response (G5) and Council Code of Conduct Division 3 Complaint Handling (E11). Provisions
will be made that recognise the need to identify complaints received through these channels that may
trigger concerns of fraud, corruption or misconduct. Such complaints are to be managed under the Shire
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policies and procedures that apply to fraud, corruption and misconduct and where required referred to
the appropriate agencies.

11.7 Departing staff

Exitinterviews with departing staff will contain an element of questioning to elicit information regarding
fraud or corruption events. For example; where the individual has been involved in such an event;
where other staff have been involved in the event; and where one of the Shire’s suppliers or contractors
has been involved in the event.

Interviews will be conducted in line with Shire policy and procedures including Workforce & Human
Resources (03).

12.0 Fraud and corruption response

12.1 Immediate action on detection of fraud or corruption

Once the appropriate information is gathered, the nature of the event will dictate the degree of
immediate response, for example whether this requires notification to relevant external agencies,
protection of potential evidence, mitigation of further loss and activation of the Shire's Crisis
Management Response (this may include where relevant, Business Continuity Response/Plan, IT
Disaster Recovery Plan, notification to business interruption insurers).

Response will also be guided by the Shire’s Fraud and Corruption Control/Plan, Management Plan or
System.

12.2 Inyestigation and reporting of detected or suspected fraud or corruption

Where there is reasonable suspicion or possibility that an incident constitutes minor misconduct or
serious misconduct (corrupt conduct), the Corruption, Crime and Misconduct Act 2003 requires the CEQ,
as Principal Officer, to report the matter to the PSC or CCC respectively.

In general, the majority of fraud and corruption matters require automatic reporting, as both fraud and
corruption largely fall within the definition of misconduct. Once reported, the PSC or CCC respectively
may choose to investigate the matter itself, refer it back to the Shire, or work with the Shire to
investigate the matter. Any allegation involving criminal offences against the Shire requires referral to
the WA Police.

Where criminal charges are not laid but the allegation, if proven, could result in formal disciplinary
action, an investigation will be commenced by the Shire.

Where reparts of suspected fraud, corruption and misconduct are investigated by the Shire, this is done
according to Shire policy and procedures including the Public Interest Disclosure Guidelines. Where
required, an external investigator may be appointed with the appropriate competency to manage the
nature of the event being investigated.

All investigations will be performed in accordance with the principles of procedural fairness and natural
justice. Staff involved are required to cooperate with the Investigator and maintain confidentiality
including the keeping of appropriate records.

14
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Records will also include the collation of information concerning fraud and corruption events, e.g. in
the form of a register that enables the internal reporting and analysis of events. This is to also assist
with the review and improvement of existing fraud and corruption risk controls.

12.3 Disciplinary procedures

Disciplinary proceedings are separate to the investigation and determination process of the fraud and
corruption event; adhere to the rules of natural justice and fairness; and align with the Shire’s relevant
human resources policies and procedures.

The Shire willimplement a disciplinary procedures policy and process that accommodates outcomes for
staff involved in fraud and corruption events.

12.4 Crisis management

The Shire will develop a crisis management plan that incorporates appropriate actions following
discovery of a fraud or corruption event. This may include protocols for internal and external
communications along with consideration of any requirement for notification of third parties who may
be impacted by the event.

12.5 Maintaining and monitoring adeqguacy of insurance dealing with fraudulent or

improper conduct

A review of insurance adequacy will be conducted after analysis of a fraud and corruption event along
with on an annual renewal basis for existing cover.

12.6 Recovery of stolen funds or property

The Shire will develop a policy concerning the recovery of the loss associated with a fraud and
corruption event. This will include the recovery of uninsured losses and consideration of legal action
where this is deemed worthwhile.

12.7 Fraud and corruptionevents involving business associates

The Shire will include protocols within its relevant business policies and practices to take appropriate
action where there is evidence of business associates (e.g. contractors) engaging in fraud or corrupt
activities. This will include referral to relevant law enforcement and regulatory authorities; civil action;
termination or modification of the contract terms; removal of relevant/involved contractor’s staff;
greater ongoing scrutiny, supervision or monitoring of the contractor.

12.8 Post-detection controls assessment

As well as periodic reviews, the Shire will conduct an adequacy assessment of existing controls following
a fraud or corruption event, with particular attention to the area of controls that may have failed in
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preventing or detecting the activity. The review will include recommendations to improve mitigation of
fraud and corruption risks.

Date Review Adopted: Resolution Number

Council Approved date
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10 MOTIONS OF WHICH PREVIOUS NOTICE HAS BEEN GIVEN
Nil

11 QUESTIONS FROM MEMBERS WITHOUT NOTICE
Nil

12 BUSINESS OF AN URGENT NATURE INTRODUCED BY DECISION OF THE
MEETING

NIL
13 CLOSURE

The Presiding Member thanked everyone for their attendance and closed the meeting at
3.24pm.
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