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1.2
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1.5

1.6

1.7

1.8

MINUTES OF SHIRE OF YORK
AUDIT AND RISK COMMITTEE MEETING
HELD AT THE COUNCIL CHAMBERS, YORK TOWN HALL, YORK
ON TUESDAY, 21 MARCH 2023 AT 3.00PM

OPENING

Declaration of Opening

Cr Denese Smythe, Presiding Member, declared the meeting open at 3.00pm.
Acknowledgement / Disclaimer

The Presiding Member advised the following:

“The York Shire Council acknowledges the Ballardong people of the Noongar Nation who
are the Traditional Owners of this country and recognise their continuing connection to land,
water, sky and culture. We pay our respects to all these people and their Elders past,
present and emerging.

This meeting is being recorded on a digital audio and visual device to assist with minute
taking purposes. The public is reminded that in accordance with Section 6.16 of the Shire
of York Local Government (Council Meetings) Local Law 2016 that nobody shall use any
visual or vocal recording device or instrument to record the proceedings of Council without
the written permission of the presiding member.

| wish to draw attention to the Disclaimer Notice contained within the agenda document and
advise members of the public that any decisions made at the meeting today, can be
revoked, pursuant to the Local Government Act 1995.

Therefore members of the public should not rely on any decisions until formal naotification in
writing by Council has been received. Any plans or documents in agendas and minutes may
be subject to copyright. The express permission of the copyright owner must be obtained
before copying any copyright material.”

Attendance via Electronic Means

Nil

Standing Orders

Nil

Announcement of Visitors

Nil

Declarations of Interest that Might Cause a Conflict

Nil

Declaration of Financial Interests

Nil

Disclosure of Interests that May Affect Impartiality

Nil

Item 9.1
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2 ATTENDANCE
2.1 Members
Cr Denese Smythe, Presiding Member; Cr Denis Warnick (from 3.56pm); Cr Kevin Trent;
Mr Peter Carden; Ms Shona Zulsdorf
2.2 Staff
Chris Linnell, Chief Executive Officer; Alina Behan, Executive Manager Corporate &
Community Services; Sinead McGuire, Executive Manager Infrastructure & Development
Services; Sophie Fielder, Executive Support and WHS Officer; Anneke Birleson,
Administration & Governance Coordinator; Vanessa Green, Council & Executive Support
Officer
2.3 Apologies
Nil
2.4 Leave of Absence Previously Approved
Nil
2.5 Number of People in the Gallery at Commencement of Meeting
There were zero (0) people in the Gallery at the commencement of the meeting.
3 QUESTIONS FROM PREVIOUS MEETINGS
Nil
4 PUBLIC QUESTION TIME
Public Question Time is conducted in accordance with the Act and Regulations. In addition
to this the Shire’s Local Government (Council Meetings) Local Law 2016 states —
6.7 Other procedures for question time for the public
(1) A member of the public who wishes to ask a question during question time must
identify themselves and register with a Council Officer immediately prior to the
meeting.
(2) A question may be taken on notice by the Council for later response.
(3) When a question is taken on notice the CEO is to ensure that—
(a) aresponse is given to the member of the public in writing; and
(b) asummary of the response is included in the agenda of the next meeting of the
Council.
(4) Where a question relating to a matter in which a relevant person has an interest is
directed to the relevant person, the relevant person is to—
(@) declare that he or she has an interest in the matter; and
(b) allow another person to respond to the question.
(5) Each member of the public with a question is entitled to ask up to 2 questions before
other members of the public will be invited to ask their questions.
(6) Where a member of the public provides written questions then the Presiding Member
may elect for the questions to be responded to as normal business correspondence.
ltem 9.1 Page 4
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(7) The Presiding Member may decide that a public question shall not be responded to
where—

(@) the same or similar question was asked at a previous meeting, a response was
provided and the member of the public is directed to the minutes of the meeting
at which the response was provided,

(b) the member of the public uses public question time to make a statement,
provided that the Presiding Member has taken all reasonable steps to assist the
member of the public to phrase the statement as a question; or

(c) the member of the public asks a question that is offensive or defamatory in
nature, provided that the Presiding Member has taken all reasonable steps to
assist the member of the public to phrase the question in a manner that is not
offensive or defamatory.

(8) A member of the public shall have 2 minutes to submit a question.
(9) The Council, by resolution, may agree to extend public question time.

(10) Where any questions remain unasked at the end of public question time they may be
submitted to the CEO who will reply in writing and include the questions and answers
in the agenda for the next ordinary Council meeting.

(11) Where an answer to a question is given at a meeting, a summary of the question and
the answer is to be included in the minutes.

Public Question Time commenced at 3.06pm.
4.1 Written Questions — Current Agenda

Nil
4.2 Public Question Time

As there was no public in attendance and therefore questions asked, Public Question Time
concluded at 3.06pm.

5 APPLICATIONS FOR LEAVE OF ABSENCE
Nil
6 PRESENTATIONS
Nil
7 CONFIRMATION OF MINUTES OF PREVIOUS MEETINGS

COMMITTEE RECOMMENDATION
Moved: Cr Kevin Trent Seconded: Mr Peter Carden

That the minutes of the Audit and Risk Committee Meeting held on 6 December 2022 be
confirmed as a correct record of proceedings.

CARRIED: 4/0

8 ANNOUNCEMENTS BY PRESIDING MEMBER WITHOUT DISCUSSION

The Shire President welcomed Ms Zulsdorf to her first meeting of the Shire of York’s Audit
& Risk Committee.
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OFFICER'S REPORTS

9.1 ROAD RISK REGISTER

File Number: 4.0466

Author: Sinead McGuire, Executive Manager Infrastructure & Development
Services

Authoriser: Chris Linnell, Chief Executive Officer

Previously before 23 March 2021 (060321)
Council: 22 June 2021 (030621)
28 September 2021 (040921)
23 March 2022 (020322)
13 September 2022 (100922)

Disclosure of Nil
Interest:
Appendices: 1. March 2023 Road Risk Register §

NATURE OF COUNCIL’S ROLE IN THE MATTER

Executive

PURPOSE OF REPORT

This report provides a review of the Road Risk Register (the Register) through regular reporting of
the Register to Council through the Audit and Risk Committee (the Committee).

BACKGROUND

A key element in the Talis Report - ‘Review of Delivery Against Road Design and Construction
Guideline Standards, 2016’ previously presented to Council, referenced road risk management in its
Summary of Findings, as below:

“4. Assessment of Risks to Road Users

The failures to implement appropriate road management practices, particularly given the
shortfall in required funding, has the potential to pose risks to road users associated with the
failure to use detailed design when necessary, appropriate construction methods and a risk
based maintenance strategy to make best use of the available funds. The risks to road users
relate to the potential for increased crashes and increased vehicle operating costs associated
with lower levels of service from the road system.”

Taking on board the Talis comments and previous commitments, Officers developed the Register to
assist in tracking road safety risks.

At its March 2021 meeting Council first considered the Register and resolved in part (060321):
“That Council:

1. Resolve to adopt the “Road Risk Register”, with the understanding that it is a living
document that will be updated on an as needs basis.

2. Endorse the use of the Road Risk Register as a method of informing the budget process
of the importance of road safety projects.

3. Requests the CEO to present the first formal Road Risk Register to the Audit and Risk
Committee in June 2021 and then every six months, commencing with the September
2021 Audit and Risk Committee meeting.”
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Most recently, at its September 2022 meeting Council again considered the Register and resolved
(100922):

“That, with regard to the Minutes and Recommendations of the Audit and Risk Committee
Meeting held on 13 September 2022, Council:

1. Receives the Unconfirmed Minutes of the Audit and Risk Committee (the Committee)
Meeting held on 13 September 2022, as presented in Appendix 1, and adopts the
following recommendations of the Committee:

a. Resolves to receive the Road Risk Register with the understanding that it is a
living document that will be updated on an as needs basis.

b. Notes that Officers will review the current system and provide options for future
reporting.

C. Requests the Chief Executive Officer to present the next review of the Road Risk
Register to the Audit and Risk Committee at its March 2023 Ordinary Meeting.

d. Receives the Shire of York Risk Register Dashboard Report as at 31 August 2022.

e. Notes the progress made to date regarding the actions contained in the Risk
Register and that Officers will review the current system and provide options for
future reporting.

f. Requests the Chief Executive Officer to present the next review of the Risk
Register to the Audit and Risk Committee at its December 2022 Ordinary Meeting.

g. Notes that Expressions of Interest for an external representative to the Audit and
Risk Committee are currently open with a closing date of Friday 30 September
2022.

h.  Notes that all applications received for external membership will be presented to
the Audit and Risk Committee’s December 2022 Meeting for consideration.”

In accordance with point 1c of Council’'s September 2022 resolution, the Register is presented to the
Committee for consideration.

COMMENTS AND DETAILS

As outlined in the September 2022 report, a detailed assessment has been undertaken of the road
and drainage asset classes. To date this includes video capture of the entire road network and visual
inspections of a sample size of drainage assets. This has informed a subsequent assessment of the
roads and drainage condition. This data will advise the Shire’s road and drainage asset management
plans. These asset management plans will identify how roads and drainage assets can optimise
performance, risks and costs. The asset management plans will provide the Shire with a
comprehensive overview of the road and drainage network, identifying risks and associated actions
for the Committee’s consideration and recommendation to Council.

As a result of this review, the Register information and format is expected to be significantly updated,
integrated closely with the new road and drainage asset management plans. Due to the
implementation of the new Enterprise Resource Planning platform, it is timely to undertake a review
of the current risk identification and reporting system. Officers will review the current system and
provide options to the Committee through a Workshop for future reporting.

The current Register is presented in Appendix 1.

OPTIONS
The Committee has the following options:

Option 1: The Committee could recommend to Council that it receives the review of the Register
and its operation and reporting.

Option 2: The Committee could recommend to Council that it not receive the review of the Register.
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Option 3: The Committee could recommend to Council that it not receive the review of the Register
and request the Chief Executive Officer to include additional information (which is to be
identified).

Option 1 is the recommended option.
IMPLICATIONS TO CONSIDER

Consultative

Whilst no formal consultation process has been undertaken in relation to development of the
Register, the feedback and complaints received by the Shire relating to roads has been included in
the Register, and this will continue to occur.

Strategic

Strategic Community Plan 2020-2030

Goal 4: Built for Lifestyle and Resilience

To have a built environment which supports community, economy, and the environment,
respects the past, and creates a resilient future.

Policy Related

G19 Risk Assessment and Management

While a Road Risk Register is not specifically mentioned in the Policy, the Policy principals apply.

Financial

The timely management of road risks will reduce the Shire’s exposure to civil action regarding road
conditions. It will also assist in the forward planning of works to ensure the most efficient use of Shire
resources.

Legal and Statutory

Civil Liabilities Act 2002

Risk Related

If no formal Register is kept there is a risk that road risks will not be enacted on in a timely and
efficient manner.

Workforce

The scope of this report is managed within current operational capacity.

VOTING REQUIREMENTS
Absolute Majority:  No
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COMMITTEE RECOMMENDATION
Moved: Cr Kevin Trent Seconded: Ms Shona Zulsdorf

That, with regard to the Road Risk Register, the Audit and Risk Committee recommend to
Council that it:

1. Resolves to receive the Road Risk Register, as presented in Appendix 1, with the
understanding that it is a living document that will be updated on an as needs basis.

2. Notes that Officers will review the current system and provide options for future
reporting.

3.  Requests the Chief Executive Officer to present the Road and Drainage Asset
Management Plans to the September 2023 Audit and Risk Committee Meeting.

CARRIED: 4/0
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Shire of York Road Risk Register
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9.2 RISK MANAGEMENT UPDATE AS AT 8 FEBRUARY 2023

File Number: 4.4274
Author: Alina Behan, Executive Manager Corporate & Community Services
Authoriser: Chris Linnell, Chief Executive Officer

Previously before 28 June 2022 (020622)
Council: 27 September 2022 (100922)
20 December 2022 (141222)

Disclosure of Nil
Interest:
Appendices: 1. Risk Dashboard and Profiles §

NATURE OF COUNCIL’S ROLE IN THE MATTER

Executive

PURPOSE OF REPORT

This report provides the Audit and Risk Committee (the Committee) with an update regarding
progress on the Shire’s Risk Management.

BACKGROUND

The Shire of York’s Risk Assessment and Management Policy, in conjunction with the Risk
Management Framework, sets out the Shire’s approach to the identification, assessment,
management and monitoring of risks.

Appropriate governance of risk management within the Shire provides:
1. Transparency of decision making
2. Clear identification of the roles and responsibilities of the risk management functions
3. An effective governance structure to support the Risk Management Framework
The Committee’s role and responsibilities include:
1. Regular review of the appropriate and effectiveness of the Risk Management Framework
2. Support Council to provide effective corporate governance
3. Oversight of all matters that relate to the conduct of external audits
4. Must be independent, objective and autonomous in deliberations

It is essential to monitor and review the management of risks as changing circumstances may result
in some risks increasing or decreasing in significance. By regularly reviewing the effectiveness and
efficiency of controls and appropriateness of treatment/action options selected, it can be determined
if the organisation’s resources are being put to the best use possible.

An internal Risk Working Group (RWG) has been formed to enable Officers from across the
organisation to meet regularly and monitor the progress against the Risk Improvement Plan, Risk
Management Framework and Register. Further, the RWG is responsible for implementation of timely
and effective remedial measures to address risk management deficiencies.

This report presents an update of risks identified and addressed across the organisation for
consideration and recommendation to Council. The Committee last considered the Risk
Management Update at its December 2022 meeting which was endorsed by Council at its December
2022 Ordinary Meeting where it resolved (141222):
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“That, with regard to the Minutes and Recommendations of the Audit and Risk Committee
Meeting held on 6 December 2022, Council:

1. Receives the Unconfirmed Minutes of the Audit and Risk Committee (the Committee)
Meeting held on 6 December 2022, as presented in Appendix 1, and adopts the following
recommendations of the Committee:

a. Appoints Applicant 1 as the second external representative of the Audit and Risk
Committee, with the term ending at the October 2023 Local Government Elections.

b. Requests the Chief Executive Officer to notify Applicant 2 of the outcome and thank
them for their interest.

Receives the Shire of York Risk Register Dashboard Report as at 28 November 2022.

Notes the progress made to date regarding the actions contained in the Risk
Register and that Officers will review the current system and provide options for
future reporting.

e. Requests the Chief Executive Officer to present the next review of the Risk Register
to the Audit and Risk Committee at its March 2023 meeting.

f. Adopts the Fraud and Corruption Framework.

g. Requests the Chief Executive Officer to develop a Fraud and Corruption
Management Plan.

2. Authorises the Chief Executive Officer to make any minor typographical and formatting
changes to the Fraud and Corruption Framework prior to publication.”

In accordance with point 1e of Council’'s December 2022 resolution, the Register is presented to the
Committee for consideration.

COMMENTS AND DETAILS

The RWG meets regularly to review and update the risk register and prioritise actions considering
potential organisational opportunities and the adverse effects that could result. The RWG monitors
these risks so that organisational objectives can be achieved considering the Shire’s appetite for
risk.

A comprehensive RWG review of actions was undertaken on 8 February 2023 and the risk
dashboard updated accordingly. The dashboard report details a total of eight-seven (87) actions that
are still in progress or ongoing or are new actions to be completed. The updated Risk Dashboard is
presented in Appendix 1.

Asset Sustainability

The Transport Asset Management Plans have been developed and are ready for presentation to
Council at its May 2023 Ordinary Meeting. The delayed completion of this project has resulted in a
delayed commencement of the Building and Open Space Asset Management Plans. These asset
classes are due for a review of Fair Value in the current financial year. Officers will undertake a
separate procurement for Fair Value to ensure this information can be captured to inform the Annual
Financial Statement for 2022/23.

Compliance

Two (2) Rangers have recently been appointed which has resulted in an immediate improvement in
the Shire’s ability to respond to compliance issues.

Officers have met with WA Country Health Services to agree responsibility for outstanding
compliance actions at the Pioneer Memorial Lodge facility where expectations did not align with the
prepared lease. A Memorandum of Understanding will be completed for both parties’ signature to
document compliance responsibilities.
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Employment Practices

This financial year the Shire’s insurer, LGIS, reduced its coverage under the Employee Assistance
Program (EAP). With stress claims rising across the sector, the Shire has determined to seek an
external provider to support employees where gaps exist. An interim arrangement is now in place
and an RFQ will be released to service future years. Officers are negotiating with LGIS for a return
to full service of the EAP program.

Engagement

Work to develop an Engagement Framework will be influenced by the local government reform
requirements for all local governments to prepare a community and stakeholder engagement charter.
A model charter will be produced to assist local government in the preparation of their own
documents. This will form the base of the Shire of York’s proposed Charter.

The 2022/23 Community Scorecard has now closed, and final results are being tallied ready to be
shared with Council. Information gathered as part of this process will be used to inform the desktop
review of the Strategic Community Plan.

Environment
At its February 2023 Ordinary Meeting, Council resolved (010223):
“That, with regard to the Request for Budget Allocation - Corella Management, Council:

1. Requests the Chief Executive Officer to adjust the 2022/23 budget to a total of $8,000
(being $5,000 to support this initiative and $3,000 for operational response) and allocate
$13,000 in the 2023/24 and 2024/25 budgets for the purpose of Corella management and
advise the Avon Regional Organisation of Councils’ Executive Officer accordingly.”

This will support a regional response to reducing corella numbers by member Shires.
Information Technology

Work has commenced to improve connectivity to the Shire Administration, Depot and Residency
Museum facilities through installation of direct fibre connections.

Misconduct

The Fraud and Corruption Framework was adopted by Council at its December 2022 Ordinary
Meeting, Resolution 141222. A Fraud and Corruption Management Plan is being developed to
support the aims of the Framework.

Safety and Security Practices

Work is being undertaken by an external contractor to conduct audits for Shire facilities to review
compliance and update evacuation plans. Following the completion of this training, new fire wardens
can commence and evacuation drills undertaken mitigating a long-standing Work Health and Safety
risk for the Shire.

Work has been completed to upgrade the entry toggle system to the Shire’s Administration building
following equipment failure. This work was already scheduled for the 2022/23 financial year.

New actions

The RWG continues to monitor the environment for changes that could result in the need for new
actions to mitigate risks to the Shire. There were no new actions identified in this quarter.

Superseded Actions

There are no superseded actions for this period.
Going Forward

Officers have been working with Government Frameworks to transition risk reporting to the new
platform. It is anticipated that the new format will be presented to the Audit and Risk Committee at
its June 2023 meeting.
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OPTIONS
The Committee has the following options:

Option 1. The Committee could recommend that Council requests the Chief Executive Officer to
ensure all issues have been dealt with within a certain timeframe. However, Officers
have focused on those issues that present the highest risk to the Shire for immediate
action within current resources and will continue to work through the remaining issues
on the same basis.

Option 2: The Committee could recommend that Council accepts the Shire of York Risk Register
Dashboard Report as at 8 February 2023

Option 2 is the recommended option.
IMPLICATIONS TO CONSIDER

Consultative

LGIS

RWG

Office of the Auditor General

Strategic
Strategic Community Plan 2020-2030
Goal 5: Strong Leadership and Governance

To have effective and responsive leadership and governance, where a sense of
collective purpose and shared direction combine to work together.

Policy Related

G19 Risk Assessment and Management

Financial

Financial implications of the proposed risk mitigation strategies are presented to Council as they
emerge and inform the annual budget process.

Legal and Statutory

Regulation 17 of the Local Government (Audit) Regulations 1996 is applicable and states:

“17. CEO to review certain systems and procedures

(1) The CEO is to review the appropriateness and effectiveness of a local government’s
systems and procedures in relation to —

(@) risk management; and
(b) internal control; and
(c) legislative compliance.

(2) The review may relate to any or all of the matters referred to in subregulation (1)(a), (b) and
(c), but each of those matters is to be the subject of a review not less than once in every 3
financial years.

(3) The CEO is to report to the audit committee the results of that review.”

Risk Related

The development and regular update of an organisational Risk Register is a risk management tool.
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Workforce

It is proposed that risk mitigation actions are undertaken within current resources. Where additional
resources are required, this will be identified and submitted as part of the annual budget process.
VOTING REQUIREMENTS

Absolute Majority:  No

COMMITTEE RECOMMENDATION
Moved: Mr Peter Carden Seconded: Ms Shona Zulsdorf

That, with regard to the Risk Management Update as at 8 February 2023, the Audit and Risk
Committee recommends that Council:

1. Receives the Shire of York Risk Register Dashboard Report as at 8 February 2023, as
presented in Appendix 1.

2. Notes the progress made to date regarding the actions contained in the Risk Register
and that Officers will review the current system and provide options for future reporting.

3. Requests the Chief Executive Officer to present the next review of the Risk Register to
the Audit and Risk Committee at its June 2023 meeting.

CARRIED: 4/0
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Shire of York
Feb 2023

Asset Sustainability practices

Business & Community disruption

Failure to fulfil
regulatory)

ompliance r

uirements (statuto

Failure or reduction in senvice of infrastructure assats, plant, equipment or machinery. Failure to adequately prepare and respond to events that cause disruption to the local Failure to correctly identify, interpret, assess, respond and communicate laws and regulations as
These include fleet, buildings, roads and playgrounds and all other assets during their lifecycle 'community and / or normal business activities. This could be a natural disaster, weather event, | |a result of an inadequate compliance framework. This includes, new or proposed regulatory and
from procurement to disposal. or an act carmed out by an external party (e.g. sabotage / terrorism). legislative changes, in addition to the fallure to maintain updated internal & public domain legal
[documentation.
Actions Due Date Responsibility Actions Due Date Responsibility Actions Due Date Responsibility
Maintenance and repairs to be documented as part . . . .
of AMP's to be redone Oct-23 EMIDS Staffing - liness, Attraction and Retention Ongoing EMCCs Establish and maintain a nisk register Ongoing EMCCS
Develop asset replacement program for capital _ Ml T Test 1 y M 7 M
equipment and vehicles Apr-23 EMIDS Disaster Recovery Testing &06/2023 EMCCS Review the Risk Register quartedy Ongoing EMCCS
Devel d imol N o ¢ Undertake training for staff that includes refresher
velop and implement asset managemen Jun-23 EMIDS training on policies and procedures including Ongoing EMCCS
procesaes changes fo the Local Govemnment Act.
Review Asset Management Plans and present to Dec-24 EMIDS Review and refrash Compliance Calendar and report Jun-23 EMCCS
Council for noting to AARC '
Prepare Asset Disposal Policy for adoption by Jun-23 AGO Increasing number of dog attacks and compliance Jan-23 psc
Council issues. Ranger absence. Risk to Level of Service “
Prepare designs to repair Mackie Siding Jun-23 EMIDS Bushfire Compliance - WHS Procedures Ongoing EMIDS
DMIRS new requirements for asbestos reporting Ongoing EMIDS
Review building compliance for PML with WACHS Jun-23 DscC

Document Management processes

Failure to adequately capture, store, archive, retrieve, provide or dispese of documentation.

Employment practices

Failure to effectively manage and lead human resources (fulk-time, part-time, casuals,

Failure to maintain effective working relationships with the Community (including local Media),
temporary and volunteers). Stakeholders, Key Private Sector Companies, Government Agencies and / or Elected Members.
This includes activities where communication, feedback or consultation is required and where it
is in the best interests to do so.
Actions DueDate | Responsibily | Actions DueDate | Responsibilily | Actions DueDate | Responsibily |
Prepare project brief for records digitisation and Ensure annual budget allocation to subscribe to . Implement the actions contained in the Disability y
disposal for consideration in 23/24 budget Mar-23 AGC WALGA HR assistance services Ongoing EMCCS |Access and Inclusion Plan 1/06/2023 Al staff
iAuditor App being examined for storage and Implement annual fraining program for staff that
collection of WHS issues to promote ease of use Ongoing ELT includes refresher training on policies and Ongoing EMCCS Develop new Engagement Framework 1/06/2023 EMCCS
and encourage compliance |procedures
|Additional apphications for compliance, WHS etc will Review Workforce Plan - informed gap analysis
dilute the ‘one source of truth’ record keeping Ongeing EMCCS roiect ' gep anay: Jun-23 EMCCS Undertake Community Scorecard 2022/23 1/06/2023 EMCCS
system P
Develop a culture of good record-keeping Dec-23 EMIDS Complete Employee Manual for inclusion in Ongoing ESOHR
employee inductions
Include Employee Assistance Program process in
¥ g st Al M
Develop succession planning strategies Ongoing GC Employse Manusl. Ongoing EMCCS
Training needs identified as part of annual budget Executive &
Ongeing
[process Supervisors

Page 1
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Shire of York
Feb 2023

Inadequate prevention, identification, enforcement and management of environmental issues.

Errors, omissions & delays
or delays in

Errors,

| activities as a result of unintentional erors or failure

Loss of funds, assets, data or unauthorised access, (whether attempted or successful) by

to follow due process including incomplete, inadequate or in advisory activities to | parties, through any means (including electronic).
customers of intermnal staff,
Actions Due Date R ibility Actions Due Date Ri Tbillity Actions Due Date R bty
- . . £ . . ) L i
Identification of new and review of current h_o:lfey Ongoing EMIDS Implement a_.sx_‘aﬁ training program that includes Ongoing EMCCS Review .nnla_cedqre.s and provide refresher training on 1/06/2023 M
stick locations for endangered flora on roadsides refresher training on procurement cash handling
Develop a coordinated approach to disseminaling Document clear infernal processes and systems to
information to new and existing residents re: waste |Ongoing EMIDS Review Procurement Policy and Procedures 1062023 FM report any potential fraud, that include anonymeous | 1/06/2023 EMCCS
and other environmental initiatives reporting (Fraud & Corruption)
| - . )
Conduct a recycling education program once new |, 50 5955 EHO Works delayed by stock items Ongoing EMIDS Investigate cashless operations at the CFC Facility |1/06/2023 EMIDS
waste collection contract is signed.
De.vsmp a strategy fo manage corella control in the Ongeing DSC/EHO Undertake business planning fo develop an asset 1032023 EMIDS Review cyborsecurity sures 1/06/2023 EMCCSFM
Shire of York. register/recording system
Develop and implement procedures for the use of . L .
lop the Int f, ¢ / I
hazardous chemicals to include strategies for 1/06/2023 EMIDS Develap the Infranet fo.r use of staff o cisplay 1/06/2023 AGO Review departmental responsibilties around security 1/06/2023 ELT
current documents and information and assigning tasks appropriately
community consultation
Mapping the customer expectations for works
including action request process and looking for 1/06/2023 EMIDS
improvements

Management of Facilities / Venues / Events

Failure to effectively manage the day to day operations of facilities, venues and / or events.

IT or communication systems and infrastructure

Disruption, financial loss or damage to reputation from a failure of information technology
systems.

Instability, degradation of performance, or other faiure of IT or communication system or
infrastructure causing the inability to continue business activities and provide services to the
community. This may or may not result in IT Disaster Recovery Plans being invoked.

es intended to circumvent the Code of Conduct or activities in excess of
autherity, which circumvent endorsed policies, procedures or delegated authority.

Control

Actions Due Date Responsibility Actions Due Date Responsibility Actions Due Date Responsibility
¥ "
Events Commitiee to undertake deskiop review of Ongoing cPe Jr:eren?en! regular lesting regime for effectiveness Ongoing TP Review stocktaking procedures .‘or.mmor plant and 1062023 M
event management procedures of IT Disaster Recovery Plan equipment, portable and attractive items.
Develop procedures for facility bookings and . y N . . N i .
feocback - avents especialy Ongoing AGC/EMIDS ESO Hot water system leak in sarver room fo be rectified |Ongoing EMIDS Complete Employee Induction Manual Ongoing EMCCS
- : - - - - =
Booking ibrms to include details of Evacuation Plans 1112/2023 EMIDS ESO/AGC Review levels of service with the external IT Ongoing EMCCS Rew?w Deleg-anonmfrhon ly Register fo ensure Ongoing AGC
for all facilities providers details of sub-delegations are accurate
Investigate online bocking system to be integrated y Improve levels of service at Shire outstations (ie A Undertake training for all staff on HR policies and .
into Shire website for community bookings 408/2028 AGC museum, swimming pool, depot, YRCC) 1052023 Ine [procedures [Ongoing EMCECS
Review signage for all venues giving consideration Develop and implement an annual staff training
1 d . PA . , 1
to the Access and Inclusion Audit Ongoing DSC/PMO |program that includes refresher training in HR [Ongoing EMCCS
policies and procedures.
haring of mal h 3 . -
:fj(i;s aring of information wEh teams Ongoing CPC Rewview cash handling procedures for outstations 1/12/2023 FM
R&wg.w of the Events procedures and processes to 1/06/2023 cPe Develop and implement a periodic fraud awareness Ongoing EMCCS
consider cument risks such as terronsm training program for al staff
Declarations of conflict of inferest when staff attend
meetings with contractors where they could [Ongoing EMIDS
infiuence the work.
Rewview of purchasing segregation and delegations
1/06/2023 ELT
after receipt of OAG Management lefer
Ne firry ! f ! h
! ee-_c‘ fo confirm validity of driver licences will 4 nnual EMCES
implicated employees

Page 2
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Shire of York
Feb 2023

Safety and Security practices Supplier / Contract management
Inadequate analysis, design, delfivery and / or status reporting of change initiatives, resulling in Non-compliance with the Work Health and Safety Act, associated regulations and standards. Inadequate 1t of external Cor IT Vendors or Consultants engaged
additional expenses, time delays or scope changes. Itis also the inability to ensure the physical security requirements of staff, contractors and for core operations. This includes issues that arise from the ongoing supply of senices or failures
hasitors. Other considerations are negligence or carelessness. in contract management & monitoring processes.
Actions Due Date Responsibility Actions Due Date Responsibility Actions Due Date Responsibility
Develop and implement procedures around Grants 1/06/2023 EMEMIDS Adopt the WHS Policy and Safety Manuals for steff | 1/06/2023 EMIDS/EMCCS Purchase orders need review fo include .'e.rms‘ans 1/06/2023 M
Management conditions to form a more comprehensive contract
Consider grants management as part of the new Seek exp for non-compliance and provide

1/06/2023 ELT Undertake training in WHS policies Ongoing EMIDS/EMCCS ‘Ongoing ELT

Govemment Frameworks package information on PO before authorisation

Implement the new contractorproject management
procedures and forms and train all refevant staff. 1/06/2023 EMIDS CCTV to be installed at all buildings 1/06/2023 IT/P/GEAM I regular monitoring of ts register  |Ongoing EMIDS
Include this in annual refresher training

TPUaTE & TROTT T TaTTS TOT e POt 10 MCiae

Financial isk in complefing projécts in time fo acquit 1/12/2023 EMIDS new security gates and undertake emergency 1/06/2023 EMIDS Contractor Management Procedures Ongoing EMIDS

against grants

|Access register to be developed and maintained for

Depot Ongoing QAC
MSDS for Depot missing - sheets and register fo be | 062023 EMIDS ESO
updated

Undertake access and alarm upgrades at 10672024 EMIDS
Administration, YRCC and Museum ’ - -
Undertake Emergency Evacuation testing at all 1/12/2023 EMIDS
facilities

Front counter replacement to consider upgraded 1062023 EMIDS
Securnty measures

Mechanism for flagging aggressive customers and 1082023 ELT
[properties

Bushfire volunteer safety inductions and training Ongoing EMIDS ESO
Continue to embed safety praclices and processes 1/06/2023 EMIDS

into project work

Page 3
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Asset Sustainability practices Mar-23

Failure or reduction in service of infrastructure assets, plant, equipment or machinery.
Areas included in the scope are;

Potential causes include;

Skill level & behaviour of operators Unavailability of parts

Lack of trained staff Lack of formal or appropriate scheduling (maintenance /

QOutdated equipment Unexpected breakd

Qutdated Asset Management Plans

Qutdated Asset Management Framework

Absence of Key Asset Documents (Plans etc.)

Qutdated Service Level Agreements

i intai P ftractive i i i
Insufficient budget to maintain or replace assets ‘ortable aftractive items inventory updates not completed Control Assurance
Key Controls Type Date Control Owner ] A Timeli Fraud Comments
Documented

Procurement Process Preventative Mar-23 EMCCS Yes Yes Yes Yes Yes Procuremment review underway
Finance has a disposal (IOCess in place - assal

Disposal /Acquisition Process (Financial) Preventative Mar-23 EMIDS Partial Partial Partial Yes Yes gg%asrﬁl’clw needed. EEDO to pass infoon to

inance

Roads Routine Mai Program Preventati Mar-23 EMIDS Yes Partial Partial Yes Yes

Plant Routine Maintenance Program Preventative Mar-23 WS Yes Partial Yes Yes Yes Plant replacement program baing developed
Mo routine mantenance program however when

Buildings Routine Mai Program Preventative Mar-23 DSC/PMO Partial Partial Yes Yes NI Weiniscaisdsasiopemhol
Building assat

Asset Management Data Collection (RAMS and Finance) Preventative Mar-23 ETO Partial Yes Yes Partial Yes Training needs to be updated

Asset replacement ram (broad range of asset Preventative Mar-23 EMIDS Partial Partial Partial Yes Yes Assel management processes incomplete

Statutory requirements (licencing, etc) in place Preventative Mar-23 TP Yes Yes Yes Yes Yes

|All maintenance and repairs are documented Preventative Mar-23 EMIDS Yes Partial Partial Yes Yes P“gﬂm::ﬂ m?:m‘ 565 action

Reactive maintenance Recovery Mar-23 TS0 Yes Yes Yes Yes Yes m Merienshoo le<io & roporiod 8 0TS

Insurance Recovery Mar-23 TP Partial Yes Yes Partial Yes Claims not always submitted to Payroll Officer

'_guimenl hire available if needed Recovery Mar-23 EMIDS Yes Yes Yes Yes Yes
Training identified as part of annual budget

Training provided and qualifications updated. Preventative Mar-23 EMCCS / FM Yes Partial Yes Partial Partial ocess. Need training regarding procurament and
partable items, Maintenance and repairs

[

[Actions Due Date___|Responsibility Status of Actions Comments

Tranning needs submitted to 2018/20 Budget process Mar-18 EMIDS Complete

Bevelop-annual-training program-forstaf-that includes refresher-training in-procurement Jun-18 EMGGS [+

Review-Asset Manag Plans-and-subrmit-for-ad by-Geuneil Jun-18 ETO C Submitted to June OCM.

Develop and implement procedure for sub i claims Dec-18 P Complete Circulated by Matth

Undertake buiding risk assessments in consultation with LGS Bec-18 BSGASGIPME Comp MNow that asset it plans have been adopted

Formatise-Asset Disposal Process Gomplete EMIDS Not Started Will commence once AMPs received

Develop and implement Insurance Claims Checklist Complete VR Not Started Mot yet commenced, to be undertaken by new Graduate Eng - Asset g as part of their

Open Space Assat Management Plan to be prepared Complete EMIBS Not Started Formal processes not yet commenced

Maintenance and repairs 1o be documented as part of AMP's to be redone Qct-23 EMIDS Comg

Develop asset replacement program for capital equipment and vehicles Apr-23 EMIDS Complete

Develop and implement asset management processes Jun-23 EMIDS In progress Presented to ELT 19 August 2022

|Review Asset Management Plans and present to Council for noting Dec-24 EMIDS In progress Transport Asset g Plan to be presented Council May 2023, Open Space Asset Management

Prepare Asset Disposal Policy for adoption by Council Jun-23 AGO In progress Draft to be presented to AARC 22/23

Prepare designs to repair Mackie Siding Jun-23 EMIDS In progress Designs for dec ission, rep and imp have been undertaken and costed. These

Co uence Cat y Risk Ratings Rating
Consequence: Minor (2)
Financial / Reputational Likefihood: Possible (3)
Overall Risk Ratings: | Moderare
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Business & Community disrup Mar-23

Risk Context
Failure to adequately prepare and respond to events that cause disuption to the local community and / of normal business activiies. This
(could be a natural disaster, weather event, or an act camed out by an extemal party (e g. sabotage / terronsm)
This includes,
-Lack of (or inadequalte) emergency response / busmess continuity plans.
_Lack of training for specific o o response.
-Failure in command and control funclions as a resull of iIncomect initial assessment of unimely awarenass of incident.
165 in el and of fuel loads, curing rates etc
This does nol include disruplions due o IT Systems or mfrastructure related falures - refer "Fanure of IT & communication systems and
infrastucture”
Potential causes include;

| Loss of key staff
JG5 o key iiasinuciure Control Assurance
Key Controls Type Date Rating Control Owner m‘:::::" Completeness | Accuracy Timeliness Fraud Comments
revantatie Mar-23 CESM es =3 os o Yos
Preventalive Mar-23 CESM &5 (-] a5 e Ves
Preventalive Mar-23 EMIDS s e e s Yes.
revantative Mar-23 EMIDS es = (=3 Yos Yes
reventative Mar-23 EMIDS es s (=3 (3 Yes.
Preventalive Mar-23 (113 (i} Partial (] (] Yes [As port of IT Security Plan Needswork |
Intenal Emergency Management Plan (Emergency Management Training %o be undertaken. Equipment now. Changes
Procudures and Evacusiion PIars) Preventative Mar-23 Dsc Partial Partial Partial Partial Yes. o be rw
Generator Recovery Mar-23 EMIDS Mo [ Mo Mo Yes ;mmawufuTMH.
|T. Disaster Recovery Plan Recovery Mar-23 TP Yes Yes Yes Yes oS
| Overall Control Ratings: Adequate |
Actions Due Date Responsibility Status of Actions Comments
Linderioke an Bmegency svacuaton di G F56 Complete Action plan developed and beng im plementad
Devet- anh OGN & BAIsH 65 CORMMRIRY FHarawork Comphaie EMGGS Complete As part of IT Securily Plan
L GComplae e Cormplete Securtty Plan ped. New |T Service Provider engaged
Evrgacie o BRRAP A days e lostiudial b deesion o BRME Cawre BRMPG Complete BRMPC engaged. Plan developed and submitted to Council. Warks in progress.
E— Pty Jun 19 e Complete o recened gphase
ASS00 FIIG L i DUCGORL 0 PURCTase A e @il e EMIS Mot progressed - supsreaded Uai 10 Chanapned in EJDS
| Schadcie st o 1T quy_%wnmmmv Garnplets [ & al I~ b eanaged-by-1T-Rrovid
e Bus ity Fie o Dec-20 EMCCS Complate Gomploted Doc- 2024 prasoniod to-ANRG- Masch-2 2024 and DG Masch 23
L s & ehn il 4 A Fhie-08 3
To ba commenced Hawisan 3 1wk cag BOE
|asnerstor e o ovont-of ar armorgency Suporseded 856
At fehacaieni i LS aRd Serves Lt e Complete L0 Implart saind -«
Reaiiaw +1 Dhsasion Rocovery Plan Camphae (2] To be commenced COVID BCP prepared and adopted - wider BCP completed, Review still required
ekt R Oppsng EMCCS Complete Adpsts in accordance with State Government Mandates
Recrutment and marketing processes under review to prowde attraction. Housing Strategy to be developed to
5 . " support key staff. Flexble Working Palicy to be developed to capture offenngs already in place to demonstrate
Staffing - Winess, Attraction and Retention Ongong EMCCS Ongoing 1o polential employees the value of working al the Shire. Wellness initiatives being included in recruitment
adverticements. Advertising of intemal secondment and higher cubes opporunities.
Latest test conducted 26 August 22 Altus products cannot be tested in the sandpit emaronment. Scheduling
IT Disaster Recovery Testing Aug-23 EMCCS Ongoing further testing in Ive environment. Action reset to 2023 for yearly achion. Focus Metworks contacted re: testing
for Ive sessions. NFA at Feb 23
Consequence Category Risk Ratings Rating
Consoquence: Moderate (3)
Service Interruption / Reputation Likelthood: Likely (4)
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Failure to fulfil Compliance requirements (statuto
Risk Context

Failure to correctly identify, interpret, assess, respond and communicate laws and regulations as a result of an inadequate compliance
ludes (armongst others) the Local Government Act, Planning & Development Act, Health Act, Building Act, Dog Act, Cat Act,

Mar-23

Potential causes include;
Lack of training, awareness and knowledge Lack of Legal Expertise
Staff / Councillor Turnover/Vacancies and General Resourcing o"f;?gf‘;? Officer or person responsible for Compliance
Inadequate record keeping/ failure of corporate electronic Breakdowns in the tender or procur t pracess
systems
ive policies & p Ir ive monitoring of changes to legislation Control Assurance
Key Controls Type Date Control Owner Control A Timedin: Fraud Comments
Documented d L
Compliance framework / calendar Preventative Mar- EMCCS Yes Partial Yes Yes Yes. Presented to Audit Clee 050319
"Advice’ monitoring (subscriptions & berships) Preventative Mar-. CEOQ Yes Yes Yes Yes Yes Annual budget allocabion for memberships
Annual Compliance Return Detective Mar-; EMCCS Yes Yes Yes Yes Yes (Completed on time and with accuracy
Standardised forms & check sheets (Compliance’ Preventative Mar-; AGC Yes Partial Yes Partial Yes On-going process of development
|State Administrative Tribunal / Ombudsman Recovery Mar-, CEOQ Yes Partial Yes Partial Yes Legrskated. Informal process
Record-keeping Preventative Mar- AGC Yes Yes Yes Partial Yes Stake Records Act 2000
:uhﬁ;"j Audit Reg 17 Reviews undertaken by independent Detective Mar-23 EMCCS Partial Yes Yes Yes Yes |nbudget aliocations submitied to budget process
N N . . Group established and meets bi-monthly. OSH
Risk and WHS Working Group Datective Mar-23 Adequate EMCCS Yes Yes Yes Partial Yes working group 1o be
[ Overall Control Ratings: Adequate ]
[Actions Due Date [R ibility Status of Actions c t
Bevelep-a-Complianee Poliey [ u EMGGS C I F‘olicy d d by Council in S ber 2017.
Develop an intemal Control Policy EMCCS c |Policy adopted by Council in September 2017.
Amend-Code-of- Conduchto-require-allege hes-to-be-reported-io-the [= e EMCCS (+] 1 Code of Conduct amended and presented to the Risk & OSH Working Group.
Complete Comphance Calendar Compieie EMCCE On-going Risk training undertaken and register blished with input from staff. Risks identified in previous Reg
Audirens b oribeec e Fasaicat blaoagemen Reviee [= ieie FiW (+] 1 C i lendar established and populated. To be moved to new Attain platf
rchude d of proced a5 a kP for all sial Executive-& Supervisors [ All issues addressed. On-going process of documentation of di
Establish-a H- Working-Group to-Risk-Werking Group Compleie EMIDS To be actioned In 2018/18
Underake ainog for elecied O5H Representatives o) ERDE [ Included in Perfor Review Process undertaken in May.
Fere Siacinre of AARC e i e £ 5 oA Compleie FM On-going Presented quarterly to Audit and Risk Committee
Diewelon a process for intermal audi Sun-18 EMCCS On-going ELT met in August to prepare training program for 22/23. Full program yet to be rolled out due to other
Establish and maintain a risk register Ongoing EMCCS (+] 1 Complete
Review the Risk Register quarterly Ongoing EMCCS To be actioned Training programs are irregular - to be arranged asap.
Undertake training for staff that includes refresher training on policies and procedures Ongoing EMCCS Ongoing Attain software purch d and impl d for | forms such as annual declarations.
Review and refresh Compliance Calendar and report to AARC Jun-23 EMCCS To be actioned MNew LG Act not yet in place. Audit and Risk Committee interim structure to commence following October
Increasing number of dog attacks and compliance issues. Ranger absence. Risk to Level Jan-23 DSC Current Two (2) new Rangers have now been employed which is resulting in a an external change in perception
Bushfire Compliance - WHS Procedures Ongoing EMIDS Ongoing Compliance with WHS Act for volunteers. Stage one training and recording completed by end
DMIRS new requi 1ts for asbestos r i Ongoing EMIDS To be actioned Develop an awareness of new ding and reporting requir for both staff and contr s (waste
Review building compliance for PML with WACHS Jun-23 DSC mew Meeting was held with WACHS in February to determine liability for compliance items. This will be
[
Con ence Category Risk Ratings Rating
Reputation, Compliance Ci Moderate (3)
L Uniikely {2)
[ Overall Risk Ratings: Moderate
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Document Management processes

Risk Context
Failure to adequately caplure, store, archive, retrieve, provide or dispose of documentation.
This includes:
-Contact lists.
-Procedural documents, personnel files, complaints.
1S, prop: or
-Contracts.
-Forms or requests.
Potential causes include;
Incompatible systems ‘Outdated record keeping practices
Inadequate access and / or security levels Lack of system/application knowledge
Inadequate Storage facilities (including climate control) High workloads and time pressures
High Staff turnover Standard Operating Policies not followed Control Assurance
Key Controls Type Date Control Owner Gt 1T Fraud Comments
Documented e

Document receipt process (scanned, registered & dated) Preventative ov-22 RO Yes Yes Yes Yes Yes Clear process implemented
Documentation archival process Preventative Nov-22 AGC Yes Yes Partial Yes Yes [Part of record keeping plan
Records Management Policy / Processes / Manual Preventative Nov-22 AGC Yes Yes Partial Yes Yes Have commenced working on procedures
Records g Policy / P / Manual Preventative MNov-22 RO Yes Yes Partial Yes Yes ::.::!;n s mene) t plan being
Document disaster recovery plan Recovery Nov-22 TP /RO Yes Yes Yes Yes Yes
Electronic records back up Recovery Nov-22 IT/P Yes Yes Yes Yes Yes

ion Process includes records management training Pre i Nov-22 RO Yes Yes Yes Yes Yes
Policy review processe Pr i Nov-22
Exit process Pr i Nov-22 IT/RO

owracant e [ BRG]
Actions Due Date Responsibility Status of Actions Comments
. . . Records training undertaken for general staff. Administrator training undertaken using SynergySoft.
fi Supersedad AGL
[More-waining For-otaff-on-records-ogi-orioring-i-rocording On-going MNew employees are now inducted in records training eg: entering & recording.
Diaverop anpual tainng program for stafl ihat includes refresher traning on recods Jun-18 EMCCS Complete
Underake rairsng for reconds. Complate AGC Ongoi as part of annual training refreshers. FOI & Records Info Session conducted Decer 2019,
Davelop R Manag gic Plan Complete AGC Complete Completed February 2020
3 4 n wed o~
AJIFEsS the nead fof IMoFe PrOCedures 1o ensure stalf accouniability Complate AGC Complete E;c(:r::dp;taﬂ oct and regularly. OS records reports distributed monthly to
. Included in all inductions. Annual return requirement to acknowledge compliance. Annual refresher
¥ s #GS In progress training. Additional staffing identified for records to assist other departments.
ivestigate sofiware options for records digibisaton and disposak Complete AGC Ongoeing Workforce Management Plan
Update the Records Keeping + Ma Plar Gomplete AGC Completed Record keeping software to be purchased in 22/23 that captures social media records
Prepare project brief for records digitisation and disposal for deration in 23/24 Mar-23 AGC pleted Further i ion may be required based on ELT priorities and budget i
iAuditor App being examined for storage and collection of WHS issues to promote ease Dec-23 EMIDS C P Aiming for D OCM
e 1 - - [ i il di D i g i i il
Additional applications for compliance, WHS etc will dilute the ‘one source of truth Ongaing AGC To be actioned De\ayﬂd'due to key staff long service leave and change in AGC. Will be completed for 23/24 budget
record keeping system preparation
Develop a culture of good record-keeping Ongoing ELT In progress Investigating how this can be linked with the records system
Regular reminders through training. Check compatibility with new software and engage records team as
Develop succession planning strategies Ongoing EMCCS Ongoing a stakeholder in decision making
Consequence Categ Risk Ratings Rllng
jory !
Likelihood: Possible (3)
Compliance / Reputation
Overall Risk Ratings: | Moderate
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plo = pra 2

Risk Context

Falure to effectively manage and lead human resources (full-time, part-ime, casuals, lemporary and volunteers).

This includes:

- Mot having appropriately qualified or expenenced people in the right roles

- Insufficient staff numbers lo achieve objectives.

- Breaching employee regulations.

- Dhscrimination, harassment & bullying in the workplace

- Poor employee wellbaing (causing stress).

- Key parson dependencies without effective succession planning in place.

- Industnal activity.

Potential causes include;

L failures perf o pr

Key / singhe-parson dependencies Limited staff avalabiity - labour market conditions

Poor intemal communicabions / relationships Inadequate induction practices

Inaffective Human Resources policies, procedures and practices | Inconsistent application of policies Control Assurance

Key Controls Type Date. Rating Control Owner S Completeness |  Aceuracy Timeliness. Fraud Comments.

Induction ess (iIncluding Code of Conduct Component Preveniative EMCCS Yes Yes Yes Yes Yes

Staff training and education program Preventative EMCCS Yes Partial Yes Yes Yes

Performance Man ent asals / reviews Preventative EMCCS Yes Yes Yes Yes Yes

Staff Exit process Preventative EMCCS Partial Partal Partial No Mo

Workforce Planning Praveniative EMCCS Yes Yos Yes Yes Yes

Employee Assistance Program & HR support Recovery EMCCS Yes Yes Yes Yes Yes

Robust Recrutment Processes Preveniative EMCCS Yes Yes Yes Yes Yes

Adwvice and Support Available for General HR Matters Preventative / Recovery| EMCCS Yes Yas Yes Yes Yes Communication and training

Overall Control Ratings: | Adequate |

Actions Due Date Responsibility Status of Actions Comments

A e e e R e ) Dec 7 Eotibis Under Review neéuchion cl st mp) nual com| review s manual is @
LGIS have imited their EAP service. A temporary serice has been put in place while a formal process for the delivery of this

Pack

o Rerfrmance Management: Procaes Gagang EMces i Progress senvice can becompiotied. EMCCS neg with LGIS to have the full senice relumed
As part of annual budget process, RO's requested to identify raining needs within each business area for nclusion in budget. Not

Upstate Lindomm Pokcy wih consderation o O5H Complate MG Ongoing all RO's responded in the first year. Performance appraisal process also includes discussion regarding training needs.

[E—— Pelicy fos stall consubation Gomplete EMIDSIOSH Complete (Chocklst creatad for oulgog staff

s " o) [ nd implemented ovided wilh 1 idered with Integrated P id
Develop-and-impi ’ PR plets ENG Complete ;loc hnu:'l;\d ace and implemen RO pri raining. A new process fo be consi wi ol lanning an:
H P J e el R s Ongeing 2022123 Budgel includes allocation for subscnplion. WALGA HR senvices used
dated G . o Draft training program developad for 22/23. To be rolled out in 2023. Staff traiming for managing difficult customers, suicide
v - plete ESGHR nd awareness priontised due to cument climate

Lipmiaier E e i ol i 14 bt Complete icy updaltad to address safety matters in consultabon wi orking Group

Workforce Plan last adopted April 2017 - Gap analysis has informed organisabonal realignment which is year one of new
) . workforce plan. Policy 09 Equal o] and Plan was adopted by Counci December

Ensure annual budget allocation to subscribe to WALGA HR assistance services Ongoing EMCCS In Progress 22 Resclution 131222, Review of the Worklorce Plan was set as a KP! for the ANEMCCS however no progress was made. Targel

resel 1o May 2023 due to pressure of ongoing audit, stalf absences and recruitment. This work will now be outsourced
annual raining program for stafl thal includes refresher ranng on poicies and

e Ongoing EMCCS Complete

Review Workforce Plan - informed gap analysis project Jun-23 EMCCS Complete

Complete Employes Manual for inclusion in employee inductions Ongaing ESO/HR Complete

Include Employee Assistance Program process in Empioyee Manual Ongaing EMCCS Complete Al new induction requirements are included in Induction forms and processes.

Training needs identified as part of annual budget process Ongaing Expculive & Supenisors Complete To be adopted by ELT

‘Consequence Category Risk Ratings Rating
Consequence: Moderate (3)
‘Compliance, Health, Reputational, Financial
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Engagement practices

Risk Context
Failure to maintain effective working with the Cy ing local Media), . Ky Private Sector
‘Companies, Govemment Agencies and / or Elected Members. This includes activities where , feadback or Kation 15
required and where it is in the bast mterasts o do so.
For examphe;
“Following up on any access & incusion 1ssuas
-Infrastructure Projects
-Local planning initiatives
-Strategic planming nhalives
This does nol include whereby Ci have nof been met for standard service Provisions such as
Community Events, Libvary Services and / or Bus/Transport servicas.
Eotential causes include;
Ri with groups Short lead times lack of planning
Leadership mattention to current issuas. MEscommuncation / poor communication

of Inadequate Regional or District Committee attendance.
Lack of clarity around roles and responsibiities | |
Budget / funding issues Inadequate nvolvemnent with, or support of community groups Control Assurance

Key Controls Type Date Rating Contral Owner Mc" Z ] Completeness Accuracy Timeliness Fraud Comments
:nrks! ) - y forums & Praventative Jun-23 CEQ Yes Yas. Yas Yes Yes Framework and palicy adopted by Council
Social media managemant Praventative Mar-23 CEQ Yes Yes Yes Yas Yas
Support local Volunteer groups Preventative Mar-23 CEDO Yos Partial Yes Partial Yes ::?:aimsi Eruf,"‘;;m;“'mi o s con n:. mE _:"":,:m’_’m

Tlocal T
f‘,unlrunlb[ ‘communicabions (public notices / local papers / website Prev ve Mar-23 CEO Yeos Yes. Yes Yes Yes
|/ massage boards
Complaints management process Recovery Mar-23 AGC Yes Yes Yes Yes Yes z:b;::gm bvm a.:;’m"m "
'Community involvement in decision making Preventative Mar-23 EMG Yes Yes Yes Yes Yes FB promotion / Community matiers
el b nd clear around P Jun-23 ELT
(Customer Service Charter Preventative Mar-23 AGC Yos Yas. Yes Yes Yes FB Promation
Overall Control Ratings:
Actions Due Date Responsibility Status of Actions. Comments
E b i - saberb el e F FB page Gomplate GEO Complete Market Creations engaged to manage FB and Instagram accounts. Allocabion in 2018/19 budgat
[eIe i e by fo s el ol Adkshali Complete Media I i Email Ci Ci and Ei Plans for i projects.
b i i b i FHR e - B Ak statt Tobe regisier Ci ints Policy reviewed and adopted Oclober 2016
WWerk with 8 Vokinleos = SHPOI volinteer o CCSLCE E‘lopmtswmnedtumwf‘?ﬁudgﬂmmloruhuerI'W\-"N tobe set upin York. Not considered a pnonty ot this stage. YRCC Progect
PP - ae Complete Officer will assist clubs.
EY— PO i+
[Omsuiop- Annel buini PrOERm e shats ik el ng seiraeher-Faining o foe- Jun-30 EMGCS /GEDO Complete Incorporated inlo training with Marg Hemsley in March 2019
Develop Stalement of Bushess Eihes dasp-16 EMGGS C le D as part of the P Review and uploaded to website
E Progross ropart-on-actiont to-gate-Tor 2020/ budger Complote =) In progress Customer Service Area - all purchases compisted
b e Hmpbds ey espgets Eldis In progress Onginal project iming incorrect - Survey n June 21 with final report to Councl in
Implement the actions contained in the Disatwity Access and Inclusion Plan Jun-23 Al statf In progress [Acthions continuing. Front counter and CBD Accessibdity Upgrades scheduled for 22/23/24
Develop new Engagemeni Framework Jun-23 In progress Mew engagement requirements under the Local Government Act are being investigated
Undertake Community Scorecard 2022/23 Jun-23 In progress Survey is now complete and results being collated
Consequence Category Risk Ratings Rating
Reputation Consequence: Minor (2)
Likelihood: Unlikely (2}
overa ik Raunge | ]
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Risk Context

il and of ssues.

The scope includes;

-Lack of adequate planning and managament of erosion issues.

-Failure to identify and effectively manage contaminated sites (including groundwater usage).
Waste faciibes (landfill / transfer stations)

-Weed & mosquito / Vector confrol

-Ineffective management of water sources (reciaimed, potable)

-legal dumping.

-llegal clearing / land use.

Potential causes include;
of landfil sites Inadequate reporting / oversight frameworks
Lack of understanding / knowledge (Commurity apathy
Inadequate local laws / planning schemes Differing land tenure (land occupancy of ownership conditions)
Lack of understanding of cultural requirements for landowners
Pralific extractive industry (sand, hmesione, etc.) (Competing land use (growing population ¥vs conservation) Control Assurance
Key Controls Type Date ‘Control Owner o [Contml 1 Completeness |  Accuracy Timeliness Fraud Comments.
Praventative Mar-23 EHO No Yes Yos Partial Informsal but not documanted
Sodial media promatiors Community matiersHew
Commurity education & engagement e.g. schools / new home- . home cwner packs avaitable bt not well know
oviner packs Preventative Mar.23 EHO No No No L Have 3 pack for home builders. Coordirsied
approach needed.
Support volunteer environment management groups Preventative Mar-23 EMIDS No Partial Partial Partial Yes Moy be a lack of awarensss due to lack of education
Environmental monitorng, testing and inspechion programs Preventaive Mar-23 EHO Yes Yes Yes Yes Yos

Conrolled by Waste Transfer Staion management
|t heusehalds are encouraged 1 ise their
[Encourage recycling efforts (glass, al, battenes, eic ) Recovery Mar.23 Adequate TSO Yes. Yes Yos Yes Yas recycling bin. Mobile Muster for drop offs alsc at
Shire cffice. As part of Waste management
leontracr™r? Garage sale trail

[Have amended Ermironmentsl Flanning 100l baining

Cleaning permits for road works obtained Preventative Mar.23 Adequate DA No Partial Yes Yes Yes [through WALGA. Have yet to comglete a deskiop
ito management am Preventalve Mar-23 EHO No Yes No No Yos [Mosquito spraying underaksn as required
IRAP Workng to inform education of landowners Preventative Mar-23 [Nt a holistic approsch
Standpipe waler use education and regulation Preventative Mar-23 FO Rates & Deblors. s Yes Yos Yes Yos
Actions Due Date Responsibility Status of Actions Comments
D e e e e T R e LRt DAD
L e e P eeataet) EhG
b Db B i 3R 4B o b i Lkt b e i i Feetia 3 ol EbG
- ~ Onge (Contract EHO to wder ind formulate progr:
b e P RERRRE [F oass b Containers ik Lhange sia (R EMIDS oing Eact s I plac. Gonsier opfons and fom am
. ~ar " . Re| ed by Council at Feb 23 OCM to commit current and
e R prog address bird droppnas-in-CB Gomplete EHOEMIDS Ongoing Foaor P! ""dmglm‘ Kivbin

s CORREAC L B e ke praen Sk Lamnfiala EHO Not started Mo evidence of this work commencng
identificabon of New and review of current hockey SCk JoCalions for endanger ed Nora o Ongang EMIDS

Ongoing [Sireet sweeping 15 n pace, supporied with adusIments to staring

lhours and noise control. Pigeon excreta remains an issue where it is

Develop & coordinated approach to dsseminating information 10 new and existing residents - able to accumulate in large quantities an buildings. Specialist
re: waste and other environmental intiafives Ongang EMIDS contractors are: being engaged 1o conduct removal with regulations.

net dissimilar to the process for asbestos removal. Confractor
[coming early Sept

Conduct a recycling education program once new waste collection contract is signed Jun-23 EHO Ongoing [Reactive measures in place supported by budget for 22123, This wil
continue into future years.
Ongoi Identfication of locations of endangered flor: plete however thi

Develop a strateqy 1o manage corella contrel in the Shire of York Ongoing DSC/EHO "“ nceds to be reconcied with st Fockey stick kocations "
[Develop and implement procedures for the use of hazardous chemicals o include Jun23 EMIDS Ongoing

sirategies for community consultation

Consequence Category Risk Ratings I Rating
T T 7T
Likelihood: | Possible (3)

Environment, Reputation, Financial
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Errors, omissions & delays

Risk Context
Errors, omissions or delays in operational activities as a result of unintentional errors or failure to follow due process including incomplete,
inad! orir ies in advisory activities to c or internal staff.
Examples include;
-Incorrect planning, development, building, community safety and Emergency Management advice
-Incorrect health or environmental advice
-l i or from Customer Senvice Staff
-Any advice that is not 1t with legi q of local laws.
-Human error
-Inaccurate recording, maintenance, testing or reconciliation of data
-Inaccurate data being used for management decision-making and reporting.
-Delays in senvice to customers
This excludes process failures caused by i g L P p - refer ‘Inadeg D nt M
Processes”.
Potential causes include;
Human errer Incorrect information
Inadequate formal procedures or training Misce ication
Lack of trained staff Work pressure / stress
U P s from ity, council or management Health issues.
Lack of discoverable information
Poor use of check sheets / FAQ's Lack of understanding Control Assurance
Key Controls Type Date | Rating Control Owner 5 ::;::L 4 | Some " Fraud Comments
Procurement Policy Preventalive Mar-23 Adequate EMCCS Yes Yes Yes. Partial Yes Need review based on OAG feedback
Training for staff with purchasing authority Praventative Mar-23 EMCCS Yes Yes Yes. Yes Yes RFQ Training to be conducted
Documented procedures / monitoring Preventative Mar-23 Adequare Al staff Partial Partial Yes Yes Yas Procedures in the process of being documented
Staff training program (mentoring, formal & on-the-job) Preventative Mar-23 Adequare EMG Yes Yes Yes Yes Yes 1:8-‘"‘_‘::: ;:::5 ientified and included in Staff
Documented information sheets / website information / FAQ's to . i
. Aar- FACY i Web
assist cust service staff in providing advice o custo Preventalive Mar-23 Adeguare AGC Yes Partial Yes. Yes Yes s cumrently in process. site review.
External consultants such as legal, human resources, heritage Preventative Mar-23 EMG Yes Yes Yes Yes Yes
. = Policy ad Procedures f of
Complaints resolution process Recovery Mar-23 EMCCS Yes Yes Yes Yes Yes m‘:"c::::ms :;w“'a;“;“ e "'“f::::"
Customer Management System Preventative Mar-23 EMIDS Lots of different approaches
Customer Senice Charter Preventative Mar-23 EMCCS Yes Yes Yes Yes Yes (Charter adopted by Council
Review and monitoring of ding correspondence Preventative Mar-23 Ad EMG Yes Partial Yes Partial Yes 05 records distributed monthly
Centralised information systems which allows the discovery and use
of the most up to date information
Overall Control Ratings: Adequate
Actions Due Date Responsibility Status of Actions Comments
Review-R Pelioy- i i . T i P i
y-HO-SRSUe-© G —probity ping- c Policy was reviewed, amended and adopted by Council in September 2017. RFQ and RFT documents have|
i and ol contract © Emees Complete been amended to include reference to varations.
EMCCS and FM met with individual business units to provide further training and answer questions regarding
. . procurement,
;:’o:de _funbp:g:q:ng to-staff-with purchasing authoriy-to-enfore the need-to-adhere to- Gomplete EMCGS Complete Officers authorising payments now check for non-cempliance with Policy and send an email memo to the
¢ responsible officer noting non-compliance.
Mogcre Stephens noted significant improvement during 2017/18 Interim Audit.

. L Managers and supenvisors are asked to complete a Training Request Template as part of the annual budget
identfy specific staff raining needs for indusion in the annual budget process Complete EMG Complete process which inc rate training n identiied during perf 1t process.
inchide-an-allocation-in-the-annual budgetio-provide for extemnal c EMG Complete Allocations for legal advice, WALGA subscription senices, heritage advice and consultants for specific
advice. plete P projects where required are included in the annual budget
F jise-the pi TorEM B i ding w Complete RO Complete Report provided to EMG monthly for review and action.
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Provide i H staff hng the Cust ice Gh i ik i Email memo to all staff with customer service charter attached. Customer Service Charter also sent out with
g G
frames-for-response. Complete Ace Complete 2018/19 rates noices.

Develop isational templates in-relation-to-p t

L Complete EMCCS In progress
| R d-ps findings-and he-Audit
. . Complete EMCCS In progress
Procurement Manual Complete EMCCS Complete
Feview intenm Audit Management Letter and implement recommendatons made Gomplete EMG Complete
Fevew Fnal Audi Manag Lener and ions made Complate FM Complete
Rieview e Audit Marao Letter and-imph fimehne to-add it Complet M Complete
Develop improvemment plan based on findings of FMIR and Auda Reg 17 Revews Complete FM Complete
Implement a staff training program that includes refresher training on proc Ongoing EMCCS In progress

i |Review needed to clearly detail treatment and recording of conflicts of interest in procurement processes
Reiew P Policy and Jun-23 FM I progress and to review the level of delegations and controls. Awatting outcome of OAG findings
Identify items in advance that may have impact upon critical path
'Works delayed by stock items Ongeing EMIDS In progress * Y e P
:ly:::'ake business planning to develop an asset register/recording Mar23 EMIDS In progress To be completed as part of the 23/24 budget preparation
Develop the Intranet for use of staff to display current documents and information Jun-23 AGO In progress
Mapping the customer expectations for works including action request process and looking for
improvements Jun-23 EMIDS In progress
Consequence Category Risk Ratings Rating
Consequence: Minor (2)
Reputation / Compliance Likelihood: Possible (3
Overall Risk Ratings: | Moderate
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External theft & fraud (Including Cyber)

Risk Context
Loss of funds, assets, data or unauthorised access, (whether attempted or successful) by external parties, through any means (including
electronic).
For the purposes of;
-Fraud: benefit or gain by deceit
-Malicious Damage: hacking, deleting, breaking or reducing the integrity or performance of systems:
-Thedt: stealing of data, assets or information
Potential causes include;
Inadequate security of equipment / supplies / cash provision for p
Robbery Lack of Supervision
Scam Invoices Collusion with internal staff
Gyber crime Lack of clarity around roles and responsibilities Control Assurance
Control
Key Controls Type Date Control Owner Decumented | CoMP y il Fraud Comments.
Admin Bullding Security access controis (alarms, CCTV, keypad access) Preventative Mar-23 e Yes Yes Yes Yes Partial Froject to replace in 22/23
JCCTV for Rec Centre and Stadium. Policy for
Other Building Security access controls (alarms, CCTV, keypad access) Preventative Mar-23 TSO Partial Yes Yes Yes Yes. [CCTV access / disposal. Re-keying of buldings
needed
Security gate installed with intercom system.
Depot Buikding Security access controls Preventative Mar-23 DAD Yes Partial Partial Yes Partial Security cameras need 1o be installed at the gate.
Risk lies in theft of plant and tools.
Equipment storage security access conltrols Preventative Mar-23 DAD Partial Partial Partial Partial Partial Procedure need to be developed
IT Security Framework (passwords / security prolocols / records access) Preventative Mar-23 mP Yes Yes Yes Yes Yes
(Cash handling processes Preventative Mar-23 M Yes Yes Yes Yes Yes Procedures reviewsd
CCTV Palicy: storage, dis and access Preventative Mar-23
[Function: review of roles and ses 1o security components Preventative Mar-23
[ Overall Control Ratings:
Actions Due Date Status of Actions Comments
::?;fﬂ $15,000-for Depok-upgrade to improve security-and-acGess-as-part of fikd-year-bidgel Gomplete On-going Funds requested as part of 2018/19 Budget process for elecirc gate to be Installed at Depot
el i (acig S0aes s Wes willh user kesrified fooes Complete TiE Complete All staff issued with new toggles and PIN changed for Admin building.
Uikdate regisier of toaghe howdess for Adiie Bariding Compleie VR Complete Updated.
Wpate register-of-users-for-aneess-to-ether bulkhings Compleie T80
f s IT Security Plan drafted and presented to Risk and OSH Werking Group for feedback. Reconfiguration of
i - Fraronerk Gomplete Frt Contplati firewalls, internet access, virus control undertaken
st coditonal GOTY a0 o & =) [ e i CCTV cameras installed over cash handling areas.
Document cash handhig a0 procediunes for al areas and i) W Complete Fi Comp Cash handiing and procedures and i
st Seciity gate St DU HKE GOCUTENE RGeS =18 DAG Complete
Update registers of users, key."to&ie holders including access to depat Ongoing IT/P OAD m To be ducted annualy - OAD - Ongoing daily basis is updated as required
Develop anag smplkerent procerkies fof use of EFTPOS at Musews Commplete HPLMG Complete
Dievelig ik | [ i oF Yimh Dobans: Convipete AGG York Dollars discontinued in 22/23
Dievelop txish bovBing procechres for Gontaes Deposi Site Complete Fi Complete
install Bghting-and-securly-at-Ol-Recreation-Centre ) EMIDS Complete in 2019/20 budget doors 1o be investigated but the external lighting to the back stair was comp
[Review procedures and provide refresher training on cash handiing Jun-23 FM ‘Ongoing Other priorities in training and finance have pushed delivery of this item back
[Document clear internal processes and systems to report any potential fraud, that include . . 1 N y N
anonymous 1 ing (Fraud & Corruption) Jun-23 EMCCS In Progress from OAG this work with LGIS Fraud and Corruption Management Plan
Investigale cashless operations at the CFC Facility Jun-23 EMIDS In Progress. In accordance with the arginal contract
" . e LGIS member survey has identified vulnerabilities that were reviewed with the Shire’s external IT provider in
Review cybersecurity measures Jun-23 EMCCSIFM In Progress NowDec, Providet 1o be 1090 further audit
[Review deg ESpC flities around security and assigning tasks appropriately Jun-23 ELT In Progress Initial meeting held with all parties
Consequence Category Risk Ratings Rating
Conseguence: Moderate (3)
Financial / Property Likelihood: Likely {4)
Overall Risk Ratings: | High
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Management of Facilities / Venues / Events Mar
Risk Context
Failure to effectively manage the day to day operations of facilties, venues and / or events.
This includes;
-Inadequate procedures in place to manage quality or availability.
-Poor crowd control
-Ineffective signage
-Booking lssues
-Stressful interactions with hirers / users (financial issues or not adnering to rules of use of facility)
-Inadequate oversight or provision of peripheral senvices (e.g.. cleaning / maintenance)
Potential causes include;
Double bookil Traffic congestion or vehicies blocking entry or exit
llegal / excessive alcohol consumption Insufficient time between bookings for cleaning or maintenance
Bond poorly Difficulty accessing facilities / venues.
Falsifying hiring agreements (alcohol on site / lower deposit) Failed safety / chemical / health requirements.
nadegm:ewersigﬂ of provision of peripheral senices (e.g. I oor service from contractors (such as catering o ng)
g/ mair )
Terrorism
Control Assurance
Key Controls Type Date Rating Control Owner D:::::‘hﬁ Completeness Accuracy Timeliness Fraud Comments.
Event management procedures and monitoring Preventative Mar-23 EEDO Yes Yes Yes Yes Yes ore events. oCCIATing. Improvements Lo increase
Inspection, maintenance and cleaning schedules Preventative Mar-23 Adequate EHO / venue managers Partial Yes Yes Yes Partial
Facility / Venug booking system (including bonds) Preventative Mar-23 Adequate AGC Yes Yes Partia Yes Yes o e
Fenue booking it pi and i Preventalive Mar-23 uate AGC Yes Yes Partial Yes Partial
Events package given 1o hirer (information sheets, events
|questionnaire / procedures / checklist) Preventalive Mar-23 EEDO Yes Yes Yes Yes Yes
Insurance certificate of currency checked Preventalive Mar-23 AGC Yes Yes Yes Yes Yes
Feedback from community and users of faciities Recovery Mar-23 AGC Yes Yes Yes Yes Yes Debriefings and forms provided
MOUSs in place for on-gaing users Preventative Mar-23 YRCCPO Partial No Partial o Yes Regular users of the Town Hall / Stadium
[ Overall Control Ratings: | Adequate |
fctone [oueate [Responsioiy Status of Actions T
Staft-trangrequl th of book | Complete | s mplete Training undertaken
|Symergy Booking Modkile curesily being updated. | Complele | AGG Comy Updated
Events Commitiee established and review of current procedures undertaken. Internal checklist developed to assist each
Review department with operationa controls required. To include RAP findings. Roles and responsibility definition. Review to include role
of contracior induction in bookings.
Procedures in place and being tested. Feed back is provided in the booking hire form for users to complete. Also through
Review debriefs with the Events Coordinator following an event. ion sheet to be around and contractor
induction
[Soca 765 and Signage 1o be Jspiay 3 SHire faciiios ORaong. DSC [Complete State of Emergency revoked
A6 PR COVID- 1 Raiing feene Ongoing EHO |Complete
L ks-review-and- s b SRR (K Camplete EEDO [ Events policy review and guk adopted by Council ing of events still in progress
COWID- 18 Saftety Plans 1o be prepared for Sive venues § e RS A |T¢eed updating Events booking now cover safety induction. E ation plan updates being sought.
Events Committee to L take deskiop review of event management procedures Ongoing CPC In Progress RFQ has been prepared for release to market
Develop procedures for facility Dookings and Teedback - events especialy. Ongoing AGC/EMIDS ESO Complete |
Booking forms to include details of Evacuation Plans for all facilities Dec-23 EMIDS ESOVAGC In Progress Mot p museun has not been done. Review and update of all facilities to be included as part of condition
Investigate online bodking syslem lo be integrated into Shire website for community Jun-23 AGC 'Ongoing Request to be again to ia for staff
Review signage for all venues giving consideration to the Access and Inclusion Audit Ongoing DSC/PMO In Progress
YRCC sharing of ion with teams re: bookings Ongoing CPC
ﬁevuew of the Events procedures and processes to consider current risks such as Jun-23 CPC
Consequence Category Risk Ratings Rating
Ci | Minor (2)
R ion Likelihood: Unlikely (2)
Overall Risk Ratings: [ koW ]
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IT or communication systems and infrastructure

!

Disruption, financial loss or damage o from a failure of

technology systems.

A of . of other failure of IT of commumication system of infrastructure causing the inability to continue
business activities and provide services to the community.  This may or may not result in IT Disaster Recovery Plans being nvoked

Examples include failures or disruptions caused by

-Hardware of software

-Networks.

-Failures of IT Vendors

This also includes where poor governance results in the breakdown of IT maintenance such as;
-Configuration management

-Performance monitoring

This does not include new system implementations - refer Inadequate Project / Change Management”

Potential causes include;

'Waeather impacts Mon-renewal of icences

Power outage on site or at service provider Proce

Inadequata IT incident, prablem management & Disaster Recovery

Out-dated, mefficient o unsupported hardware or software Lack of process and training

Software [Equipment purchases witheut input from IT department
batween aling systems Vulnerability to user error
Poor service from exemal IT providers Control Assurance
Control
Type Date Control Owner | Documents Wm‘u 4 Accuracy | Timeliness Fraud Comments
d
Preveniative Mar-23 mP Yes Yes Yes Partial Yes [Within budget consiraints
Detective Mar-23 P Yes Yes Yes Yos Yos
Preveniative Mar-23 me Yes Yes Yes Yes Yes
Recovery Mar-23 mP Partial Yes Yes Partial Yes UPS needs i be updated
Recovery Mar-23 TP Yes Yes Yes es Yes
Preventative Mar-23
Overal Control Ratings: | Adequate
Actions Due Date Responsibility Status of Actions Comments
Deveop-a-i-Sactrny- - DisasiarRec Flasa idies # ik IT Secunty Plan drafted and presented to Risk and OSH Working Group for feedback.
! Mar18 [ fi=] Complete
replacement of mirastiuciure Reconfiguration of firewalls, mternet access, virus control 3
o A PR A Changad-Faulaiy =18 e Complete A new process has been documented to ensure passwords are changed regularly.
v T v .‘ z T
"“ 5 e -aproc . AT} e Complete The server structure has been reconfigured and levels of access introduced
s e ch i Bits i b ] ¥ [ e Mar-23 Ve Complete Focus Networks an: as new 1T su (T
Investigals and implement IFaNSIon to New COmMUICANons provider Mar-23 /P, Complete
Aspanas pstabaion of LR TROS fackies 4 e Museum ] rets In Progress. Works commenced o provide fibre connections fo Admmnistration, Museum and Depot
Rty bt 0 Groass 1 Syieddy and anpamens changss ok PG
Mg sk e ok Haset-lo ndadial lices. Complate (7] GComplete
R prp— " Complats- ] Complete
. " ; Can be accessed by anyone with a master key Conduct nsk assessment 1o see whether
A et e et ot LR e e Commplate (aeie] Ongeing meesuras ars suitabla
Implemant reqular testing regime for effectiveness of IT Disaster Recovery Plan Ongoing P Complets s s [ECEREENE EOSRESLR)
Last Disaster Recovery testing session conducted 26 August 2022, Altus products unable to
Hol water system |eak in server room 1o be rectified Ongoing EMIDS ongoing be tested in the sandpil environment. Further testing to be schaduled as these need to be
conducted in the live environment
) Has been done. Redundant services still 1o be removed. Consider this as part of the nisk
Review lavals of service with the extemal IT providers Ongoing EMCCS Ongoing assassment for the . o all defocts
. . Contractor management meetings held with IT Vision to work to improve senvice_Alternative
as alions s ¢ YRCC) un-2: m N
Improve levels of sendce al Shire oulstalions (ie museum, swimming pool, depot, YRCC) Jun-23 P In Progress pecwidars for support being sought
RISK RAUTHE AT
Consequence: Moderate (3)
Service disruption Likelihood: Possible (3)
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Misconduct

Intentional activities intended to circumvent the Code of Conduct or activities in excess of authority, which circumvent endorsed
policies, procedures or delegated authority.
This would include instances of:
-Relevant authorisations not obtained.
-Distributing confidential information.
A i i and/ or li without correct authority to do so.
-Misrepresenting data in reports.
-Theft by an employee
-Inappropriate use of plant, equipment or machinery
-Inappropriate use of social media.
-Inappropriate behaviour at work.
-Purposeful sabotage
This does not include instances where it was not an intentional breach - refer Ermrors, Omissions or Delays.
Potential causes include;
Inadequate training of code of conduct \ induction Greed, gambling or sense of entitlement
‘Changing of job roles and functions/authorities Collusion between internal & extemnal parties
Delegated authority process inadequately implemented Password sharing
Lack of intemal checks Low level of Supervisor or Management oversight
Covering up poor work performance Believe theyll get away with it
Poor enforcement of policies and procedures Undue influence from Manager / Councillor
Information leaked to Tenderers during the Tender process Poor work culture
Insubordination By-passing established administrative procedures
Disgruntled employees Sharing of confidential information Control Assurance
Key Controls Type Date Rating Control Owner EEA] A Fraud Comments
Documented -/
Delegated authority framework Preventative Noy-22 EMCCS Yes Yes Yes Yes Yes |Review based upon 0AG
IT Security Framework Preventative Nov-22 Adequate me Yes Partial Yes Yes Yes
‘Cash handling procedures Preventative Nov-22 FM Yes Yes Yas Yes Partial [CCTV Installed over cash handiing areas
Staff on-boarding / induction program (Code of Conduct) Preventative Nov-22 EMCCS Yes Partial Yes Yes Yes ::";"‘ml asmnssl 1 bo Waeliud el roiting
External Audits Preventative Nov-22 EMCCS Yes Yes Yes Yes Yes
|Request Tor posce clearances. prcr 1o confimation of
Paolice clearances Preventative Nov-22 ESOCCS Yes Yes Yes Yes Yes ﬂgmﬁ;’:‘fﬂ;ﬂﬁﬁm Ma:e
required
Annual drivers licence checks Preventative Now-22 ESOCCS Yes Yes Yes Yes Yes Lndertaken July 2017, annual declaraton asks for
(Induction for all staff regarding Code of Conduct
Strong management culture (Zero tolerance for misconduct) Preventative Nov-22 CEOQ Yes Yes Yes Yes Yes ;ﬁ;’”éﬂ;‘:’"gﬁm@ f"mm :‘::“ Policy,
and in person at stalf meetings.
Social Media policy Preventative Nov-22 CEQ Yes Yes Yes Yes Yes FB and Instagram sites launched December 2017
Segregation of duties (Financial) Preventative Nov-22 FM Partial Partial Partial Partial Partial [Review following OAG feedback
| oot i | |
[Aclinns Due Date Responsibility Status of Actions Comments
Develop an 1T Secuslty Framewark Jan-i8 e Ongoing g::‘:;;\gzw. Definitive training to be incorporated with Payroll officer. Part A and B to be
Reviow-and-documentcash g-procedures-for . To be completed for Council Adoption in December every year. Last conducted OCM Dec 2021
plementation-at all-Shire o ions-and-admi Jun-18 . Ongoing Resolution 051221
. . Reviewed and adopted by Council November 2017 OCM. The server structure has been reconfigured
Develop and implement a procedure for discipiining employees dun-18 EMGES Complete and levels of access introduced. Passwords are changed regularly. Firewalls installed.
Naualan and imnlamant a nencadue far ariouanca racalutinn dun iR FMCCS Complete Cash handlinn nmeadures develonad and imnlemantad  COTV rameras installad at all cash handline
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yoars. Srgoing EMEEs Complete Approved April 2018 following consultation and distributed to all staff.
Review user a00ess-to-SynergySoft Comp HREMG Complet: \pp April 2018 following consultation and distributed to all staff.
Review stocktaking procedures for minor plant and equipment, portable and attractive Jun-23 FM Ongoi Marg Hemsley from LG People to undertook training on 6 March 2018. To be included in annual
Comp Employee Induction Manual Ongoing EMCCS In Progress Incomplete. Work has recc d on this.
Review Delegation Authority Register to ensure details of sub-delegations are accurate Ongoing AGC In Progress Cash handling refresher updated planned for Containers for Change, Visitor Centre, Pool and
Undertake training for all staff on HR policies and procedures Ongoing EMCCS Comg
Develop and implement an annual staff training program that " . . .
includes refresher training in HR policies and procedures Ongoing EMCCS Ongoing Review being conducted currently. Delayed due to unexpected leave of responsible officer
Rewview cash handling procedures for outstations Dec-23 FM Complete qud and Corruption Framework adopted by Council at its December 22 OCM Resolution 141222
Develop and implement a periodic fraud awareness training program for all staff Ongoing EMCCS Not started | To be scheduled for 2023 as part of HR Leadership Training
Declarations of conflict of interest when staff attend meetings with contractors where COngoing EMIDS In Progress This needs to be worksh d to see how it can implemented at the Shire.
Review of purchasing segregation and delegations after receipt of OAG M. nent Jun-23 ELT In Progress EMCCS to meet with Mundaring to review their practices as r ded by OAG. Solutions will also
Need to confirm validity of driver licences with implicated employees Annual EMCCS Ongoin | Officers to review whether Altus Payroll can record and issue notices for annual review. Currently this
Consequence Category Risk Rati Rating
Consequence: Minor (2)
Reputation / Finance Likelihood: Possible (3)
Overall Risk Ratings:|  Moderate
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Project / Change management

Risk Context
Inadequate analysis, design, delivery and / or status reporting of change initiatives, ing in additional time delays or
scope changes.
This includes:
-Inad change 1t fr rk to and monitor change activities.
-Inadequate understanding of the impact of project change on the business.
-Failures in the transition of projects into standard operations.
-Failure to implement new systems
-Inadequate handover process
This does not include new plant & equi purch, Refer "Inady Asset Sustainabilty Practices”
Potential causes include;
Lack of communication and consultation Excessive growth (too many projects)
Lack of investment Inadequate monitoring and review
Failures of project Vendors/Contractors Geographic or transpon difficulties sourcing equipment / materials
External consultants underguoting on costs Lack of project methodology knowledge and i qui its
Ineffecti it of (scope creep) Project risks not managed effectively
Inadequate project planning (resources/budget) Control Assurance
Control
Key Controls Type Date Rating Control Owner Doe tod Y T Fraud Comments
Project Management Methodology Preventative Mar-23 Adequare EMIDS Yes Yes Yes Yes Yes
Status reporting and moniloring program Preventative varzs | EMIDS Partial Yes Partial Partial Yes |Procurement Review lobe undertaken
Stakeholder engagement policy and framework Preventative Mar-23 Adequate CEO Yes Yes Yes Yes Yes ::‘gf;;m;: E:mgsgc: 2441‘0?16
Council submission process (including Risk) Preventative Mar-23 Adequate EMCCS Yes Partial Yes Yes Yos g e s
Post-project debriefs Preventative Mar-23 EMIDS Noe Partial Partial Partial Partial Informal only
Risk assessments are conducted before and during projects Preventative Mar-23 EMIDS Yes Partial Yes Partial No Procurement Review
Project Management Teams Preventative Jan-00 Adequate EMIDS e P oducalion on process and
Overall Control Ratings: | Adequate |

Actions Due Date Responsibility Status of Actions Comments
Preject Planning Template-(including risk s developed and i o Fep-18 EMDS Complete Risk tables distributed to all staff. Agenda writing P where of the agenda
T m— - - - - - — -

:_;saﬁ ;awng garding nek imp tor n Mar-18 EMCCS Complete Project management training provided to relevant staff.
ag eporis.
Conduct Project I Traning 07 relevant siaff Jun-18 Relevant staff In progress Project plan developed. To be distributed to all staff.
Project plans-including milestones reportingstakehoider Project management training provided to relevant staff.
engagement, fisk assessment and formal debriefs are Jun-18 Relevant staff Complete
documented-for-projects
Underiake sialf waing o inchide amendiments 1o Procks emend

" Complete
Podicy arnd inew P Marial Bee-10 EMGSE Pl
INGOFDOFate review of Qranis regisier ko quarery FACH processes Super seded Fi Incomplete I_Rev'lew existing and incorporate into project procedures
Review Prowect M I and davelop checkh [= k EMIDS New |Examine the new Government Frameworks ERP to include grant management and reporting similar to
Develop and implement procedures around Grants Management Jun-23 FMEMIDS Incomplete This process has not been conducted. New process to be developed for regular review as the FACR
Consider grants gement as part of the new Government Frameworks package Jun-23 ELT c EMIDS has produced 1t suite of information and has provided to the OAG as per
Implement the new contractor/project management procedures and forms and train all Jun-23 EMIDS In Progress |Training has been conducted with all relevant staff. Refresher training to be scheduled in 23/24
Financial risk in completing projects in lime to acquit against grants Dec-23 EMIDS In progress |Project spreadsheet captures grant spending and reports in a dashboard to highlight risk. Will be rolled out
Consequence Category Risk Ratings Rating
Ci q Minor (2)
Financial / Reputational / Health Likelihood: Possile (3)
Overall Risk Ratings: | Moderate
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Safety and Security practices Mar-23

Risk Context
Non-compliance with the Work Health and Safety Act, associated regulations and standards.
It is also the inability to ensure the physical security requirements of staff, contractors and visitors. Other considerations are
negligence or carelessness.
Potential causes include;
Lack of appropriate PPE / equipment Inadequate signage, bamiers or other exclusion techniques
Inadequate first aid supplies or trained first aiders Poor storage and use of dangerous goods
Inadequate security protection measures in place for buildings, |Ineffective / inadequate testing, sampling or other health-related
depots and other places of work requirements
|Inadequate or unsafe modifications to plant & equipment Lack of mandate and commi t from senior management
Inadequate policy, frameworks, systems and structure to Inadequate organisational Emergency Management requirements
prevent the injury of visitors, staff, contractors and/or tenants.  |(evacuation diagrams, drills, wardens etc.).
Inadequate supenvision, training or mentoring of staff Slow or inadequate response to notifications from public Control Assurance
|_ Key Controls Type Date Rating comrolowner | o0 | compieteness | Accuracy | Tmeliness Fraud Comments
:2:::2? Securily access conircls (alams, CCTV, keypad Preventative Mar-23 Adequate P Yes Yes Yes Yes Partial
WHS Management Framework Preventative Mar-2 DsSC Partial Partial Partial Partial jongoing
Contractor site inductions Preventative Mar-; EMIDS Partial Yes Yes Yes
Staff site inductions Pri il Mar-2 EMIDS Yes Yes Yes Yes
Drug and alcohol policy Preventative Mar-23 EMCCS Yes Partial Partial Partial Yes
|[Employee Assistance Program Pre i Mar-23 EMCCS Yes Partial Partial Yes Yes Communication
Hazardous Substance and Dangerous Goods registers Preventative Mar-23 DAC Partial Partial Partial Partial Yes
Health and W i g program Pri i Mar-23 EMCCS Partial Yes Yes Yes Yes Through LGIS. Awareness
Inudsm rsqwter J/incident reporting procedures Preventative Mar-23 DSC Yes Yes Yes Yes Yes longoing as incident’s happen
_grams onal Emergency Management Plan and evacuation Preventative Mar-23 psc Yes Partial Partial Yes Yes longoing at the moment
Purchasing policies and procedures consider safety issues Preventative Mar-23 EMCCS Yes Yes Partial Partial Yes E::,':i:';it: order e tobe ennanced 1o
Regular documented safety inspections. Pre i Mar-23 DSC Yes Yes Yes Partial Yes Undertaken n January 2019

afe work practices (Safe Work Method Statements) Preventative Mar-23 Wws Partial Partial Partial Yes Yes
Toolbox meetings Preventative Mar-23 WS Yes Yes Yes Yes Yes
Trained first aiders Pri i Mar-23 ESOCCS Yes Yes Yes Yes Yes
Retum to work programs Recovery Mar-23 TP Partial No No Partial Partial
Es[ablish WHS Committee Pre i Mar-23 DsC
Embed safety procedures and policies into project Preventative Mar-23
management framework
Defib training Preventative Mar-23 Adequate Training, process
[ Overall Control Ratings: | Adequate |
Actions Due Date Responsibility Status of Actions Comments
Estabdish pi ures in haison with LGIS for EAP Jan-18 EMCGCS Comyj Support provided on a case by case basis. Employees are r to the service when required
Update d Subst and-Dang Goods Register Mar-18 BAO Complete
Diawaiop fon the anp 1o of e Ak;ehol & Oitber Drugs Pohcy Complete EMCCS/ OSH Incomplete Minor CCTV instalments have occurred. Shire to develop a strategy for use to understand the desired
Davelop and implenent a Giisvance. Bulying and b 2 Jun-18 EMCCS Comy Approved April 2018 following consultation and distributed to all staff.
Undeitake training in HR policies Superseded EMCCS Complete Amalg d with later training item
lrnpl the i of the Emergency Exerciss report Jun-18 150 Closed Now out of date. Replaced by regular audits and emergency evacuation item below.

4 Y Pl | 1 s of "c"l-Audul— Complete T80 In Progress. ‘Work being undertaken by contractor currently
Raview Safely Wardans at mnstatmns and-provide-lraining Ongoing ESO EMIDS Ongoing Sign in board for staff and visitor log for others - ongoing as the document is live
Seek-guoles RCCand-G d | Complete IT/R/RM In Progress [Being completed along with evacuation training
Upda%a proceduie 10 eflact LGIS ieqguiameits o lus gmund attendance Dac-22 EMIDS ESO Complete New project in place to replace existing hardware.
[ LIS op prvaie vekiol i i ] Dec-22 EMIDS ESO In Progress. Update to reference new legislation. Safety inductions updated and rolled out for all staff. New

Adopt the WHS Policy and Safety Manuals for staff Jun-23 EMIDS/EMCCS Ongoing A training schedule is being prepared for 2022/23 to capture all of our training needs including HR
Undertake training in WHS policies Ongoing EMIDS/EMCCS Complete To be replaced by regular inspections. Hazards will be captured on register. Contact Worksafe to see
CCTV to be installed at all buildings Jun-23 IT/P/IGEAM Complete Policy adopted 18/09/17 Procedures in place. Two random tests conducted to date.
Update Evacuation Plans for the Depot to include new security gates and undertake Jun-23 EMIDS In progress MSDS file has been located but sheets need updating.
Access register to be developed and maintained for Depot Ongoing OAO In progress Budget allocation made for 22/23. Toggle entry access upgraded to Administration building. Other
MSDS for Depot missing - sheets and register to be updated Jun-23 EMIDS ESO In progress Still a risk. Key positions are being filled before Evacuation testing can occur at all facilities.
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Undertake access and alarm upgrades at Administration, YRCC and Museum Jun-24 EMIDS In progress To be considered as part of the refurbishment project
Undertake Emergency Evacuation lesting at all facililies Dec-23 EMIDS in progress Nl FpnmisPhgivpiha J o i P
Front counter replacement to consider upgraded security measures Jun-23 EMIDS In progress
Mechanism for flagging aggressive customers and properties Jun-23 ELT Complete
Bushfire volunieer safety inductions and training Ongoing EMIDS ESO [Complete
Continue to embed safety practices and processes into project work Jun-23 EMIDS [Ongoi
Consequence Category Risk Ratings Rating Note: This list is exhaustive of all WHS actions as further items are reported through the WHS Working Group
Consequence: Moderate (3)
Health Likelihood: Possible (3)
Overall Risk Ratings: | Moderate
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Supplier / Contract management

Inadh of external Suppliers, Contractors, IT Vendors or Consultants engaged for core operations. This includes
issues that arise from the ongoing supply of services or failures in contract management & monitoring processes.
This also includes:
+ Concentration issues (contracts awarded to one supplier)
+ Vendor sustainability
Potential causes include;
Insufficient funding Inadequate contract management practices
Complexity and quantity of work Ineffective monitoring of deliverables
Suppliers not willing to provide quotes Limited availability of suppliers
Inadequate tendering process. Lack of planning and clarity of requirements
Contracts not renewed on time Historical contracts remaining Control Assurance
Control | . ~ ES—
Key Controls Type Date Rating Control Owner o= y Fraud Comments
Procurement Policy in place and implementexd
Strict procurement [ tender processes Preventative Mar-23 Adequate EMCCS Yes Yes Yes Partial Yes Tender documentation using WALGA templales
Procurement Review
Contract management and review program Preventative Mar-23 EMIDS Partial Partial Yes Yes Yes Procurement Review
Regular supplier / contractor review meetings Preventative Mar-23 EMIDS Yes Yes Partial Yes Partial As required. Mo formal process.
Legal advice (to confirm correct drafting of documentation and
to prevent unknowingly accepting liability of the ¢ or Pr i Mar-23 EMIDS Yes Yes Yes Yes Yes WALGA templates are used
other parties)
Contractor Online Induction Preventative Mar-23 next week
Contract/Project M; t Process Pri tati Mar-23
Overall Control Ratings: Adequate

Actions Due Date Responsibility Status of Actions Comments
Adjusl_ Purshase Order Form 10 provide space for detalls of Sep-i7 M Complete EMCCS and FM have with each unit to answer questions and clarify the
quetations-sowght procurement process.

itk indivi i 1 ide 2 Completed last year, All officers trained in new Altus procurement and refresher. Add 1o training roster,
et wiih ondmd.uaé- business units 1o provide further s aimng on 17 EMGCS Annual pl ¥ L P ing
DFOGUFEERT DORGY
Review Delegation DES-1-to-remove delegation-not-to-invite 17 EMCCS ongoing Authorising officers seek information from purchasing officers. Delegation removed by Council at
tenders November 2017 OCM
Establish-a register of contracts. Complate EMIDS Complete
Prowside COMEaeIon induciion i g Complate 150 Ongoing 'ﬁegisla! established. Contract dates being reviewed. Quotations sought for building services. Formal
Develop B Ethi Complate EMCCS Complete Adopted by Council 29 July 2018. Available to public on Shire Webpage
Drevelon andd wipiesnent a process Jor proge i o o Shire Complate EMIDS Ongoing This practice has been embedded now. Non-c g is reduced by the new Altus Procurement
Implement procedures-for-online-contractor-industions Complete TS0 [ DamstralVelpic system rolled out 1o all contractors who attend Shire premises and is followed dup with
Purchase orders need review to include terms and conditions to form a more Jun-23 FM Compl: Contract register ¢ lete and in use
Seek explanations for non-compliance and provide information on PO before Ongaing ELT {s] To I with it pr |
Implement regular menitoring of contracts register Ongoing EMIDS Ongoing EMIDS has produced contractor suite of infc ion and has provided to the OAG as per
Contractor Management Procedures Ongoing EMIDS In Progress ﬁefsmn:e material available. Workshop to be undertaken to ascertain draft. Lawyer to complete T&Cs

Consequence Category Risk Ratings Rating
C
g ate (3)
Service interruption, Financial ==
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9.3 COMPLIANCE AUDIT RETURN 2022

File Number: 4.4175
Author: Vanessa Green, Council & Executive Support Officer
Authoriser: Chris Linnell, Chief Executive Officer

Previously before Not Applicable

Council:

Disclosure of Nil

Interest:

Appendices: 1. Compliance Audit Return §

NATURE OF COUNCIL’S ROLE IN THE MATTER
Legislative

PURPOSE OF REPORT

This report presents the Compliance Audit Return (CAR) 2022 for the Audit and Risk Committee’s
(the Committee) consideration and recommendation to Council.

BACKGROUND

Western Australian local governments are required to complete a CAR annually and submit it to the
Department of Local Government, Sport and Cultural Industries (DLGSC) in accordance with the
requirements of the Local Government (Audit) Regulations 1996, in relation to activities undertaken
by the local authority in the preceding calendar year.

The CAR is a checklist of a local government’s compliance with the requirements of the Local
Government Act 1995 (the Act) and its Regulations. The 2022 CAR content focuses on areas
considered high risk. It examines whether the Council has complied with each action listed on the
return under the following activities:

1. Commercial Enterprises (five (5) audit questions)

Delegation of Power (thirteen (13) audit questions)
Disclosure of Interest (twenty-one (21) audit questions)
Disposal of Property (two (2) audit questions)

Elections (three (3) audit questions)

Finance (seven (7) audit questions)

Integrated Planning and Reporting (three (3) audit questions)

Local Government Employees (five (5) audit questions)

© © N o o bk D

Official Conduct (four (4) audit questions)
10. Optional Questions (nine (9) audit questions)
11. Tenders (twenty-two (22) audit questions)

The audit questions are specific in nature and require a yes/no/NA response. Officers have provided
further comment where appropriate.

The CAR covers the period 1 January 2022 to 31 December 2022 and is presented in Appendix 1.
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COMMENTS AND DETAILS

The completed 2022 CAR is required to be:
1. Presented for review by the Committee before being presented for consideration and

adoption by Council

2. Returned to the DLGSC with a copy of the relevant Committee and Council Minutes by 31

March 2023

The CAR has been undertaken as an internal audit, sourcing evidence of compliance through the
Shire’s record keeping systems and where required, through additional information held within

respective sections of the organisation.

A summary of areas reviewed as part of the 2022 CAR is provided below:

Audit Focus

Comment

Commercial Enterprises

No major trading activities were undertaken during the
reporting period

Delegation of Power

No areas of non-compliance were identified

Disclosure of Interest

No areas of non-compliance were identified

Disposal of Property

No areas of nhon-compliance were identified

Elections

No elections were held during the reporting period

Finance

The Office of the Auditor General was not able to provide a
copy of the financial/auditors report by 31 December 2022

Integrated Planning and Reporting

The Committee will note the comment in relation to the vote
via Absolute Majority

Local Government Employees

No areas of non-compliance were identified

Official Conduct

No areas of non-compliance were identified

Optional Questions

The Committee will note the comment in relation to
consolidated versions of the Shire’s Local Laws

Tenders

No areas of non-compliance were identified

OPTIONS

The Committee has the following options:

Option 1. The Committee could choose not to recommend acceptance of the CAR and request
changes be made to the document prior to submission. Noting that the CAR is required
to be presented to the Committee and Council prior to submission to the DLGSC by 31

March 2023.
Option 2:

The Committee could choose to recommend Council accept the CAR and submit it to

the DLGSC by 31 March 2023.

Option 2 is the recommended option.

IMPLICATIONS TO CONSIDER

Consultative
Executive Leadership Team

Other Officers as required

Strategic

Strategic Community Plan 2020-2030
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Goal 5: Strong Leadership and Governance

To have effective and responsive leadership and governance, where a sense of
collective purpose and shared direction combine to work together.

Policy Related

G19 Risk Assessment and Management
G20 Legislative Compliance

06 Internal Controls

Financial

Nil

Legal and Statutory
Regulations 14 and 15 of the Local Government (Audit) Regulations 1996 are applicable and state:
“14. Compliance audits by local governments

(1) A local government is to carry out a compliance audit for the period 1 January to
31 December in each year.

(2) After carrying out a compliance audit the local government is to prepare a compliance audit
return in a form approved by the Minister.

(3A) The local government’s audit committee is to review the compliance audit return and is to
report to the council the results of that review.

(3) After the audit committee has reported to the council under subregulation (3A), the
compliance audit return is to be —

(a) presented to the council at a meeting of the council; and
(b) adopted by the council; and
(c) recorded in the minutes of the meeting at which it is adopted.

15. Certified copy of compliance audit return and other documents to be given to
Departmental CEO

(1) After the compliance audit return has been presented to the council in accordance with
regulation 14(3) a certified copy of the return together with —

(a) a copy of the relevant section of the minutes referred to in regulation 14(3)(c); and
(b) any additional information explaining or qualifying the compliance audit,

is to be submitted to the Departmental CEO by 31 March next following the period to which
the return relates.

(2) In this regulation —
certified in relation to a compliance audit return means signed by —
(a) the mayor or president; and
(b) the CEO.”

Risk Related

The requirement to lodge an adopted CAR with the DLGSC is a legislative requirement. Failure to
do so exposes Council to significant risk. This report and its appendices mitigate this risk.

Workforce

The CAR has been completed in-house within existing resources.
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VOTING REQUIREMENTS
Absolute Majority:  No

At 3:56 pm, Cr Denis Warnick entered the meeting.

COMMITTEE RECOMMENDATION
Moved: Cr Kevin Trent Seconded: Mr Peter Carden

That, with regard to the Compliance Audit Return 2022, the Audit and Risk Committee
recommends that Council:

1. Resolves to adopt the completed 2022 Compliance Audit Return, as presented in
Appendix 1, for certification by the Shire President and the Chief Executive Officer
in accordance with Regulation 15(2) of the Local Government (Audit) Regulations
1996.

2.  Requests the Chief Executive Officer to submit the 2022 Compliance Audit Return
to the Departmental CEO of the Department of Local Government, Sport and Cultural
Industries prior to 31 March 2023 in accordance with Regulation 15(1) of the Local
Government (Audit) Regulations 1996.

CARRIED: 5/0
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3/16/23, 8:27 AM Compliance Audit Retum Form - Starter Portal

Home (/) /' Compliance Audit Return (/CAR/) | Compliance Audit Return Form

Compliance Audit Return Form

Start «

Details +

Commercial Enterprises v
Delegation
Disclosure of Interest
Disposal of Property +
Elections +

Finance +

IPR «

Employees

Conduct

Other «

Tenders

Documents «

Review

Finalise

Print

Details

Local Government

York, Shire of

Created By

Vanessa Green

Year of Return

2022

https://car digsc wa.gov.awCAR/CAR-Edit/ ?id=754 5aff7 -60c1-ed11-a8 1b-002 24895b8 2b&stepid=93afe69e-6d74-ed11-81ab-00224 892bd4b 1124
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3/16/23, 8:27 AM Compliance Audit Retum Form - Starter Portal
Status

Draft

Commercial Enterprises by Local
Governments

1. Has the local government prepared a business plan for each major trading undertaking that was not exempt in
20227 *

N/A
Add comments

Please enter comments *

No major trading activities were undertaken during the reporting period

2. Has the local government prepared a business plan for each major land transaction that was not exempt in 20227 *

N/A

Add comments

Please enter comments *

No major land transactions were undertaken during the reporting period

3. Has the local government prepared a business plan before entering into each land transaction that was preparatory
to entry into a major land transaction in 20227 *

N/A

Add comments

4. Has the local government complied with public notice and publishing requirements for each proposal to commence
a major trading undertaking or enter into a major land transaction or a land transaction that is preparatory to a major
land transaction for 20227 *

MN/A

Add comments

https://car digsc wa.gov.awCAR/CAR-Edit/ ?id=754 5aff7 -60c1-ed11-a8 1b-002 24895b8 2b&stepid=93afe69e-6d74-ed11-81ab-00224 892bd4b 2/24
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3/16/23, 8:27 AM Compliance Audit Retum Form - Starter Portal

5. During 2022, did the council resolve to proceed with each major land transaction or trading undertaking by
absolute majority? *

N/A

Add comments

Delegation of Power/Duty

1. Were all delegations to committees resolved by absolute majority? *

N/A

Add comments
Please enter comments *

No Committee has delegated authority

2. Were all delegations to committees in writing? *

N/A

Add comments

Please enter comments *

No Committee has delegated authority

3. Were all delegations to committees within the limits specified in section 5.17 of the Local Government Act 19957 *

N/A

Add comments
Please enter comments *

No Committee has delegated authority

4. Were all delegations to committees recorded in a register of delegations? *

N/A

Add comments

https://car digsc wa.gov.awCAR/CAR-Edit/ ?id=754 5aff7 -60c1-ed11-a8 1b-002 24895b8 2b&stepid=93afe69e-6d74-ed11-81ab-00224 892bd4b 3/24
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3/16/23, 8:27 AM Compliance Audit Retum Form - Starter Portal
Please enter comments *

No Committee has delegated authority

5. Has council reviewed delegations to its committees in the 2021/2022 financial year? *

N/A

Add comments

Please enter comments *

No Committee has delegated authority

6. Did the powers and duties delegated to the CEO exclude those listed in section 5.43 of the Local Government Act
19952 *

Yes

Add comments

7. Were all delegations to the CEO resolved by an absolute majority? *

Yes

Add comments

8. Were all delegations to the CEOQ in writing? *

Yes

Add comments
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9. Were all delegations by the CEO to any employee in writing? *

Yes

Add comments

10. Were all decisions by the Council to amend or revoke a delegation made by absolute majority? *

Yes

Add comments

11. Has the CEO kept a register of all delegations made under Division 4 of the Local Government Act 1995 to the CEO
and to employees? *

Yes

Add comments

12. Were all delegations made under Division 4 of the Act reviewed by the delegator at least once during the 2020/2021
financial year? *

Yes

Add comments

Please enter comments *

Delegations reviewed December 2021 Item SY157-12/21 Resolution 051221

13. Did all persons exercising a delegated power or duty under the Local Government Act 1995 keep, on all occasions,
a written record in accordance with Local Government (Administration) Regulations 1996 regulation 19? *

Yes

Add comments
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Disclosure of Interest

1. Where a council member disclosed an interest in a matter and did not have participation approval under sections
5.68 or 5.69 of the Local Government Act 1995, did the council member ensure that they did not remain present to
participate in discussion or decision making relating to the matter? *

Yes

Add comments

2. Were all decisions regarding participation approval, including the extent of participation allowed and, where
relevant, the information required by the Local Government (Administration) Regulations 1996 regulation 21A,
recorded in the minutes of the relevant council or committee meeting? *

N/A

Add comments
Please enter comments *

Council were not required to approve a participation request

3. Were disclosures under sections 5.65, 5.70 or 5.71A(3) of the Local Government Act 1995 recorded in the minutes of
the meeting at which the disclosures were made? *

Yes

Add comments

4. Was a primary return in the prescribed form lodged by all relevant persons within three months of their start day? *

Yes

Add comments
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5. Was an annual return in the prescribed form lodged by all relevant persons by 31 August 20227 *

Yes

Add comments

6. On receipt of a primary or annual return, did the CEO, or the mayor/president, give written acknowledgment of
having received the return? *

Yes

Add comments

7. Did the CEO keep a register of financial interests which contained the returns lodged under sections 5.75 and 5.76
of the Local Government Act 19957 *

Yes

Add comments

8. Did the CEO keep a register of financial interests which contained a record of disclosures made under sections
5.65, 5.70, 5.71 and 5.71A of the Local Government Act 1995, in the form prescribed in the Local Government
(Administration) Regulations 1996, regulation 28?7 *

Yes

Add comments
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9. When a person ceased to be a person required to lodge a return under sections 5.75 and 5.76 of the Local
Government Act 1995, did the CEO remove from the register all returns relating to that person? *

Yes

Add comments

10. Have all returns removed from the register in accordance with section 5.88(3) of the Local Government Act 1995
been kept for a period of at least five years after the person who lodged the return(s) ceased to be a person required
to lodge a return? *

Yes

Add comments

11. Did the CEO keep a register of gifts which contained a record of disclosures made under sections 5.87A and 5.87B
of the Local Government Act 1995, in the form prescribed in the Local Government (Administration) Regulations 1996,
regulation 28A7 *

Yes

Add comments

12. Did the CEO publish an up-to-date version of the gift register on the local government’'s website? *

Yes

Add comments

Please enter comments *

https://www.york.wa.gov.au/gift-and-travel-register.aspx

13. When people cease to be a person who is required to make a disclosure under section 5.87A or 5.87B of the Local
Government Act 1995, did the CEO remove from the register all records relating to those people? *

N/A

Add comments
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Please enter comments *

Mo person ceased to be a relevant person during the reporting period

14. Have copies of all records removed from the register under section 5.89A(6) Local Government Act 1995 been kept
for a period of at least five years after the person ceases to be a person required to make a disclosure? *

Yes

Add comments

15. Where an employee had an interest in any matter in respect of which the employee provided advice or a report
directly to council or a committee, did that person disclose the nature and extent of that interest when giving the
advice or report? *

Yes

Add comments

16. Where council applied to the Minister to allow the CEO to provide advice or a report to which a disclosure under
section 5.71A(1) of the Local Government Act 1995 relates, did the application include details of the nature of the
interest disclosed and any other information required by the Minister for the purposes of the application? *

Yes

Add comments

17. Was any decision made by the Minister under section 5.71B(6) of the Local Government Act 1995, recorded in the
minutes of the council meeting at which the decision was considered? *

Yes

Add comments

Please enter comments *

Iltem SY138-12/22 December 2022 Resolution 081222
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18. Did the local government prepare and adopt, by absolute majority, a code of conduct to be observed by council
members, committee members and candidates within 3 months of the prescribed model code of conduct coming into
operation (3 February 2021)? *

Yes
Add comments

Please enter comments *

Adopted July 2021 Resolution 060421, reviewed August 2022 Resolution 150822

19. Did the local government adopt additional requirements in addition to the model code of conduct? If yes, does it
comply with section 5.104(3) and (4) of the Local Government Act 19957 *

No

Add comments

20. Has the CEO published an up-to-date version of the code of conduct for council members, committee members
and candidates on the local government's website? *

Yes

Add comments
Please enter comments *

https://www.york.wa.gov.au/plan-build/planning/council-policies.aspx

21. Has the CEO prepared and implemented a code of conduct to be observed by employees of the local government?

*
Yes

Add comments

Please enter comments *

Policy O8 - https://www.york.wa.gov.au/plan-build/planning/council-policies.aspx

Has the CEO published an up-to-date version of the code of conduct for employees on the local government’s
website? *

Yes

https://car digsc wa.gov.awCAR/CAR-Edit/ ?id=754 5aff7 -60c1-ed11-a8 1b-002 24895b8 2b&stepid=93afe69e-6d74-ed11-81ab-00224 892bd4b 10/24

Item 9.3 - Appendix 1 Page 51



Audit and Risk Committee Meeting Minutes 21 March 2023

3/16/23, 8:27 AM Compliance Audit Retum Form - Starter Portal

Disposal of Property

1. Where the local government disposed of property other than by public auction or tender, did it dispose of the
property in accordance with section 3.58(3) of the Local Government Act 1995 (unless section 3.58(5) applies)? *

Yes

Add comments

Please enter comments *

Three leases entered into and approved by Council during this period

2. Where the local government disposed of property under section 3.58(3) of the Local Government Act 1995, did it
provide details, as prescribed by section 3.58(4), in the required local public notice for each disposal of property? *

Yes

Add comments

Elections

1. Did the CEO establish and maintain an electoral gift register and ensure that all disclosure of gifts forms completed
by candidates and donors and received by the CEO were placed on the electoral gift register at the time of receipt by
the CEO and in a manner that clearly identifies and distinguishes the forms relating to each candidate in accordance
with regulation 30G(1) and regulation 30G(2) of the Local Government (Elections) Regulations 19977 *

N/A

Add comments
Please enter comments *

Mo election held

2. Did the CEO remove any disclosure of gifts forms relating to unsuccessful candidates, or successful candidates
that completed their term of office, from the electoral gift register, and retain those forms separately for a period of at
least two years in accordance with regulation 30G(4) of the Local Government (Elections) Regulations 19977 *

N/A

Add comments
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Please enter comments *

Mo election held

3. Did the CEO publish an up-to-date version of the electoral gift register on the local government’s official website in
accordance with regulation 30G(5) of the Local Government (Elections) Regulations 19977 *

N/A

Add comments
Please enter comments *

Mo election held

Finance

1. Has the local government established an audit committee and appointed members by absolute majority in
accordance with section 7.1A of the Local Government Act 19952 *

Yes

Add comments
Please enter comments *

November 2021 Item SY144-11/21 Resolution 331121

2. Where the council delegated to its audit committee any powers or duties under Part 7 of the Local Government Act
1995, did it do so by absolute majority? *

N/A

Add comments

Please enter comments *

The Committee has no delegated authority

3. Was the auditor’s report for the financial year ended 30 June 2022 received by the local government by 31
December 20222 *

No

Add comments
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Please enter comments *

The Office of the Auditor General was not able to provide a copy of the financialfauditors report by 31 December 2022, as confirmed in
email from the OAG dated 14 December 2022

4. Where the local government determined that matters raised in the auditor’s report prepared under section 7.9(1) of
the Local Government Act 1995 required action to be taken, did the local government ensure that appropriate action
was undertaken in respect of those matters? *

N/A

Add comments
Please enter comments *

Audit Report not received to enable any matters raised to be addressed

5. Where matters identified as significant were reported in the auditor’s report, did the local government prepare a
report that stated what action the local government had taken or intended to take with respect to each of those
matters? Was a copy of the report given to the Minister within three months of the audit report being received by the
local government? *

N/A

Add comments
Please enter comments *

Refer above

6. Within 14 days after the local government gave a report to the Minister under section 7.12A(4)(b) of the Local
Government Act 1995, did the CEO publish a copy of the report on the local government's official website? *

N/A

Add comments

FIN-AR-Publish14DaysComments *

Refer above

7. Was the auditor’s report for the financial year ending 30 June 2022 received by the local government within 30 days
of completion of the audit? *

N/A

Add comments
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Please enter comments *

Refer above

Integrated Planning and Reporting

1. Has the local government adopted by absolute majority a strategic community plan? *

Yes

Add comments
Please provide the adoption date or the date of the most recent review *

23/06/2020

Please enter comments *

SCP was adopted in 2020 reporting year Item SY085-06/20 Resolution 060620 *Note* Council report states Absolute Majority not
required. However, vote count was an Absolute Majority

2. Has the local government adopted by absolute majority a corporate business plan? *

Yes

Add comments
Please provide the adoption date or the date of the most recent review *

25/08/2020

Please enter comments *

CBP was adopted in 2020 reporting year by Absolute Majority Item S 122-08/20 Resolution 060820

3. Does the corporate business plan comply with the requirements of Local Government (Administration) Regulations
1996 19DA(2) & (3)7 *

Yes

Add comments
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Local Government Employees

1. Were all CEO and/or senior employee vacancies advertised in accordance with Local Government (Administration)
Regulations 1996, regulation 18A7 *

N/A

Add comments

Please enter comments *

An Acting EMCCS role was appointed. However, this was not required to be advertised in accordance with Admin Reg 18A(1)(b) as the
contract term was 6 weeks

2. Was all information provided in applications for the position of CEO true and accurate? *

N/A

Add comments
Please enter comments *

Mo recruitment process was required for selection & appointment of a CEO

3. Was the remuneration and other benefits paid to a CEO on appointment the same remuneration and benefits
advertised for the position under section 5.36(4) of the Local Government Act 19957 *

N/A
Add comments

Please enter comments *

No recruitment process was required for selection & appointment of a CEO

4. Did the CEO inform council of each proposal to employ or dismiss senior employee? *

Yes

Add comments

Please enter comments *

The Acting EMCCS role was presented to Council September 2022 SY093-09/22 Resolution 010922

5. Where council rejected a CEQ’s recommendation to employ or dismiss a senior employee, did it inform the CEO of
the reasons for doing so? *

N/A
Add comments
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Please enter comments *

Council did not reject the CEO's recommendation

Official Conduct

1. Has the local government designated an employee to be its complaints officer? *

Yes

Add comments
Please enter comments *

Council appointed the CEO at its February 2021 Meeting SY 11-02/21 Resolution 130221

2. Has the complaints officer for the local government maintained a register of complaints which records all
complaints that resulted in a finding under section 5.110(2)(a) of the Local Government Act 19957 *

Yes

Add comments

3. Does the complaints register include all information required by section 5.121(2) of the Local Government Act
19957 *

Yes

Add comments

4. Has the CEO published an up-to-date version of the register of the complaints on the local government’s official
website? *

Yes

Add comments
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Please enter comments *

https://www.york.wa.gov.au/council/your-council/register-of-complaints.aspx

Other

1. Did the CEO review the appropriateness and effectiveness of the local government’s financial management
systems and procedures in accordance with the Local Government (Financial Management) Regulations 1996
regulations 5(2)(c) within the three financial years prior to 31 December 20227

Yes

Add comments
Please provide the date of council’'s resolution to accept the report. *

29/09/2020

Please enter comments *

Last done 29 September 2020 SY134-09/20 Resolution 020920

2. Did the CEO review the appropriateness and effectiveness of the local government’s systems and procedures in
relation to risk management, internal control and legislative compliance in accordance with Local Government (Audit)
Regulations 1996 regulation 17 within the three financial years prior to 31 December 20227

Yes

Add comments
Please provide the date of council's resolution to accept the report. *

29/09/2020

Please enter comments *

Last done 29 September 2020 SY134-09/20 Resolution 020920

3. Where a disclosure was made under sections 5.87A or 5.87B of the Local Government Act 1995, were the
disclosures made within 10 days after receipt of the gift? Did the disclosure include the information required by
section 5.87C of the Act?

Yes

Add comments
Please enter comments *

https://www.york.wa.gov.au/disclosure-of-gifts.aspx
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4. Did the local government prepare, adopt by absolute majority and publish an up-to-date version on the local
government’s website, a policy dealing with the attendance of council members and the CEO at events?

Yes

Add comments
Please enter comments *

Policy E9 available https://www.york.wa.gov.au/plan-build/planning/council-policies.aspx

5. Did the CEO publish information on the local government’s website in accordance with sections 5.96A(1), (2), (3),
and (4) of the Local Government Act 1995?

No

Add comments
Please enter comments *

Section 5.96A(1)(b) is non-compliant in that the published local laws are not consolidated versions. Instead the original local law and
the amendment local law are individually published. All other Sections are compliant

6. Did the local government prepare and adopt (by absolute majority) a policy in relation to the continuing
professional development of council members?

Yes

Add comments
Please enter comments *

Policy E2 adopted 28 January 2016, last reviewed 31 March 2020 SY039-03/20 Resolution 100320

7. Did the local government prepare a report on the training completed by council members in the 2021/2022 financial
year and publish it on the local government’s official website by 31 July 2022?

Yes

Add comments

0Q-CouncilMemberTrainingPublishComments *

https://www.york.wa.gov.au/council/your-council/councillors.aspx

8. By 30 September 2022, did the local government submit to its auditor the balanced accounts and annual financial
report for the year ending 30 June 20227

Yes

Add comments
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Please enter comments *

Submitted via email on Friday 30 September 2022 at 3.53pm

9. When adopting the annual budget, did the local government take into account all its expenditure, revenue and
income?

Yes

Add comments
Please enter comments *

All anticipated income and expenditure was taken into account at the time of budget adoption.

Tenders for Providing Goods and Services

1. Did the local government comply with its current purchasing policy, adopted under the Local Government
(Functions and General) Regulations 1996, regulations 11A(1) and (3) in relation to the supply of goods or services
where the consideration under the contract was, or was expected to be, $250,000 or less or worth $250,000 or less? *

Yes

Add comments

Please enter comments *

The Shire of York Policy requires tenders to be called for amounts over $150,000

2. Subject to Local Government (Functions and General) Regulations 1996, regulation 11(2), did the local government
invite tenders for all contracts for the supply of goods or services where the consideration under the contract was, or
was expected to be, worth more than the consideration stated in regulation 11(1) of the Regulations? *

Yes
Add comments

Please enter comments *

Three tenders were called during the reporting period, conducted via WALGA's Preferred Supplier Program (F&G Reg 11(2)(b

3. When regulations 11(1), 12(2) or 13 of the Local Government Functions and General) Regulations 1996, required
tenders to be publicly invited, did the local government invite tenders via Statewide public notice in accordance with
Regulation 14(3) and (4)? *

N/A

Add comments
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Please enter comments *

Tenders were called through WALGA's Preferred Supplier Program

4. Did the local government comply with Local Government (Functions and General) Regulations 1996, Regulation 12
when deciding to enter into multiple contracts rather than a single contract? *

N/A

Add comments

5. If the local government sought to vary the information supplied to tenderers, was every reasonable step taken to
give each person who sought copies of the tender documents or each acceptable tenderer notice of the variation? *

Yes

Add comments

6. Did the local government's procedure for receiving and opening tenders comply with the requirements of Local
Government (Functions and General) Regulations 1996, Regulation 15 and 167 *

Yes

Add comments

7. Did the information recorded in the local government’s tender register comply with the requirements of the Local
Government (Functions and General) Regulations 1996, Regulation 17 and did the CEO make the tenders register
available for public inspection and publish it on the local government’s official website? *

Yes

Add comments
Please enter comments *

https://www.york.wa.gov.au/tender-register.aspx
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8. Did the local government reject any tenders that were not submitted at the place, and within the time, specified in
the invitation to tender? *

N/A
Add comments

Please enter comments *

No tenders were not submitted at the place and within the time specified

9. Were all tenders that were not rejected assessed by the local government via a written evaluation of the extent to
which each tender satisfies the criteria for deciding which tender to accept? *

Yes

Add comments

10. Did the CEO give each tenderer written notice containing particulars of the successful tender or advising that no
tender was accepted? *

Yes

Add comments

11. Did the local government’s advertising and expression of interest processes comply with the requirements of the
Local Government (Functions and General) Regulations 1996, Regulations 21 and 227 *

N/A

Add comments

Please enter comments *

Mo expressions of interest were called

12. Did the local government reject any expressions of interest that were not submitted at the place, and within the
time, specified in the notice or that failed to comply with any other requirement specified in the notice? *

N/A

Add comments
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Please enter comments *

As above

13. Were all expressions of interest that were not rejected under the Local Government (Functions and General)
Regulations 1996, Regulation 23(1) & (2) assessed by the local government? Did the CEO list each person as an
acceptable tenderer? *

N/A

Add comments
Please enter comments *

As above

14. Did the CEO give each person who submitted an expression of interest a notice in writing of the outcome in
accordance with Local Government (Functions and General) Regulations 1996, Regulation 247 *

N/A

Add comments

Please enter comments *

As above

15. Did the local government invite applicants for a panel of pre-qualified suppliers via Statewide public notice in
accordance with Local Government (Functions and General) Regulations 1996, Regulations 24AD(4) and 24AE? *

MN/A
Add comments

Please enter comments *

No panels of pre-qualified suppliers processes were undertaken

16. If the local government sought to vary the information supplied to the panel, was every reasonable step taken to
give each person who sought detailed information about the proposed panel or each person who submitted an
application notice of the variation? *

N/A

Add comments
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Please enter comments *

As above

17. Did the local government's procedure for receiving and opening applications to join a panel of pre-qualified
suppliers comply with the requirements of Local Government (Functions and General) Regulations 1996, Regulation
16, as if the reference in that regulation to a tender were a reference to a pre-qualified supplier panel application? *

N/A

Add comments
Please enter comments *

As above

18. Did the information recorded in the local government's tender register about panels of pre-qualified suppliers
comply with the requirements of Local Government (Functions and General) Regulations 1996, Regulation 24AG? *

N/A

Add comments

Please enter comments *

As above

19. Did the local government reject any applications to join a panel of pre-qualified suppliers that were not submitted
at the place, and within the time, specified in the invitation for applications? *

MN/A
Add comments

Please enter comments *

As above

20. Were all applications that were not rejected assessed by the local government via a written evaluation of the
extent to which each application satisfies the criteria for deciding which application to accept? *

N/A

Add comments

Please enter comments *

As above
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3/16/23, 8:27 AM Compliance Audit Retum Form - Starter Portal

21. Did the CEO send each applicant written notice advising them of the outcome of their application? *
N/A
Add comments

Please enter comments *

As above

22. Where the local government gave regional price preference, did the local government comply with the
requirements of Local Government (Functions and General) Regulations 1996, Regulation 24E and 24F? *

N/A

Add comments
Please enter comments *

Regional price preference was not applicable to the tenders

Documents

There are no notes to display.

Close Previous

https://car digsc wa.gov.awCAR/CAR-Edit/ ?id=754 5aff7 -60c1-ed11-a8 1b-002 24895b8 2b&stepid=93afe69e-6d74-ed11-81ab-00224 892bd4b 24124
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9.4 DELEGATION REVIEW - TENDERS FOR GOODS AND SERVICES AND CONTRACT

VARIATIONS
File Number: 4.4175
Author: Vanessa Green, Council & Executive Support Officer
Authoriser: Chris Linnell, Chief Executive Officer

Previously before Not Applicable

Council:

Disclosure of Nil

Interest:

Appendices: 1. Existing Delegations §

2. Draft Delegation DE5-6 §

NATURE OF COUNCIL’S ROLE IN THE MATTER

Legislative

PURPOSE OF REPORT

This report presents a review of delegations relating to tenders for goods and services to Council for
consideration and, if satisfactory, adoption.

BACKGROUND

Officers are in the process of conducting the annual review of the Delegations Register. The review
is extensive and will be presented to Council before 30 June 2023.

The main objective of the review is to formalise the delegations based on the WALGA model both in
terms of content and formatting. This ensures the delegations are legislatively correct, can be
entered into the Shire’s new compliance platform (Attain) and align with best practice.

The review has highlighted a need to consider the review of delegations relating to tenders and
contracts prior to presenting the full review of delegations to Council.

The WALGA model provides delegations relating to tenders for goods and services, accepting and
rejecting tenders, varying contracts and exercising contract extension options.

Council’s existing delegations (DE5-2 — Tender Evaluation Criteria, DE5-3 — Minor Variation for
Goods and Services and DE5-5 — Tenders to be invited for Certain Contracts) do not provide the
ability for contracts to be varied once they have been entered into, nor for contracts to be extended.
The existing delegations are presented in Appendix 1.

With anticipated contracts being or soon to be entered into, specifically for tree pruning, road sealing
and the light industrial area upgrade, it is expected that contract variations and extensions may be
necessary.

Without a delegation authorising the Chief Executive Officer and, on a sub-delegation, other Officers
to have that decision making ability, all such decisions need to be considered by Council. This would
result in delays to the contract and service delivery, or the requirement to conduct a Special Council
Meeting to enable such a decision to be made.

COMMENTS AND DETAILS

Officers propose to revoke Council’s existing delegations DE5-2 — Tender Evaluation Criteria, DE5-
3 — Minor Variation for Goods and Services and DE5-5 — Tenders to be invited for Certain Contracts
and replace them with the draft delegation DE5-6 - Tenders for Goods and Services — Accepting and
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Rejecting Tenders, Varying Contracts and Exercising Contract Extension Options. A copy of the draft
delegation is presented in Appendix 2.

The draft delegation varies from Council’s existing delegations as follows:

1. Threshold limit increased from $150,000 to $250,000 in line with legislative requirements. An
amendment will be required to Policy F2 — Procurement as a result

© N o o s~ w DN

Authority to accept tenders

Authority to accept the next most advantageous tender

Authority to determine whether variations are minor

Authority to make minor variations after a contract has been entered into

Authority to accept a contract extension

The inclusion of conditions on the original delegation, which also apply to the sub-delegation
The inclusion of a sub-delegation to Executive Managers and the provision of conditions on

the use of that sub-delegation

Of note is the definition of ‘minor variation’ provided within Regulation 20(3) of the Local Government
(Functions & General) Regulations 1996 which states:

“minor variation means a variation that the local government is satisfied is minor having regard to
the total goods or services that tenderers were invited to supply.”

OPTIONS

Council has the following options:

Option 1:

Option 2:

Option 3:

Council could choose to revoke Delegations DE5-2 — Tender Evaluation Criteria, DE5-3
— Minor Variation for Goods and Services and DE5-5 — Tenders to be invited for Certain
Contracts and replace them with draft Delegation DE5-6 - Tenders for Goods and
Services — Accepting and Rejecting Tenders, Varying Contracts and Exercising Contract
Extension Options.

Council could choose to reject revoking Delegations DE5-2 — Tender Evaluation Criteria,
DE5-3 — Minor Variation for Goods and Services and DE5-5 — Tenders to be invited for
Certain Contracts.

Council could choose to revoke Delegations DE5-2 — Tender Evaluation Criteria, DE5-3
— Minor Variation for Goods and Services and DE5-5 — Tenders to be invited for Certain
Contracts and replace them with an amended version of draft Delegation DE5-6 -
Tenders for Goods and Services — Accepting and Rejecting Tenders, Varying Contracts
and Exercising Contract Extension Options. Council would need to identify the
amendments necessary.

Option 1 is the recommended option.

IMPLICATIONS TO CONSIDER

Consultative
WALGA Governance Team

Executive Leadership Team

Strategic

Strategic Community Plan 2020-2030

Goal 5: Strong Leadership and Governance
To have effective and responsive leadership and governance, where a sense of
collective purpose and shared direction combine to work together.
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Policy Related

F2 Procurement

F9 Panels of Pre-Qualified Suppliers
G30 Contractor Management Policy
Financial

There are no financial implications associated with the review of delegations.

Legal and Statutory
Section 3.57 of the Local Government Act 1995 is applicable to tenders and states:
“3.57. Tenders for providing goods or services

(1) A local government is required to invite tenders before it enters into a contract of a
prescribed kind under which another person is to supply goods or services.

(2) Regulations may make provision about tenders.”

Sections 5.42, 5.43, 5.44, 5.45 and 5.46 of the Local Government Act 1995 are applicable to
delegations and state:

“5.42. Delegation of some powers and duties to CEO

(1) A local government may delegate* to the CEO the exercise of any of its powers or the
discharge of any of its duties under —

(a) this Act other than those referred to in section 5.43; or
(b) the Planning and Development Act 2005 section 214(2), (3) or (5).
* Absolute majority required.

(2) A delegation under this section is to be in writing and may be general or as otherwise
provided in the instrument of delegation.

5.43.  Limits on delegations to CEO %8
A local government cannot delegate to a CEO any of the following powers or duties —
(a) any power or duty that requires a decision of an absolute majority of the council;

(b) accepting a tender which exceeds an amount determined by the local government for
the purpose of this paragraph;

(c) appointing an auditor;

(d) acquiring or disposing of any property valued at an amount exceeding an amount
determined by the local government for the purpose of this paragraph;

(e) any of the local government’s powers under section 5.98, 5.98A, 5.99, 5.99A or
5.100;

(H borrowing money on behalf of the local government;
(g) hearing or determining an objection of a kind referred to in section 9.5;

(ha) the power under section 9.49A(4) to authorise a person to sign documents on behalf
of the local government;

(h) any power or duty that requires the approval of the Minister or the Governor;
(i) such other powers or duties as may be prescribed.
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5.44.

(1)

(2)

(3)

(4)

(5)

5.45.
(1)

(@)

5.46.
(1)

(@)

()

CEO may delegate powers and duties to other employees

A CEO may delegate to any employee of the local government the exercise of any of the
CEOQO'’s powers or the discharge of any of the CEQ’s duties under this Act other than this
power of delegation.

A delegation under this section is to be in writing and may be general or as otherwise
provided in the instrument of delegation.

This section extends to a power or duty the exercise or discharge of which has been
delegated by a local government to the CEO under section 5.42, but in the case of such a
power or duty —

(a) the CEQ'’s power under this section to delegate the exercise of that power or the
discharge of that duty; and

(b) the exercise of that power or the discharge of that duty by the CEO’s delegate,
are subject to any conditions imposed by the local government on its delegation to the CEO.

Subsection (3)(b) does not limit the CEO’s power to impose conditions or further conditions
on a delegation under this section.

In subsections (3) and (4) —

conditions includes qualifications, limitations or exceptions.

Other matters relevant to delegations under this Division

Without limiting the application of sections 58 and 59 of the Interpretation Act 1984 —

(a) a delegation made under this Division has effect for the period of time specified in
the delegation or where no period has been specified, indefinitely; and

(b) any decision to amend or revoke a delegation by a local government under this
Division is to be by an absolute majority.

Nothing in this Division is to be read as preventing —

(@) alocal government from performing any of its functions by acting through a person
other than the CEO; or

(b) a CEO from performing any of his or her functions by acting through another person.
Register of, and records relevant to, delegations to CEO and employees

The CEO is to keep a register of the delegations made under this Division to the CEO and
to employees.

At least once every financial year, delegations made under this Division are to be reviewed
by the delegator.

A person to whom a power or duty is delegated under this Act is to keep records in
accordance with regulations in relation to the exercise of the power or the discharge of the
duty.”

Regulations 11(1A) to 24G inclusive of the Local Government (Functions & General) Regulations
1996 stipulate the requirements to conduct a tender or expression of interest process, and how the
tender/expression of interest is to be a managed through a contract for the supply of goods and
services. Section 11(1) states:

1) Tenders are to be publicly invited according to the requirements of this Division before a local
government enters into a contract for another person to supply goods or services if the
consideration under the contract is, or is expected to be, more, or worth more, than $250 000
unless subregulation (2) states otherwise.”

Risk Related

An appropriate framework of delegations:

Item 9.4
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1. Ensures accountability

2. Adequately manages risk

3. Increases efficiency and effectiveness of processes and practices

4. Ensures decisions are implemented in a timely manner

5. Complies with relevant legislation, policies and guidelines
Workforce

The scope of this report is managed within current resources.

Where an Officer is delegated or sub-delegated authority, he/she is required to complete a Primary
Return and Annual Return in accordance with Sections 5.75 and 5.76 of the Local Government Act
1995.

VOTING REQUIREMENTS

Absolute Majority:  Yes

COMMITTEE RECOMMENDATION
Moved: Cr Kevin Trent Seconded: Ms Shona Zulsdorf

That, with regard to the Delegation Review - Tenders for Goods and Services and Contract
Variations, the Audit and Risk Committee recommends that Council:

1. Revokes Delegations DE5-2 — Tender Evaluation Criteria, DE5-3 — Minor Variation for
Goods and Services and DE5-5 — Tenders to be invited for Certain Contracts.

2.  Adopts Delegation DE5-6 - Tenders for Goods and Services —Accepting and Rejecting
Tenders, Varying Contracts and Exercising Contract Extension Options, as presented
in Appendix 2.

3. Authorises the Chief Executive Officer to amend Policy F2 — Procurement to increase
the tender threshold limit from $150,000 to $250,000 to align with Delegation DE5-6 -
Tenders for Goods and Services — Accepting and Rejecting Tenders, Varying
Contracts and Exercising Contract Extension Options.

4.  Authorises the Chief Executive Officer to make any minor typographical and
formatting changes to Delegation DE5-6 - Tenders for Goods and Services —
Accepting and Rejecting Tenders, Varying Contracts and Exercising Contract
Extension Options prior to publication.

CARRIED: 5/0
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DE5-2  Tender Evaluation Criteria

Function to be performed:

The local government must, before tenders are publicly invited, determine in writing the criteria for
deciding which tender should be accepted.

Legislative Power or Duty delegated:

Regulation 14(1), (2), (3), (4) or (5) of the Local Government (Function and General) Regulations
1996,

Legislative Power to delegate:

Section 5.42 and Section 5.44, Local Government Act 1995
Policy Provision:

F2 - Procurement

Delegation to:

Chief Executive Officer

Delegation:

The Chief Executive Officer is delegated the power to determine in writing the tender evaluation
criteria prior to tenders being advertised.

Conditions and Exceptions:

After a notice has been given under the Local Government (Function and General) Regulations 1996
14(1) or (2), a local government may vary the information referred to in (3) by taking reasonable
steps to give each person who has sought copies of the tender documents or each acceptable
tenderer, as the case may be, notice of the variation.

Chief Executive Officer delegates to:

Executive Manager: Infrastructure and Development Services
Executive Manager: Corporate and Community Services

Power of Duty Delegated by Chief Executive Officer:
The CEO delegates the exercise of this delegated power to the above Officers. The exercise of the
delegated power does not include the power of further delegation.

Reporting Requirements:

Details for the use of this delegation will be recorded in the records & information management system
to meet legislative requirements.

Financial Interest Return Required: Yes
Details of Review: Adopted - 18 April 2016

Reviewed — 24 October 2016
Amended — 27 November 2017

Shire of York Register of Delegated Authority 2021/22
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Reviewed — 17 December 2018
Reviewed - 25 November 2019
Amended — 22 December 2020
Reviewed — 21 December 2021

Shire of York Register of Delegated Authority 2021/22
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DE5-3  Minor Variation for Goods and Services

Function to be performed:

A local government may, with the approval of the tenderer, make a minor variation in a contract for
goods or services before it enters the contract with the successful tenderer.

Legislative Power or Duty delegated:

Regulation 20(1) of the Local Government (Function and General) Regulations 1996
Legislative Power to delegate:

Section 5.42 and Section 5.44, Local Government Act 1995

Policy Provision:

F2 - Procurement

Delegation to:

Chief Executive Officer

Delegation:

The Chief Executive Officer is delegated the power, with the approval of the tenderer, to make a minor
variation in a contract for goods or services before the Shire enters the contract with the successful
tenderer, subject to Regulation 20(1) of the Local Government (Functions and General) Regulations
1996.

Conditions and Exceptions:

Minor variations before entering a contract are limited to a maximum value of aggregated variations
which remain under 10% of the total contract value and remain within the relevant adopted Budget
allocation.

Chief Executive Officer delegates to:
Nil

Delegation delegated by the CEO:
N/A

Reporting Requirements:

Details for the use of this delegation will be recorded in the records & information management
system to meet legislative requirements.

Financial Interest Return Required: Yes

Details of Review: Adopted - 18 April 2016
Reviewed — 24 October 2016
Amended - 27 November 2017
Reviewed — 17 December 2018
Reviewed — 25 November 2019
Reviewed — 22 December 2020
Reviewed — 21 December 2021

Shire of York Register of Delegated Authority 2021/22
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DE5-5 Tenders to be invited for Certain Contracts

Function to be performed:

a) Determining, in writing, the criteria for deciding which tender should be accepted prior
to tenders being publicly invited; and

b)  Publicly inviting tenders before entering into a contract for the supply of goods or
services if the consideration under the contract is, or is expected to be, worth more
than $150,000.

Legislative Power or Duty delegated:

a) Regulation 14(2a) of the Local Government (Function and General) Regulations 1996;
and

b)  Section 3.57(1) of the Local Government Act 1995; and

c¢)  Regulation 11(1) of the Local Government (Function and General) Regulations 1996.

Policy:

F2 - Procurement

Delegation to:

Chief Executive Officer

Delegation:

The CEO is delegated the authority to:

a) Determining, in writing, the criteria for deciding which tender should be accepted prior
to tenders being publicly invited; and

b) Publicly inviting tenders before entering into a contract for the supply of goods or
services if the consideration under the contract is, or is expected to be, worth more
than $150,000.

Conditions and Exceptions:

Tenders will be awarded by the Council on receipt of a report on the evaluation against predetermined
criteria and officers’ recommendation.

Chief Executive Officer Delegates to:

Nil

Delegation delegated by the CEO:

N/A

Reporting Requirements:

Details for the use of this delegation will be recorded in the records & information management system

to meet legislative requirements.

Financial Interest Return Required: Yes

Shire of York Register of Delegated Authority 2021/22
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Details of Review: New — 24 October 2016
Amended - 27 November 2017
Reviewed — 17 December 2018
Reviewed — 25 November 2019
Reviewed — 22 December 2020
Reviewed — 21 December 2021

Shire of York Register of Delegated Authority 2021/22
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DE5-6 Tenders for Goods and Services — Accepting and Rejecting Tenders;
Varying Contracts; Exercising Contract Extension Options

Delegator: Local Government

Power / Duty assigned in

legislation to.

Express Power to Local Government Act 1995:

Delegate: $.5.42 Delegation of some powers or duties to the CEOQ
Power that enables a 5.5.43 Limitations on delegations to the CEO

delegation to be made.
Express Power or Duty | Local Government Act 1995:
Delegated: 5.3.57 Tenders for providing goods or services
Local Government (Functions and General) Regulations 1996:
r.11(2)(j) Exercising contract extension options
r.18(2), (4), (4a), (5), (6) and (7) Rejecting and accepting
tenders
r.20(1), (2), (3) Variation of requirements before entry into
contract
r.21A Varying a contract for the supply of goods or services

Delegate: Chief Executive Officer

Function: 1. Authority to determine whether or not to reject tenders

This is a precis only. that do not comply with requirements as specified in the

Delegates must act with full invitation to tender [F&G.r.18(2)].

understanding of the

legislation and conditions 2. Authority to seek clarification from tenderers in relation to

relevant to this delegation. information contained in their tender submission [F&G
r.18(4a)].

3. Authority to assess, by written evaluation, tenders that
have not been rejected, to determine:

a. The extent to which each tender satisfies the criteria
for deciding which tender to accept; and
b. To accept the tender that is most advantageous within
the $250,000 detailed as a condition on this
Delegation [F&G r.18(4)].
4. Authority to decline to accept any tender [F&G r.18(5)].

5. Authority to accept the next most advantageous tender if,
within 6-months of accepting a tender, a contract has not
been entered into OR the local government and the
successful tenderer agree to terminate the contract [F&G
r.18(6) & (7).

6. Authority to determine whether variations in goods and
services required are minor variations, and to negotiate
with the successful tenderer to make minor variations
before entering into a contract [F&G r.20(1) and (3)].
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7. Authority to choose the next most advantageous tender to
accept, if the chosen tenderer is unable or unwilling to
form a contract to supply the varied requirement OR the
minor variation cannot be agreed with the successful
tenderer, so that the tenderer ceases to be the chosen
tenderer [F&G r.20(2)].

8. Authority to vary a tendered contract, after it has been
entered into, provided the variation/s are necessary for
the goods and services to be supplied, and do not change
the scope of the original contract or increase the contract
value beyond 10% or to a maximum of $100,000
whichever is the lesser value [F&G r.21A(a)].

9. Authority to exercise a contract extension option that was
included in the original tender specification and contract in
accordance with r.11(2)(j).

Council Conditions on | a. Exercise of authority under F&G.r.18(2) requires

this Delegation: consideration of whether or not the requirements as
specified in the invitation to tender have been expressed
as mandatory and if so, discretion may not be capable of
being exercised — consider process contract implications.

b. Inaccordance with s.5.43(b), tenders may only be accepted
under this delegation, where:

i. The total consideration under the resulting contract is
$250,000 or less;

ii. The expense is included in the adopted Annual
Budget; and

iii. The tenderer has complied with requirements under
F&G r.18(2) and (4).

c. Adecision to vary a tendered contract before entry into
the contract [F&G r.20(1) and (3)] must include evidence
that the variation is minor in comparison to the total goods
or services that tenderers were invited to supply.

d. A decision to renew or extend the contract must only occur
where the original contract contained the option to renew
or extend its term as per r.11(2)(j) and that the
contractor’s performance has been reviewed and the
review evidences the rationale for entering into the
extended term.

Express Power to Sub- | Local Government Act 1995:

Delegate: s.5.44 CEQ may delegate some powers and duties to other
employees

Sub-Delegate/s: Executive Manager Corporate and Community Services

Appointed by CEO. Executive Manager Infrastructure and Development Services
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CEO Conditions on this
Sub-Delegation:

a. Each sub-delegate may only use the sub-delegation in
regard to contracts that are within the scope of the
incumbent’s position role and responsibilities.

b. Conditions on the original delegation also apply to the sub-
delegations.

c. The performance of sub-delegation under Function 8 only
applies to lump sum contracts and is to align with the
authorised limits contained in financial delegations.

Compliance Links:

Delegates are designated employees under s.5.74 and are
required to provide Primary and Annual Returns.

Local Government (Functions and General) Requlations 1996 —

prescribe applicable statutory procedures

WALGA Subscription Service — Procurement Toolkit

F2 Procurement Policy

Record Keeping:

Each instance of this delegation being exercised is to be
recorded in the Delegations Register (available in Attain via the
following link https://attain.net.au/Account/Login) in
accordance with r.19 of the Local Government (Administration)
Regulations 1996. The Delegation’s Register is reported to
Council in conjunction with the Concept Forum.

Version Control:

1

2
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9

10

11

12

MOTIONS OF WHICH PREVIOUS NOTICE HAS BEEN GIVEN
Nil
QUESTIONS FROM MEMBERS WITHOUT NOTICE

11.1 Ms Shona Zulsdorf

Ms Zulsdorf questioned the reason for the inclusion of Options in the Committee Reports,
suggesting it could be streamlined to only include the Officer’'s recommendation.

Response provided by the Chief Executive Officer

The next tranche of local government reforms will involve updates to meeting procedures
which could include the report structure, or require changes to the report structure. It is
therefore recommended to wait until those reforms are known prior to making any changes.
The Department of Local Government, Sport & Cultural Industries suggest the reforms
should be implemented by the end of the calendar year.

The inclusion of Options also shows transparency to the community that there are other
options available to the Committee and Council, aside from the Officer’'s recommendation,
which the Committee and Council could choose to resolve in favour of.

BUSINESS OF AN URGENT NATURE INTRODUCED BY DECISION OF THE
MEETING

Nil
CLOSURE

The Presiding Member thanked everyone for their attendance and closed the meeting at
4.09pm.
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